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Ouiena IMapumua, IOpiii CaBuenko, bornana IloasinHoBebka. IIPOBJIEMHI ACIHHEKTH
®IHAHCOBO-EKOHOMIYHOI BE3INEKA B YMOBAX PO3BUTKY KPHUIITOBAJIOT.
PosrnsiHyTo acmekty (iHAHCOBO-SKOHOMIYHOI Oe3meKkd 1 3AIMCHEeHO aHaji3 BIJOMHUX B [OaHMH dac
KPHUITOBATIOT Ta IIMPOKHIl CHEKTP TIyMaueHb MOHSTTS «KPUITOBAIIOTA» ODII[iHHUMU OpraHamMy pi3HHX
KpaiH; HPOrHO3YBaHHS PO3BHUTKY KPHITOBAIIOT 3a paXyHOK (opmanizamii ¢akropis, 110 BIUIMBAIOTH Ha
BapTICTh KPUITOBATOT. IIpoaHaIli30BaHO EBOJIIOLII0 KPHITOBAJIIOTH 1 CIPOTHO30BAaHO ii MOJABLIMA
PO3BHTOK, SIK MOTY>KHUH (pIHAHCOBHI IHCTPYMEHT Ha CBITOBOMY PHHKY. METOIO CTATTi € aHajli3 acIeKTiB
(hiHAHCOBO-CKOHOMIYHOI Oe3IeKH uepe3 MPOrHO3YBaHHS PO3BUTKY KPHIITOBAJIOT 3a PaxyHOK (opMarrizarii
(bakropiB, 110 BIVIMBAIOTH Ha BapTiCTh KPUNTOBATIOT. [10sBa KPUNTOBAIIOTH CTajla MOMJIMBOIO 3aBISKU
kpunrorpadii i IpUHLIKUIT 00Iry KPUNTOBAIIOT 3aCHOBAaHMI Ha TexHoJorii Onokueitn. Kpunrorpadis nuiie
MEXaHi3M, ajie He CyTh, MEXaHi3M, SKHHHE Ma€ )KOIHOTO BiJHOLICHHs aHi J0 MPaBOBOI MPUPOAH, aHi 10
IOPHANYHOTO CTaTycy KpUNTOBAMOT. PosrisHyra (opma 3aimydeHHs iHBECTHLIH y BUIIII IIPOAaxy
iHBecTOpaM (ikCOBAHOI KiJTbKOCTI HOBUX OJIMHHIIb KPUITOBATIOTH, OTPUMAHUX Pa30BOIO a00 MPHCKOPEHOIO
eMiciero. 3BepHEHO yBary, 110 3a KUIbKICTIO KOPHCTYBa4iB KPUIITOBAIIOTaMH, YKpaiHa BXOJUTH B TOM-10
KpaiH cBiTy. TexHomoris 67I0K4eiH 3aCTOCOBYEThCS Y JePKAaBHUX peecTpax YKpainu. BipryansHa Bamora —
Ile BeIUUYe3Ha KUIBKICTh OOUHCITIOBAIIBHUX MOTYXHOCTEH Ta IMPPOBHUX akTHBIB. Ha erami TexHomoridHoro
PO3BHTKY JIFOCTBa KPUIITOBAIIOTA 3100yBa€ CTiiiKi NO3uLii Ha MiXKHApOAHOMY PUHKY. CTPIMKHil pO3BUTOK
BU3MBA€ MOJAIBIINN MPUPICT MOTYKHOCTEH Ta 3alliKaBJEHICTh Mac, ajiec B KIHLEBOMY IICYMKY MOXe
npu3BecTH /10 kpaxy. CyTh pob0TH MaliHepa MOJIIrae B MOIIYKY 3 MUTBHOHIB MOXJIMBUX KOMOIHALIi 0JJHOTO
€IMHOTO TPABWIBHOIO KOJYy Ta HEoOXigHe creniajgbHe mnporpamue 3abesnedeHHs. SIKo 1iHOBa
CTaOUTBHICTh KPHITOBAIOTH Oyze IOCATHYTa, TO ii MOXXHa OyJae BHUKOPHCTOBYBAaTH Yy MDKHApPOIHHX
TpPaH3aKIUisAX, a He JIMLIC Ul CHeKYISTHBHOI BUroqu. OfHaK, e MUTaHHs BXe Oy/e HalpsMy MOB’SI3aHO 3
Jeraizanielo HOBOI BAJIIOTH Ta ii BU3HAHHSM LEHTPAIFHUMHU OaHKaMH K 3aco0y oOMiHy, abo 30epiraHHs
BaprocTi rpoureidl. B crmekTpi pi3HHX TiAyMadeHb IOHSATTS «KPUITOBAIOTa» BOAYa€ThCS MEBHA
3aKOHOMIPHICTB: B Tiif 4u iHIIi# HOpMi, ajie KPUNITOBAIIOTH BCE JK TAKH BU3HAIOTHCS 3ac00amMu 0OMiHY, a y
JeSKMX BHITAIKaxX HaBiTh 3aco0aMu IIaTexy. B cydacHiit yac pO3BUTOK KPUIITOBAIIIOT MOYaB B 3HAUHIH Mipi
BIUIMBAaTH Ha (DiHAHCOBO-EKOHOMIUHY O€3IeKy JepiKaB.
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Problem statement. Modern society is developing rapidly in scientific and technologi-
cal progress. Many people are actively watching the emergence of a new payment method, the
name of which is cryptocurrency. Cryptocurrency is introduced into daily circulation and sup-
ports the interest of people and entire states. This implementation generates market demand,
under the influence of which the price of the product changes. Under the rush of influence, the
rate of cryptocurrency is growing rapidly. In the financial market, the economy is increasing its
partial ratio. No one can control and stop the development of cryptocurrency. Cryptocurrency
is creating the conditions for the Internet revolution. There was a need to analyze the evolution
of cryptocurrency and to predict its further development as a powerful financial instrument in
the global market.

In modern times, the development of cryptocurrencies has begun to have a significant im-
pact on the financial and economic security of states, prompting them to consider the problematic
aspects of financial and economic security in the context of cryptocurrency development.

Analysis of publications that started solving this problem. Investors' interest in cryp-
tocurrencies remains low. The significant impact on the world economy is not significant.
However, in the future the situation cay change and the crypto economy will contribute to the
development of the global economy. Blockchain technology plays an important role in enhanc-
ing the openness and performance of the global financial system and the economy as a whole.

In the late 90's of the twentieth century, the idea of creating cryptocurrencies at the time
of a revolutionary period in the world of new technologies arose. It happened when computer
technology became personal and during the mass spread of the Internet. The first concepts of
virtual currencies emerged, the functioning of which was based on cryptography — the science
of methods of encryption of information.

First of all, cryptocurrency ideologists sought to ensure the full independence of the
new currency from the state, which would guarantee the cryptocurrency transaction partici-
pants the desired anonymity and invulnerability. Bitcoin, the first full-fledged cryptocurrency,
emerged in 2008, when Satoshi Nakamoto, a Japanese (there is also a version that is not one
person but a group of scientists under a pseudonym), came up with his own concept of a cryp-
tocurrency system headed with bitcoin (BTC) [1, p. 95-115].

The article’s objective is to analyze the aspects of financial and economic security by
predicting the development of cryptocurrencies by formalizing the factors that affect the value
of cryptocurrencies.

Basic content. Cryptocurrency is a type of digital currency, the issue and accounting of
which are based on asymmetric encryption and application of various cryptographic security
methods, such as Proof-of-work and / or Proof-of-stake. The functioning of the system is de-
centralized in a distributed computer network [2, p. 27, 15]. You need to use the computing
power of your computer to get new coins. The essence of a miner's job is to search among, out
of millions of possible combinations, one single correct code called a hash and get rewards for
it. As of 2016, the award is 12.5 BTC ($ 122 593 thousand as of December 1, 2017), in 2020
its next change will occur [3]. For complex computations based on cryptocurrency systems,
powerful graphics or specialized graphics card accelerators are used to provide high-speed sha-
256 encryption. Mining requires special software. The software can be obtained from official
cryptocurrency websites or from other open sources [4].

Consider some of the currently known cryptocurrencies.

The first of cryptocurrencies and the basis for building all other existing blockchain sys-
tems is Bitcoin (BTC). The first issue of Bitcoins is January 3, 2009. Bitcoin pricing began in
2010. At first it did not exceed a few cents for 1 BTC.

Each transaction is called bitcoin addresses and is used by means of virtual aliases cor-
rection [4]. The Bitcoin address looks like 1DSrfJdB2AnWaFNgSbv3MZC2m74996JafV. It
consists of a string of letters and numbers beginning with "1" (number one). Transactions are
irreversible. Cryptocurrencies are transmitted using blockchain technology, with each transac-
tion being verified by at least five other system clients. Confirmation is for a small fee.

Through blockchain, you can track the movement of money. But it is almost impossible
to trace the owner's connection with the wallet, which determines the high anonymity of cryp-
tocurrencies.

Blockchain technology provides complete decentralization of data storage. A common
transaction database is distributed between all nodes in the system. This ensures high security
of information from external influences and force majeure.

Since the birth of bitcoin, more than 2,000 varieties of digital money have appeared on
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the market. Most of them are just a fork of a bitcoin. That is, the basis for the creation of such
currencies was the Bitcoin code. In the cryptocurrency system, one of the first types of digital
money was Neymbkoin.

Neymkoin (NMC) was released in mid-April 2011 based on a bitcoin code that has un-
dergone minor changes. The maximum coin limit is 21 million units. The NMC price demon-
strates relative stability at 50 cents for one Neymkoin. Number of coins purchased 12.6 mil-
lion.

Lightcoin (LTC). This type of cryptocurrency is created without centralized administra-
tion and is also a bitcoin fork. By volume of capitalization, lightcoin is consistently among the
top four crypto currencies.

Ethereum (ETH, Ethereum) is a blockchain-based open source platform that allows de-
velopers to create and deploy decentralized applications. The main advantage of ethereum over
bitcoin is that the former provides support for various types of decentralized applications.

Ethereum occupies the second position after bitcoin in terms of market capitalization.
Over the year, the cost of the Ethereum platform has more than doubled. Bitcoin and Ethereum
compete in the digital currency market.

A novelty of Ethereum was the extension of a set of instructions in the full-featured Ja-
vaScript programming language [5].

The total capitalization of the cryptocurrency market is now $ 202.5 billion.

Ethereum has become a staging ground for various projects [6]. As a result, a form of
investment attraction (ICO) appeared in the form of sales to investors received by a single or
accelerated issue of a fixed number of cryptocurrency units, (fig. 1.).
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Fig. 1. Number of ICOs and volumes of funds raised in 2017.

From picture 1. We can see that the amount of funds raised is growing rapidly.

Due to ICO placement, Ukrainian companies created 25 different cryptocurrencies in
2017-2018, the amount of funds raised exceeded $ 100 million. The world has created 1.8
thousand cryptocurrencies by 2018. About it writes liga.net with reference to the message
BRDO [7].

Ukraine is in the top 10 countries in the number of users of cryptocurrencies. Daily
hryvnia cryptocurrency trading volumes reach $ 1.9 million [7]

In the near future, the appearance of cryptocards is planned. These cards will be able to
be used as a regular credit card in stores. That is, use the cards to meet the daily needs of their
owners. Cryptocards will look like regular plastic and debit cards, but the concept of calcula-
tions will be different. There are two options for making a payment by installing special termi-
nals or using the created payment infrastructure.

Creating the foundation for stable cryptocurrency transactions enables the new currency
to enter full-scale circulation and move to a new stage of belief evolution [8].

By July 2013, all cryptocurrency software except XRP (Ripple) was based on open
source Bitcoin. Since July 2013, self-developed platforms have been launched that support
cryptocurrency in addition to various crypto-infrastructure — stock trading, shops, messengers
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and more. The following crypto platforms include: BitShares, Mastercoin, Nxt; other platforms
are announced. The default cryptocurrency does not provide for forced refunds, but there are
options for intermediary agreements, where the agreement or consent of all three or arbitrary
two parties is required to terminate or cancel the transaction, the funds cannot be forcibly fro-
zen or removed without access to the owner's private key, but participants agreements may
voluntarily temporarily suspend funds as collateral. As a rule, there is an upper limit to the total
emission. However, some cryptocurrencies, such as PPCoin, Novacoin, Sifcoin and others, do
not have a fixed cap on the total amount of the issue and are possible to issue due to the accu-
mulated accumulation and the issue through the obligatory destruction of a small fixed amount
in each transaction. All cryptocurrencies currently in use are nicknamed — all transactions are
public, but there is no binding to a specific person by default, but a user's identity can be estab-
lished if additional information is known [9, p. 27]. Zerocoin is under development, where it is
planned to replace the alias with anonymity [10].

As the newest electronic means of payment, cryptocurrencies do not have their legislative
fixation in Ukraine, and therefore no regulatory definition [11, 12]. It is widely understood that
cryptocurrencies are units of value stored on electronic devices, used as means of payment, and
transacted with cryptography. The Verkhovna Rada of Ukraine has registered several bills on the
circulation of cryptocurrencies, which demonstrate different approaches to the legal qualification
of this institute. Draft Law of Ukraine No. 7183 "On the Circulation of Cryptocurrency in
Ukraine" (hereinafter — Bill 7183) defines cryptocurrency as a program code (a set of symbols,
numbers and letters), which is the subject of property rights, can act as a means of mines, infor-
mation about which are transferred and stored in blockchain system as accounting units of the
current blockchain system in the form of data (program code) [13]. The definition of cryptocur-
rency in such a way does not seem very successful because of the focus on the technical aspect,
which pushes to the secondplan the economic and legal content of the concept (from a technical
point of view, the category "program code" covers a fairly wide range of objects, most of which
are not related to cryptocurrencies, including computer programs, databases, etc.).

Alternative Draft Law of Ukraine Ne 7183-1 “On Encouragement of the Cryptocurrency
Market and Their Derivatives in Ukraine” (hereinafter — Bill 7183-1) proposes to define cryp-
tocurrency as a decentralized digital value dimension, which can be expressed in digital form
and function as a medium of exchange, storage or unit accounting based on mathematical cal-
culations is their result and has cryptographic protection of accounting.

The debate on the legal nature of cryptocurrencies has not subsided with scholars: they
are defined both as money and as means of exchange or settlement other than money, and as
monetary surrogates and even commodities. The study of whether it is legitimate to consider
cryptocurrencies a kind of money seems appropriate to begin by analyzing the current defini-
tions of money. Article 192 of the Civil Code (Civil Code) of Ukraine, although called "Money
(cash)", does not contain any definitions, only stating that the legal tender in the territory of
Ukraine is the hryvnia and that foreign currency is used in cases and in accordance with the
procedure established by law. According to the National Regulation (Standard) of accounting
"General Requirements for Financial Reporting", approved by the order of the Ministry of Fi-
nance of Ukraine from 07.02.2013 Ne 73 cash (money) — cash, funds on accounts with banks
and demand deposits. But the meaning of the concept of "money" these rules do not disclose.
Other pieces of legislation also do not contain a definition, so fill in the gap.

Money is a measure of value, a common equivalent, a universal medium of exchange.
These characteristics clearly correlate with the functions of money. According to K. Marx's
theory, there are five of them [14]:

e a measure of value;

e exchange (circulation);

e means of accumulation (formation of wealth);

e means of payment;

e world money.

Modern economists add to this list other functions: ensuring the functioning of the state;
consumption regulator; stimulation of scientific and technological progress and the like. But
what is characteristic of modern society may be completely unnatural to the society of the an-
cient world or the Middle Ages. That is, certain functions of money begin to manifest them-
selves only under certain conditions, at a certain stage of social development. At the present
stage, money exists in the material or intangible form.

Today, cryptocurrencies are not only an objective reality, but also a significant econom-
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ic factor. As already mentioned, there is no consensus in the scientific community or at the
level of governments of different countries as to which category should be classified as crypto-
currencies.

Participants in the G-20 summit, held in Buenos Aires from March 19 to 20, 2018, de-
liberately withdrew from their use of the term crypto-currency, replacing it with crypto-assets,
where it is explicitly emphasized: crypto-assets have key attributes of sovereign currencies.
According to the summit participants, cryptocurrency is not a currency but an asset, so they use
the term cryptocurrency as a more correct one. This position is not generally accepted even
within the G20 itself. "

Countries are demonstrating different approaches to government-level legal qualifica-
tion of cryptocurrencies. Within these countries, discussions do not cease, often leading to dif-
ferent interpretations of this institution by the departments of one country. In the United States,
cryptocurrencies are viewed simultaneously as an analogue of money, as property, and as
commodities, depending on the position of an institution. The peculiarity of the United States
is the precedent system of law, which allows courts to actively participate in the legislative
regulation of various issues, without excluding cryptocurrencies.

The problem of Bitcoin was ignored by US federal authorities. The head of the Federal
Reserve System (US Federal Reserve) voiced the Fed's official stance on cryptocurrencies,
saying "the cryptocurrency in no way intersects with the banking sector, and therefore the Fed
has no authority to regulate it. The Federal Bureau of Investigation in its official currency re-
ports The same is the case with the US Treasury Department's Financial Crimes Commission,
with the US State Commission on Exchange Futures equating cryptocurrencies to commodi-
ties. yno allowed to start trading futures Bitcoin. komisiyi Chairman Christopher Giancarlo
said that Bitcoin is a virtual currency, goods, which the Commission has never faced.

In Europe, approaches to cryptocurrencies are also not well established or unified. The Eu-
ropean Central Bank (ECB) uses the term "virtual currencies", to which Bitcoin refers. The ECB has
defined virtual currency as "the type of unregulated digital money" that is issued and usually con-
trolled by its developers, used and accepted by members of a particular virtual community.

The Republic of Belarus has officially determined the status of cryptocurrencies. On
December 21, 2017, the President of Belarus signed Decree No. 8 “On the Development of the
Digital Economy”, which legalized the circulation of cryptocurrencies in the country. Accord-
ing to paragraph 4 of annex 1 to the aforementioned Decree, cryptocurrency is defined as
bitcoin or other digital sign (token) used in the international trade as a universal medium of
exchange. [15]

Conclusions. There is a wide range of interpretations of the concept of "cryptocurrency"
by official bodies of different countries. There is a certain pattern in this variety in one form or
another. However, cryptocurrencies are still recognized as a means of exchange and means of
payment.

The emergence of cryptocurrency was made possible by electronic cryptography. The
principle of cryptocurrency circulation is based on blockchain technology. However, the above
aspects have only the technical side of the issue. Cryptography is only a mechanism, not an
essence. A mechanism that has nothing to do with either the legal nature or the legal status of
cryptocurrencies. Cryptography has long been used to encrypt information. Cryptocurrencies
are only a by-product in this matter. Blockchain technology is also used in state registers. An
example of this is the State Land Cadastre of Ukraine. The National Bank of Ukraine an-
nounced the possibility of issuing e-hryvnia. Non-cash hryvnia will be based on blockchain
technology. Understandably, the terminology of the two e-hryvnia bills would not fall under
the sign of cryptocurrency, even if cryptography and blockchain technology were used, since
one of the main features of the Bitcoin-based cryptocurrency is decentralization and lack of
uniformity.

Virtual currency is a huge amount of computing power and digital assets. At the stage of
scientific and technical process cryptocurrency gains a stable position in the international market.
The rapid development causes a further increase in capacity and interest of the masses. It can
eventually lead to a crash. If the price stability of the cryptocurrency is achieved, it can be used in
international transactions, not just for speculative gain. However, this issue will already be direct-
ly linked to the legalization of the new currency and its recognition by the central banks as a
means of exchange, or the preservation of value for money. In the modern times, the development
of cryptocurrencies has begun to greatly influence the financial and economic security of states.
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Summary

The aspects of financial and economic security are considered and the analysis of currently
known cryptocurrencies and a wide range of interpretations of the concept of "cryptocurrency" by official
bodies of different countries are carried out; forecasting the development of cryptocurrencies for account-
ing for formalizing factors that affect the value of cryptocurrencies. The evolution of cryptocurrency has
been analyzed and its further development projected as a powerful financial instrument in the world mar-
ket. The purpose of the article is to analyze the aspects of financial and economic security by predicting
the development of cryptocurrencies by formalizing the factors that affect the value of cryptocurrencies.
The emergence of cryptocurrency was made possible by cryptography and the principle of cryptocurrency
turnover based on blockchain technology.
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305 Kaniniuenko. IPOBJIEMHA IHCTHTYIIIFIHO-HPABOBOBOFO 3ABE3IIEYEHHS
HNOJOJAHHSI CTPYKTYPHUX JMCBAJIAHCIB PO3BHUTKY YKPAIHM. Posrmsmarorses
mpoOJIeMH] MUTAaHHS 3a0€3MeYeHHs] €KOHOMIYHOIO 3pOCTaHHS B KpaiHaX 3 PUHKOBOIO CHCTEMOIO, IO
PO3BUBAETHCA: CTPYKTYpHA HE30aJaHCOBAHICTh; KEPOBAHA, HEPUHKOBA (hiHAHCOBO-MOHETAPHA IOJIITHKA;
BTPayaHHs MOXJIMBOCTEH PO3BUTKY PEaJbHOrO CEKTOpa EKOHOMIKH; YIpaBIiHCbKAa HECIIPOMOXKHICTbH
JepIKaBHO-BIAJHUX IHCTUTYLIH.

Ha Bucokwuii piBeHb TEOPETHYHOTO y3arajbHEHHs MPOOJIEM B HAYKOBUX ITYOJIKallis BKa3ylOTh
(baxiBlli, K Ha MOCATHEHHS. AJie JOCHI/DKEHHS PI3HUX AaCIEKTIB CTPYKTYPHOI He30ajJaHCOBAHOCTI,
B3a€EMO3B’A3KIB MK JIiIMHM [E€pyKaBHO-BJIAAHUX I1HCTUTYLIM 3 METOK 3MEHIIMTH Ta BUPIBHATH IX
HEraTUBHUM MPOSIB, 3aIMIIAIOTLCS aKTYAJILHUMU Ta OTPEOYIOTH 10IaTKOBHX HAYKOBUX PO3POOOK.

ABTOp po3risifac MEPEmKOAN Ha MUIIXY €KOHOMIYHOTO 3pOCTaHHS KpaiH Ta IPOIOHYIOTH I1X
Kiacu(Dikaliio 3aJ1€XHO BiJ IX BIUIMBY, IOXOKEHHS Ta (pyHKLioHaIbHOro 3Micty. Cepen pU3HKIB, 110
[IEPELIKOKAIOTh Ta CTBOPIOIOTH HEOE3IEKY, HABOAATh CAME TaKi, K CJIA0KICTh JEP)KaBHMX IHCTUTYLIH,
icTOpU4YHO c(hOopMOBaHy CJIA0KY COLiadbHy CTPYKTYDPY. JOCIIIKYEThCS B IpALgX YYEHUX AiaMeTpalibHa
[IPOTWIIEKHICTL 1HTEPECIB BIVIMBOBUX COLaAbHUX I'PYII, OE3BiANOBIAANBHICTE, 1110 IIOB’I3aHAa 31 CTAHOM
NPaBOBOi KYJIbTYPH B CYCHiIbCTBI, He(haxoBiCTh Ta NMPOPaXyHKH IHCTUTYTIB, IO yTPUMYIOThCS Ha
JeprKaBHI KOIUTH Ta MMOBHHHI 3a0e3MeuyBaTi BIPOBADKCHHSI PUHKOBHX 3MiH.

JlocmipkeHHsT TPUCBAYEHE PO3pOOIl KOHIENTYadbHUX 3acaj, MPHHIMUIIB Ta MiIXOMIB JI0
MOJIEJIIOBAHHS CHCTEM €KOHOMIYHOIO 3pOCTaHHS B KpaiHaxX 3 PHUHKOBOIO TpaHchopmamicro. Ha 6Gasi
MPOBEJEHOr0 aHali3y PENpe3eHTaTHBHOTO MacuBy iH(GOpMaIil pPO3KPUBACTLCA B3AEMO3B'A30K MK
CKJIQIOBUMH, 10 CTBOPIOIOTh HEOE3NeKy EKOHOMIYHOMY 3pOCTaHHIO, CTAJIOMy PO3BHTKY KpaiH;
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