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DEFINITIONS AND CRITERIA FAILOVER RESILIENCY
SOFTWARE TESTING OF SOFTWARE

Sets out the need to define criteria for failover software as one of the key elements en-
suring the quality of software and their influence on the process of software development. The
analysis of well-known models of reliability of software. Considered the principles and charac-
teristics of models to ensure reliable program and fault tolerance criteria. Based on the con-
ducted analysis also put forward their own criteria of fault tolerance, which should be con-
sidered in the development and testing of software systems regardless of their production and
purpose. Considered the possibility of developing fault tolerant software, and some aspects
that have a direct impact on the cost of development and maintenance of reliability programs
and software systems.
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Busnaueno xpumepii 6i0Mo80cmitikocmi npoepamHozo 3abe3neyents K 00Ho20 3 0C-
HOBHUX eleMeHmi8 3a0e3neueHHs AKOCMI NPoepam i NPOSPAMHUX KOMNIIEKCI8 ma iX eniug Ha
npoyec po3podxu npocpamuozo 3abesneyenns. Ilpoananizosano 3azanbHogioomi mooeni 3a-
be3neuenns HaditiHoCmi NPocpamno2o 3abesneyenns. Posenanymo npunyunu ma xapaxmepu-
CMuKU Mooenell HaditiIHOCMI NPOSPaAMHO20 3a0e3neueHHss ma ixXHi Kpumepii 6i0MOBOCMIIKOCHI.
Ha niocmaei npogedenoco ananizy maxkoxc eucynymo cgoi kpumepi 6i0MOBOCMINKOCMI, SKI
CLi0 38adcamu nio 4ac po3pooKu ma Mmecmy8aHHs NPOSPAMHUX KOMNLEKCI8 He3aedICHO 80 ix
BUPOOHUYO020 | YiNb0B02O NpU3HAUEHHSA. Po3enanymo modicaugicms po3pobru i0MOE0CMitiKo-
20 NpocpamHoco 3abe3neueHnss, a maKoxc 0esKi acnekmu, AKi 6e3n0cepeoHbo SUNIUBAIOMb
Ha sapmicmuv po3pooKu i 3a0e3neyerHs Ha0UHOCMI NPOSPAM | NPOSPAMHUX KOMNIEKCIE.

Kmouosi cnosa: giomosocmitikicmov, Kpumepill, Npocpamue 3a0e3neqents; SIKIiCmb,
PO3pobKa; HAdIHICM®b.

Problem formulation. Software fall-over protection is the complex system of the not
formalized criteria the main objective of which is the provision of the acceptable level of reli-
ability and quality of the software.

The main problem [1-3] consists in the necessity to formalize the generalized criteria of
fall-over protection in order to obtain the software fall-over protection evaluation complex criteria.

Analysis of recent researches and publications. In modern world, the main role in
the information processing plays software. One of the fundamental problems of such software
development is the problem of guarantee of its long-term usage, failure and fault-free operation [1].
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The main objective of fall-over protection achievement is the development of reliable
systems. In a broader sense, the fall-free protection is the ability of the system to ensure suffi-
cient level of user maintenance notwithstanding any factors and exposures [2].

Year after year information systems penetrate into various spheres of society, corresponding-
ly, provision of such systems fall-free protection becomes more and more priority problem [3].

However, determination of fall-free protection indices is specific and sophisticated
problem [4], and such problem shall be considered on a case-by-case basis.

In order to define weak points of the system it is required to provide the appropriate
software fall-free protection testing.

Purpose of the article. To define main fall-free protection criteria that shall be con-
sidered at the software development and to consider main models of the software reliability.

Main material. Software reliability models may be divided into such groups as dis-
crete and static. The main difference between these groups consists in the fact that the dis-
crete models test the software at first, searching for bug, and then correct them, and the static
models do not consider the period of program bugs introduction [3].

Let us briefly run through the main models of the software reliability.

One of the main models of the software reliability is the model of Jelinski-Moranda,
developed in 1972, that is one of the first models of the software reliability. The main princi-
ples, on which this model is based, are:

— the number of bugs in code is fixed and known;

— fault handling in case of bug introduction is carried out instantaneously anddoes not
lead to introduction of new bugs into the software at its testing;

— intervals between the failures is independent.

The software reliability function, obtained with the help of this model, may be ex-
pressed as:

Rm(t) = exp(—(N —m)ct), )

where R(t) — software reliability function;

m — number of failures, detected within the period of testing;
¢ — proportionality factor.

The next reliability model is the reliability model of Mills, the reliability provision of
which is based on equal level of system accidental faults and accidental artificial faults detec-
tion by the tester. The fact is that before the testing process start the program and its modules
are filled with certain number of known, artificial faults.

The initial number of faults (N) is estimated with the help of the formula:

N:S><n7 (2)
v

where s — total number of artificial faults;
n —number of accidental faults;
V — number of detected artificial faults.
In Bernoulli reliability model, the program start is performed with only two results
“true” or “false”. And the probability of obtaining of the program start incorrect results out of
the total number of starts may be expressed with the help of binominal distribution:

B(p.n,k)=C(nk)x p* x(1- p)™ ¥, 3)
where C(n, k) — binomial coefficient; p — probability of event; n — number of tests.
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One of the main software reliability models is intuitive model. This model of the soft-
ware reliability provision organizes independent testing of the program by different program-
mers. During such tests there is carried out the faults fixation. And at the evaluation of the faults
remaining number, the test results of different programmer are collected and compared.

Correspondingly, the evaluation of the initial number of program faults is defined with
the help of the following formula:

N =D (4)

where N — evaluation of the initial number of faults.

Specific task performance evaluation is required and important at the software devel-
opment. Just with their help we may estimate the satisfaction or dissatisfaction of the set
problems and requirements.

The analyzed sources [1-4] have no complete algorithm of the software fall-free pro-
tection criteria complex determination.

The authors believe that at the software development there should be set up the follow-
ing generalized criteria and requirements of reliability, raising them to extremum and omit-
ting secondary criteria:

. Program component importance;

. Program component failure probability;

. Total duration of continuous operation;

. Total duration of downtime;

. Failure probability;

. Time of the system recovery upon failure and its reconfiguration;
. Failure rate;

. Time between failures.

Conclusions and further researches directions. From our point of view, in systems
that deal with information processing the problem of the software fall-free protection provision
and determination of their criteria shall be set maximally clear, taking into consideration the appli-
cation domain.

At such approach, one should not discard the fact that almost all reliability criteria de-
scribe internal faults and incorrect user input data sets counterefforts, but in such a case there
is not considered the external, intentional interference into the software operation.

There shall be paid special attention to the reliability criteria development at software
coding. However, the fall-free protection provision is the operation that requires redundancy.

Perspectives of further studies are connected with:

1) development of the software fall-free protection testing method, based on the pro-
posed criteria;

2) optimization of the software fall-free protection testing methods.
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