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BecTtyn

Po3BUTOK Ta BIOCKOHAJIEHHS TENEKOMYHIKAI[iHHUX
CHCTEM 1 MepeX YKpaiHW 3IIHCHIOETHCS BiIIOBIAHO 0
Konuermiii po3BUTKY TenekoMyHikaliii YKpainu i3 3acTo-
CYBaHH;M HOBITHIX TEXHOJIOTIH, SIKi BiITOBIAAIOTh MiKHA-
POIHMM CTaHAAPTaM, 3 YPaxXyBaHHSIM TEXHOJIOTIYHOI ITLJTi-
CHOCTI BCIX MEpEX Ta TEIEKOMYHIKAIIMHUX 3ac00iB, Mij-
BUIIEHHS e()eKTHBHOCTI Ta CTANOCTi (YHKIOHYBaHH! [1,
2]. CrpaTeriuHo BaKJIMBE 3HAYCHHS Ma€ 3a0e3TCUCHHS
3aXUCTy BiJl HECAHKI[IOHOBAHOTO BTPYYaHHS B PEXKHMH
(yHKIIIOHYBaHHS OOJIQJHAHHS TEICKOMYHIKAIIMHUX CHC-
TeM 1 Mepex [3 — 6]. [IpoBenenuii anami3 [7, 8] mokasas,
mo 11 3a0e3nedyeHHs1 Oe3nekn Oe3MpOBOJOBUX TENEKO-
MYHIKallIiHUX CHCTEM 1 MEPEX 3aCTOCOBYIOTHCS Pi3HI
MEXaHI3MH 3aXUCTy. Y TeX Yac [3 — 6] HalOLIbIITy 3arpo3y
MPEACTABIISIOTh aTaKy, IO CIPSMOBaHI HA TOPYIICHHS
poboTH MpOTOKONIB aBTeHTU(iKAIi 1 aBTOpH3allii, a came
YPa3IMBOCTI, SIKi TMOB'S3aHI 3 HEBHIIAIKOBICTIO TeHeparil
KIIIOYiB aBTOpHU3aLlii Ta MOXKIMBOCTI TIOBTOPHOTO BUKOPH-
CTaHHSI KJTFOYiB, YMH TEPMiH )KUTTS BXKE 3aKiHUUBCS.

TakuM 4MHOM, HaWOLIBITY HEOE3MEKY I MPOTO-
KOJIIB aBTeHTU(]IiKamii Ta aBTOpH3alii TeleKOMyHiKa-
LWIHUX CHCTEM Ta MEpEeX IPEICTaBIAIOTH IIEBHI HEmo-
JIKU BIZIOMHX METOMIB 1 alropuTMiB (JOpMyBaHHS KITIO-
YiB aBTOpHU3Allii JOCTYIY, OCKIJIbKM Ha KOJi31HHMX Bia-
CTHBOCTSIX LIMX KJIIOYiB I'PYHTYIOTHCS BCi IPUITYIICHHS
npo Oe3MeKy penrTi MexaHi3MiB 3aXUCTy, Y TOMY YHCII
i MexaHi3miB mudpysanHs Tpadiky [9 — 11]. Bianosia-
HO JI0 IIbOT'O aKTYaJIbHOI TEMOIO JOCIIKEHHS € BJIOC-
KOHAJICHHS METOLIB Ta TEXHIYHMUX 3aCOO0IB IiIABUIICHHS
Oe3rekn Oe3NMPOBOOBUX TENEKOMYHIKAIIHHUX CHCTEM
Ta MEpPEeX Ha OCHOBI (DOPMYBaHHS IICEBIIOBUIIAIKOBUX
KJTIIOYiB aBTOPHU3AIIil JOCTYITY.

ABTOopu3sauis Ta aBTeHTUdiKaLin
6e3npoBOAOBOro AOCTYNY B TEJIEKOMYHi-
KauinHUX cucTemax, siki nobyaosaHo
3a ctaHpaptamu cepii IEEE 802.16

Jlnst opmaizoBaHOTO OIMKCY BCiX €TaIliB aBTCH-
Tudikamii Ta aBTopH3auii 0e3MPOBOIOBOrO JOCTYIY B

Cy4acHHMX TEJIEKOMYHIKALlIHUX CHCTEMax Ta Mepexax,
sIKi TIOOYZI0BaHO BiMOBIIHO IO CHEIU(IKAIT MiXKHAPO-
nmaux cranaapriB cepii IEEE 802.16, Oynemo Bukopuc-
TOBYBAaTH HAcCTyIHI mo3HaueHHs: pre-PAK — romnosuuii
kiarou aBrtopu3auii (pre-Primary Authorization Key),
SIKMH OTPUMAaHO B pe3yJbTaTi BHKOHAHHS HPOTOKOIY
aBTeHTH(IKaIIT Ta aBTOpHU3allii i3 3aCTOCYBaHHSIM ajro-
putmy RSA; EIK — xmou mimicaocti (EAP Integrity
Key for authenticating Authenticated EAP message),
SIKHH (OPMYETBCS 13 3aCTOCYBAaHHSM CIIEIiadbHOI (yH-
kiii Dot16KDF, Ta skuii npu3HadeHo I 3a0e3eueH-
HS IIUTICHOCTI Ta aBTEHTHYHOCTI NepelaHnuX JTaHuX IIpo-
tokony EAP; PAK — mnepBuHHUMII K04 aBTopu3aiii
(Primary Authorization Key), sixuii popmyerbes i3 3a-
crocyBaHHsM crienianbHoi ¢pyHkuii Dotl 6KDF, Ta sikuit
npu3HaueHo st (opMyBaHHs Kiroya aBropuzamii AK
(Authorization Key); MSK — wmaiicrep-kio4 ceaHcy
(Master Session Key), skuii GopMmyeTbcs B Iporieci
aBreHTH(iKanii EAP Ta npusnayenuii anst GopMyBaHHS
naproro Maricrep kimoda PMK (Pairwise Master Key);
PMK — mapHuii maiictep-kirou, skuii popmyeThes i3
3actocyBaHHsAM cnenianbHoi ¢yHKIii Dot16KDF, Ta
SIKMH TIPU3HAYeHO U GOpMYyBaHHS KIIIO4Ya aBTOPHU3AaLlii
AK; Dotl6KDF — cnenianbHa (QyHKIs, sika IpU3Haye-
Ha A7 471t pOpMYBaHHS TICEB/IOBHITAIKOBHX TOCIiOB-
HOCTEH, SIKi BUKOPUCTOBYIOTBCS Y SIKOCTI KITFOUiB Pi3HO-
ro TpU3HAYECHHS, B TOMY YHCIi, 1 s (OpMyBaHHS
kiroua aBropuzanii AK; SSID — izeHtudikarop Mo0i-
JILHOI CTaHIli, A1 SIKOi BUKOHAHA AaBTCHTHQIKAIlisA
EAP; BSID — imentudikarop 06a3oBoi cranmii; AK —
KJIIOY aBTOpU3allii, SKUH HajJae mpaBa aBTOPH30BAHOTO
JIOCTYITY Ta i3 3aCTOCYBAHHSIM SIKOTO (DOPMYETHCS pelll-
Ta KJIIOYiB, B TOMY YMCI KIIOYiB MM(ppyBaHHS Tpadiky
TEK (Traffic Encryption Key).

OCHOBHOIO (DYHKITI€IO, SIKA 3aCTOCOBYETHCSA I
yac (opMyBaHHA KIIOUIB aBTOpH3allii, € CIeliaJbHa
G yHKIIIS

Dot16KDF(key, astring, keylength),
apryMeHTaMU SIKOI € HACTYITHI 3HAYSHHS:

—key — cexpernuii kimtou, sikuii iHitioe Qynkiio Dot-
16KDF, T00TO 3a/1a€ KOHKPETHE MPABIIIO 11 O0UMCIICHHST;
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— astring — 3Ha4€HHsI, sIKE TIO/IAETHCS Ha BXia (QyH-
kiii Dot1 6KDF y sxocTi BiAKpUTOrO mapamerpy, To0To
rapameTpy, Ha SIKMH He HaKJaJaeThCs BUMOTa CEKpeT-
HOCTI,;

—keylength — HecekperHuii mapamerp, SKUH BU-
3Ha4a€e OITOBY JIOBXKMHY BHXOJAY IEPETBOPEHHS, TOOTO
6itoBy noBxuHY 3HadeHHs (yHkuii Dotl6KDF 3a BBe-
neHumH key Ta astring.

Konkperna peamizamiss oOuuciaeHHs  (QyHKIIT
Dot16KDF 3anexuth BiJl NEBHUX HAJAIITyBaHb 1 MOXe
Oyt moOynoBaHa OJHHMM i3 Cy4acHUX KpurTorpadiy-
HUX aJITOPUTMiB. 30KpeMa, 3a crien@ikalii€eo mpoToKo-
miB Oesneku crangaptiB cepii [EEE 802.16 y sikocri
6a30Boro KpunrorpaivHoro ajiropuTMy HpOIOHYETHCS
BUKOPHCTOBYBAaTH OJIOKOBE CHMETPHYHE INU(PPYBaHHS
AES (nmampukian, B pexxumi CMAC), anroput™ sKoro
CTaHIapTU30BaHO B (denepanpHomy cranmapti CIIIA
FIPS-197. JlomyckaeThCsl TaKOXK 3aCTOCYBAaHHS ajrOpH-
™™y KirodoBoro reuryBanHs HMAC i3 BUKOpUCTaHHSIM
craniaptu3oBaHol Qynkuii SHA.

[Mpu aBTOpM3amlii i3 BUKOPUCTAHHSM aJITOPUTMY
RSA mpaswio popmyBanns kmrouiB 1imicHocti EIK ta
NepBUHHUX KiMtoviB aBropu3anii PAK i3 3acTocyBanHsIM
cnemiansHOi (yHKIIT Dotl 6KDF 3a Bu3HaueHuMH (Ha-
nepeq 3aaHUMU) ineHTH]ikaTopaMu MOOLIBHOI Ta Oa-
30BOi CTaHINI Ta TOJOBHHUM KIIIOYEM aBTOpHU3allii pre-
PAK 3amaeThcst HACTYITHUM MaTeMaTHYHUM BUPA30M:

EIK | PAK = Dot16KDF(pre-PAK, SSID | BSID |

“EIK+PAK”, 320), (1)
Iie X | y — € KOHKaTeHAIli€r0 OITOBUX MOCITiIOBHOCTEH X
Ta y, T00TO, SIKIIO O0iTOBY NOBKUHY keylength 3HaueHHs
¢yukmii Dot16KDF 3amano y 320 6itiB, Tomi OiTOBi
JoBXKUHHM Kiroda 1iticHocTi EIK Ta mepBHHHOTO KiTtoya
aBropu3zanii PAK nopiBHioioTs 160 OiTiB KOXKHA.

IIpu 3acrocyBaHHi Uit aBTOpHU3Allil aIrOPUTMY
RSA mnpaBuno ¢opmyBaHHs KIIIOYiB aBTOpH3alii 0Oe3-
MIPOBOJIOBOTO  JIOCTYITy BU3HAYAETHCS 3a HACTYIHUM
BHPa30OM:

AK = Dot16KDF (PAK, SSID | BSID | “AK”, 160). (2)

[Mpu aBTOpM3amlii i3 BUKOPUCTAHHSM AJITOPUTMY
EAP npaBuno gopmysanns kirouiB minicHocti EIK Ta
MapHUX MaicTep KIIOYIB 13 3aCTOCYBaHHAM (yHKIT
Dot16KDF 3a BusHaueHuMH (Harepen 3aJlaHuMH) iJ1eH-
TUdikaropaMu MoOiIBEHOI Ta 0a30Boi craHmii Ta Maiic-
Tep-kinoueM ceancy MSK 3agaeTbess HACTYIIHUM Marte-
MaTHYHUM BHPA30M:

EIK | PMK = truncate (MSK, 320). 3)

HacrynHuii Bupa3 3amae mpaBwio (hopMyBaHHS
KJIIOUiB aBTOpH3allii 0€31pOBOJOBOrO JOCTYIY 13 BHKO-
puctanasM anroputmy EAP:

AK = Dot16KDF(PMK, SSID | BSID | “AK”, 160). (4)

IIpu cymicHomy Bukopucranai RSA i EAP npo-
BOJITHCSL OOMIIBI MpOLIEAYPH aBTOpH3allii, sIKi OnucaHi
Bumie. 3a gomomororo pre-PAK Takox cTBOprOeThCS
160-6iToBuit kmou EIK mis aBTeHTHbIKAILIT TOBIIOM-

nenb EAP. B pesynerati AC Bonomie sik PAK, Tak i
PMK, 3 skux 3a nonomoroto ¢yHkuii Dotl1 6KDF rene-
pyetbea AK.

AK = Dot16KDF (PAK @ PMK, SSID | BSID | “AK”, 160). (5)

[IpoBeneHi mocmimpKeHHsT TO3BOJSAIOTH OOIPYHTY-
BaTH HACTYITHI BUMOTH JI0 CXeMH (POPMYBaHHS KIIIOYiB
aBTopH3aIlii moctymy [8]:

— BXIJTHI TIOCITIZIOBHOCTI (HATIPHUKIIa, TOMOBHI KITFOUi
aBTOpH3aIlii Ta/ab0 MaKCTeP-KITI0Yi CEaHCY), SKI BUKOPHC-
TOBYIOTBCS Y SIKOCTI BEKTOpIB iHimiamii QpyHKIi reHeparii
KIIOYiB  aBTOpUW3alii JgocTymy (Hampukiag, (GyHKLIl
Dot16KDF) He noBuHHI MaT Koi3ii (30iriB), T00TO CXe-
Ma iX BBOJ/Iy TOBHHHA Iepe10adaTy IIeBHUI KOHTPOITb;

— peaizauis QyHKLIi TeHepalii KI4iB aBTOpU3a-
uii gocryny (manpuknaz, Gpynkuii Dot1 6KDF) moBunHa
3a0e3rmeuyBaTd MaKCHUMaJbHHN Iiepiof (hOpMOBaHUX
HIOCIIiIOBHOCTEH.

BukonanHs c(opMyJTbOBaHHX BUMOT JI03BOJIUTH
3a0e3neunTH MOTPiOHI WMOBIPHICHO-YaCOBI MOKa3HUKH
(OpMOBaHUX KJIIOUiB aBTOpH3aLii JOCTYITY JUIS ITiJBH-
LIeHHs Oe3IeKd Oe3NPOBOJOBUX TEIeKOMYHiKalliiHUX
cucreM 1 TexHonoriii. HaBmaku, HeBukoHaHHS chopMy-
JBOBAaHUX BHMOI TapaHTOBAHO TMpPH3BENAE N0 KOIMi3il
(30iry) ¢opMoBaHMX KIIOYIB aBTOpH3alii AOCTYHy i3
3HW)KEHHSIM PIBHSI 3a0€31e4yBaHOi Oe3IeKH, TaK SIK Ie
CTBOPIOE TIEPEAYMOBH [UIsl TOPYIIEHHS aBTOpHU3AIii
0€31POBOAOBOTO JIOCTYILY.

B poboTi mpomoHyeThCsl YAOCKOHAJIEHUH METOx
aBTopu3alii Ta aBTeHTUdiKamii OE3NPOBOIOBOTIO JOCTY-
My, SIKMM BiAPi3HSIETHCS Bill BIIOMHX BHKOPHUCTAHHIM
TeHepaTopiB IICEBIOBHUIAIKOBHX MOCIIIOBHOCTEH Mak-
CHUMaJBHOTO Tepiojy, IO 3a paxyHOK 3a0e3nedeHHs
MOTPIOHMX ~ KOJNI3IMHUX BJIACTHBOCTEW (HhOPMOBAHUX
KJIIOUiB aBTOpHU3allil J03BOJISE MiIBUIIUTH OE3IeKy Te-
JIEKOMYHIKaliHHUX CHCTEM Ta MEPEXK.

Po3pobka yaockoHaneHoro metoay
aBTOpu3auil Ta aBTeHTUiKauil
6e3npoBoaoBOro goctyny

VY SKOCTI OCHOBH TPH PO3pOOIl YIOCKOHAJICHOTO
METOIy aBTopu3amii Ta aBTeHTH(IKaIil 6e31poBOI0BO-
r0 JOCTYNy BUKOPHCTAHO BiOMHH METOJ, SIKHH MOJS-
rae B KOMIUIEKCHOMY 3aCTOCYBaHHI MpOILEIyp Ta Olle-
paiiii opraHizamiifHOIO Ta TEXHIYHOTO XapakTepy i3
CTBOpPEHHSI BCTAHOBJIEHOT'O PEXHUMY aBTOpHU3allii Ta aB-
TeHTU]IKaNii A MiIBUIIEHHS Oe3MeKH TeleKOMYHiKa-
LIHHUX CHCTEM Ta MEPEK.

OCHOBHHM BIJIMIHHAM €JIEMEHTOM YJOCKOHAJICHOTO
METOJIy € 3aCTOCYBaHHsI T€HEPATOPIB IICEBIOBHITAJKOBHX
TMOCJTIZIOBHOCTEH MaKCUMaJbHOro Tepiony mis (opmy-
BaHHs KJIIOUIB aBTOPH3aIli JOCTYITy, TOOTO 3aMiCTh CIIe-
mianpHoi  QyHKil Dot16KDF, komiziiiHi BIacTHBOCTI
SIKOT € He3aJ0BUIbHIMHU, MPOMOHYETHCS BUKOPHUCTOBYBA-
TH OUTBII TOCKOHANY (DYHKIIIO TeHepamil MOCiIOBHOC-
Tell. 3acToCcyBaHHs TeHEPATOPIB ICEBIOBUIIAIKOBHX IIO-
CIIIZIOBHOCTEH MaKCHMAaJBHOTO TEpiofly 3a PaxyHOK 3a-
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Oe3reyeHHsT MOTPIOHMX KOJMI3IMHHUX BJIACTHUBOCTEH (op-
MOBaHHUX KITIOYiB aBTOPHU3AIlii JO3BOJISE IMiABUIIMTH 0€3-
MIEKy TEJICKOMYHIKAIIHHUX CUCTEM Ta MEPEK.

CTpykTypHa cXeMa YIOCKOHAJCHOTO METOIY
MpeJCTaBlicHa Ha pHUC. 1, HA SKOMY HaBEICHO CYKYII-
HICTB Mporeayp i GyHKIIIH BiJOMOr0 METOY Ta BBEICHI
HOBI €JICMEHTH, SKi BUAUICHI )KUPHUM MIPUPTOM.

VY nockoHaneHuii METOJ aBTOpH3allii Ta aBTEHTH-
¢ikamii 6e3MpPOBOIOBOr0 JOCTYIY CKIAJAETHCS 3 BU-
3HaveHux (puc. 1):

— IpoLleAyp Ta Omepalliii mepeaadi JaHuX, ki Oy-
IYIOTBCSL 13 BUKOPUCTaHHSAM METOJNIB Ta 3aco0iB Tele-
mepefayi JaHuX 1 CTaHJAPTH30BAHUX TEJICKOMYHiKa-
LifHUX TIPOTOKOJIB;

— IpolleAyp Ta Omepalii opraHizamii Oe3meYyHHx
3’€IHaHb, SIKi OYIYIOTbCS 13 BUKOPUCTAHHIM METOJIB Ta
3ac00iB CUMETPUYHOI Kpunrorpadii Ta NeBHUX MeEXaHi-
3MiB 3a0e3meucHHs 0e3MeyHoro 3’ €IHAHHS, SKi HaJalll-
TOBYIOTBCS, 30KpeMa, 32 BCTAHOBJICHUM KpUITOrpadid-
HUM KOMILUIEKCOM, i3 BH3HAYCHHMH BEKTOpaMH iHiIlia-

i1, CCKPETHUMH KJIFOYaMH Ta YaCOM iX JKHUTTSI;

— IIpoLleAyp Ta omepauiidi opraHizaiii aBTeHTH(]I-
Kalii KOpPHUCTYBa4iB Ta HPHUCTPOIB, sIKi OYIyIOThCS 13
BUKOPDHCTaHHSIM METOJIB Ta 3aco0iB acCHMETPUYHOI
kpunrorpadii, 1HOPACTPYKTYpH BiIKPUTHX KIIOYIB,
uudpoBux cepTudikaTiB, TOIIO, Ta BiAMOBITHAX IIPOTO-
KOJIIB aBTeHTHU(iKaIlii Ta aBTOpm3aiii, 30kpema RSA-
aBtopusaii, EAP-aBropusanii ta cymicHoi RSA-EAP-
ABTOPH3AIIIT;

— IpoleAyp Ta onepauiii (GopMyBaHHS KIIIOUiB aB-
TopH3alii JOCTYIMy, sIKi OyIYIOTbCS 13 BHKOPHUCTaHHSIM
METO/IB Ta 3aco0iB (TeHepaTopiB) ICEBIOBUIIAIKOBUX
MOCHIZIOBHOCTEH 13 3aCTOCYBaHHSIM yJOCKOHAJICHUX
MeXaHi3MiB, a caMe: TPOLEYp KOHTPOJIIO BEKTOPIB iHi-
miamii Juist BAKOHaHHS NepIoi c(hopMyIbOBaHOT BUMOTH
LIOJI0 BiJICYTHOCTI KOJi3i# (30iriB) B BXiJHUX IOCIiI0B-
HOCTSX; O€3MeYHNX T'eHEepaTopiB ITOCTIJOBHOCTEH Mak-
CHUMAaJIBHOTO TEepiofy AJIs BUKOHaHHSA ApYyroi chopmy-
JbOBAaHOI BHMOTH IIOJO0 MNEPIOAMYHUX BIACTHBOCTEH
KJTIIOYiB aBTOPHU3aIIil.

-~

~

=4 Ilportokonu aBreHTH(IKAIN] Ta aBTOpU3aii K5

Mertomu 3acobu
Telerepeaayl 3 3 TeJerepeaaul
TAHUX IIporoxon IAuthentication IIpoToxon TIAHUX

PKM [Relay Protocol RADIUS

\ TIponenypu 1 onepanii nepeAatl JTaHUX /
/'t I

= MexanizMu 6e3MeUHOTO 3'€ THAHHS K4
Mertomu T T 3acobu
CUMETPUYHOIL CUMETPUYHOIL
kpunrorpadii Kpurrro- Bexropu | Kimroui ta gac kpurrrorpadii
KOMITIEKC 1HIIHaIl [iXHBOTO KUTTS

\ IIponieaypH 1 oniepalli opraHi3amii Oe3IeYHUX 3'€JHaHb /

=y IIporoxonu aBreHTH(]iKAI] TA aBTOpU3AITi] C:IH(l)pacrpyKTypa

Metomm .

. JT J0 BIJIKPUTHUX
aCUMETPUUHOI e —
kpurrorpadii RSA- EAP- RSA-EAP- > IO

aBTOpU3AIISI aBTOPU3AITLST aBTOpHU3AII1s ceprudikaTu
\ TIponmeaypu 1 onepanii aBTeHTH(}IKAIIIl KOPUCTYBAdIB Ta IPUCTPOIB /
Merom = Mexanismu ¢popmyBanHs KIIOUiB aBTOpU3alii  KH  Tenepatopu
dhopmyBaHHS T T
TICEBIO-
TICEB I0- T T
BHITAIKOBHX pouenypu €HepaTopu BUITAJIKOBUX
! . KOHTpOTIO nocaizoBHoCTel HOCITIOBHOCTEH
IHOCJIIOBHOCTEH |  |BeKTOpIB iHimianii| |MakcumMaJbHOro nepioay

I

I

C¢opmynsosana sumora 1:
Bx11H1 IIOCI1IOBHOCTI HE TIOBUHH1
MAaTH KOI131# (301riB)

OyHKINT reHepariii KIIOYiB aBTOpU3ariil

MaKCUMAIBHUM IIeP10 ITOCII TOBHOCTESH

C¢opmyaboBaHa BHMoOra 2:

JIOCTYITY IIOBMHHI 3a0e3I1euy BaT!

\ TIponienypu 1 onepaiiil popMyBaHH: KJIIOUIB aBTOPH3aIl] JOCTYILY /

Puc. 1. CtpykTypHa cxeMa yJOCKOHAJICHOTr0 METOIy aBTOpH3allii Ta aBTeHTH(DiKaIlii 0€3MPOBOAOBOr0 JOCTYITY
JUTS T JIBUILICHHS O€3MEeKH TeJICKOMYHIKAI[IHAX CUCTEM Ta MEPEK

3amnpoIoHOBaHI MPOLIEAYPH KOHTPOJIIO BEKTOPIB iHi-
iaryi peari3yloThesl IIUISIXOM BBEACHHS 10 (YHKIII reHe-
patii KIIFOUiB aBTOpHU3ALil TOCTYITy JOIATKOBOIO TapamMeT-
pa i (aprymenty QyHKIUIT reHepaliii), SKiii BU3HAYAETHCS
3a MOPSITKOBMM HOMEPOM KITIoua aBTopu3arii. TakuM uu-
HOM, Ul KOXKHOT'O HAaCTYITHOTO BUKIIMKY (DYHKIIIT TeHepa-

1ii BUKOPHUCTOBYETHCS YHIKaIBHUN HOMeEp, 11O 1 3abe3me-
4Yye BHUKOHAHHS MEpIIOl BUMOTH CTOCOBHO BiJICYTHOCTI
KOMIi3iii (30IriB) B BXIIHAX MOCITIZOBHOCTSIX.

Ilpu 3acrocyBaHHI It aBTOpHU3AIli aIrOPUTMY
RSA mnpaBuno ¢opmyBaHHs KIIIOYiB aBTOpH3alii 0Oe3-
MIPOBOJIOBOT'O JJOCTYITY ITPOTIOHYETHCS BU3HAYATH SIK:
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AK = Generator (Hash (PAK | SSID | BSID ), i, 160), (6)

ne Generator(X, y, z) — QyHKIisS GopMyBaHHS MCEBIO-
BHUIIaJIKOBUX ITOCIIIOBHOCTEH MaKCUMAaJILHOTO IEepiony
SIKy 1HIIIHOBaHO BEKTOPOM X Ta sIKa IMOBEpTa€ y-i OJIOK
BHUXI1IHOI ITOCJTIIOBHOCTI JOBXXUHU Z OIT;

Hash (x) — ¢yHk11ist Ge3meuHoro rerryBaHHs BEKTOPY X;

1 — MOPSOKOBUI HOMEp KIIOYa aBTOpHU3allii, TOOTO
HOMep BUKIHMKY QyHKIIT Generator(X, y, z) JIs 3alaHAX
(BcranoBnenux) SSID Ta BSID.

[IpaBuio ¢opmyBaHHS KJIIOUiB aBTOpH3alii 0e3-
MIPOBOJIOBOTO JIOCTYIY 13 BUKOPUCTAHHSM JITOPUTMY
EAP npormnoHyeThCsl BU3HAUaTH 32 HACTYITHUM BUPA30M:

AK = Generator (Hash (PMK | SSID | BSID ), i, 160). (7)

IIpu cymicnomy Bukopucranai RSA i EAP aBro-
pusauii npaBuino ¢opmyBanHs kiarouiB AK mpomnony-
€THCSl BU3HAYATH 32 HACTYITHUM BUPA30M:

AK = Generator (Hash (PAK | PMK | SSID | BSID ), i, 160). (8)

Y nockoHanieHHi MeTox aBTOpu3alli Ta aBTeHTH()I-
KaIlii 0e3MpOBOIOBOTO JOCTYIY BiIpI3HSIETHCS BiX BiIO-
MHUX, TIepIII 32 BCE, BUKOPUCTAHHSIM T'€HEpaTopiB IICEBIO-
BUIAJIKOBUX TIOCITIIOBHOCTEH MAaKCHMaJbHOTO IEPioLy
(momatkoBo BBemeHa (yHkiisn Generator(X, y, z)). Lle mo-
3BOJIIE 332 PaXYHOK 3a0c3IeueHHS MOTPIOHMX KOMI3IHHIX
BJIACTUBOCTEH (hOPMOBAHMX TIOCIIIOBHOCTEH TI030aBUTHCS
30iriB KJIIOYiB aBTOPH3aLlii 1 IUISIXOM 3MEHIIICHHS HMOBIp-
HOCTI 30iriB 10 HIDKHBOI MeXi P35 = 27" ne n — Giroea
JIOBXKMHA (DOPMOBAHHMX KJIOWIB aBTOPH3ALlii, ITiJBHIINTH
0e3MeKy TeIeKOMYHIKAI[IHHIX CHCTEM Ta MEPEK.

[lepcrieKTHBHUM HANPSMKOM TMOAAJIBIIUX JTOCHi-
JUKCHBb € aHali3 BiIOMUX METOIB (OpMyBaHHS ICEBIO-
BHITQJKOBUX ITOCIIIOBHOCTEH Ta OOIPYHTYBaHHS IILIA-
XiB MMOOYHAOBU OE3MEYHHMX T'EHEpaTOpiB i3 3a0e3medcH-
HAM MAaKCHUMAaJIbHOTO IIepiony (OpPMOBaHHMX KJIIOUiB
aBTOPH3AIlil TOCTYITY.

BucHoBKMu

[IpoBeneHi MOCTIIKEHHS TO3BOJIMIN OOIPYHTYBa-
TH HACTYITHI BUMOTH JI0 CXeMHU (pOpMYyBaHHS KIIOYiB
aBTOpH3AIlil JOCTYIYy: BXIiJHI IMOCIIJOBHOCTI (HAIpH-
KJIaja, TOJIOBHI KIIIOYi aBTopu3alii Ta/abo Maiictep-
KJIIOUi CEaHCY), SKi BUKOPUCTOBYIOTHCS Y SIKOCTI BEKTO-
piB iHimiamii ¢yHKINT reHeparii KIIOYIB aBTOpU3aIlii
nocryny (Hampukian, ¢pyakuii Dot16KDF) ne moBunHI
MaTH KoJi3iil (30iriB), ToOTO cxema iX BBOAY IOBHHHA
nependavyaTH NEBHUM KOHTPONb KOMI3ii; peanizars
¢byHKIIT TeHepallii KIFOYiB aBTOpHU3alli goctymy (Ha-
npuknaj, yakuii Dotl6KDF) noBunHa 3abe3nedyBaTu
MaKCHMaJbHUNA TIepiof] (opMOBaHMX MOCIiIOBHOCTEH.
B po0oTi 3anpornoHoBaHo yIO0CKOHAIEHHH METO aBTO-

pusariii Ta aBTeHTU(}IKaIi O0e3MPOBOIOBOrO JOCTYILY,
SIKMH BiJIPI3HSAETHCS BiJ| BIIOMHX BUKOPHUCTaHHSM T'eHe-
paTopiB ICEBIOBUNIAIKOBUX MOCHIIJOBHOCTEH MaKCHMa-
JIHOT'O MEPioAy, IO 3a paXyHOK 3a0e3IeueHHs moTpio-
HUX KOJI3IHHMX BIACTUBOCTEH (OPMOBAHHMX KIIIOYiB
aBTOpU3aIil O3BOJISIE IMIJBUIIUTH OE3MEKY TEIeKOMY-
HIKalliHHUX CHCTEM Ta MEPEK.

[lepcrieKTHBHUM HAanpsMKOM ITOJAJIBIIUX JOCITi-
JUKCHBb € aHali3 BiIOMUX METOIB (OpMyBaHHS ICEBIO-
BHUIIaIKOBUX TOCIIJJOBHOCTEI Ta OOIpYHTYBaHHS LLIS-
XiB MOOYIOBH OE3MEYHHMX T'eHEpaTOopiB i3 3abe3medcH-
HAM MAaKCHMAaJIbHOTO IIepiony (OpPMOBAHHMX KJIIOUiB
aBTOPH3AIlil TOCTYITY.
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YCOBEPLUEHCTBOBAHME METOAA ABTOPU3ALIMU N ABTEHTU®UKALIMW BE3MPOBOOHOIO AOCTYMNA
And noBbILWEHUA BE3OMNMACHOCTU TENNEKOMMYHUKALIMOHHBIX CUCTEM U CETEU

J.1. TIpokonosuu-TkayeHKO

Ilpeonacaemcs ycosepuiencmeosannblii Menoo asmopusayuu u asmenmudurayuu 6ecnposooHo2o 00Cmynd, KOmopbiii
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Teopemuuni ocHo8u po3pobKU cucmem 030pOEHHS

umo 3a cuem obecneyenus HyHCHbIX KOMIUSUOHHBIX CEOUCE (POPpMYyeMbIX KIIOUel agmopu3ayuu no3eoisem nogvicums beonac-
HOCMb MeNeKOMMYHUKAYUOHHBIX CUCHEM U cemeil.
Knroueswie cnosa: 6ezonacnocms, un@opmayuonnas cucmema, 6ecnpo8ooHas MeieKOMMYHUKAYUOHHAS Cemb.

IMPROVEMENT OF AUTHORIZING AND AVTENTIFIKACII METHOD OF OFF-WIRE ACCESS FOR SAFETY
INCREASE IN TELECOMMUNICATION SYSTEMS AND NETWORKS

D.I. Prokopovich-Tkachenko
The improved method of authorizing and avtentifikation of off-wire access which differs from the generators of pseudoca-
sual sequences of maximal period known the use is offered, that due to providing of necessary collision properties of the moulda-

ble keys of authorizing allows to promote safety of the telecommunication systems and networks.
Keywords: safety, informative system, off-wire telecommunication network.
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