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CEKUIA

MATEMATWUYHI NPOBJIEMM TEXHIYHOI MEXAHIKN 2023

ON THE APPLICATION OF THE SHELL THEORY IN RESEARCH
OF NON-ISOTHERMAL CREEP OF HOLLOW CYLINDERS

1 0.Galishin, 2 S.Sklepus
1S.P. Timoshenko Institute of Mechanics, NASU
2A.N. Podgorny Institute for Mechanical Engineering Problems, NASU

In the present work the spatial problem of definition of the axisymmetric stress-strain
state of non-uniform heated hollow cylinder under creep conditions is considered. The
research are performed in the assumption that elastic characteristics of material, the
coefficient of linear temperature expansion and all parameters of creep in the constitutive
equations depend on temperature. The creep problem for a hollow non-uniform heated
cylinder under internal pressure was solved. The numerical results generated by the proposed
spatial model have been compared for this example with analogous results based on the first-
order shear deformation theory (FSDT) of shells. The comparison showed that FSDT
provides a satisfactory coincidence with the spatial solution.

MATHEMATICAL MODELING OF DEFORMATION PROCESSES IN THE
BOUNDARY PROBLEMS OF THERMOVISCOPLASTICITY TAKING INTO
ACCOUNT THE STRESS MODE AND DAMAGE TO THE MATERIAL
STRUCTURE

M.O.Babeshko, V.G.Savchenko
S.P.Timoshenko Institute of Mechanics, NASU

The inelastic stress-deformed state of layered bodies of rotation made of isotropic
materials in the processes of thermo-force loading is investigated. The constitutive equations
are presented in the form of a generalized Hooke's law with additional terms that take into
account the damage to the material structure due to creep and loosening, the dependence of
deformation diagrams on temperature and the stress mode. Linearization of the nonlinear
problem of thermoviscoplasticity is carried out by the method of successive approximations.
Representation of given loads and unknown functions in the form of trigonometric series in
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the circular direction is used. For spatial bodies of rotation, the variational Lagrange equation
and the finite element method are used. The spatial problem is reduced to the solution in each
approximation at each loading stage of systems of algebraic equations, the coefficients and
right-hand sides of which are determined by the results of the previous approximation. For
thin shells of rotation, the problem is reduced to the solution in each approximation of each
load stage of the system of ordinary differential equations, the coefficients and free terms of
which are calculated based on the results of the previous approximation. The numerical
results are given.

NONLINEAR MODEL OF THE BEHAVIOR OF PSEUDO-ELASTIC-PLASTIC
ALLOYS

1 p.O.Steblyanko, 2 O.Petrov, 2Yu. Chernyakov
1S.P. Timoshenko Institute of Mechanics, NASU
2 Oles Honchar Dnipro National University

The report formulated a nonlinear model for describing the properties of alloys at a certain
point. The deformation at a point is represented as the sum of the elastic component, the jump
of deformation during the phase transition, the plastic deformation that obeys the flow theory
with kinematic-isotropic strengthening, and the deformation caused by temperature changes.
It is assumed that the properties of the material depend on the temperature. The results of
calculations of the tangent modulus of the integral diagram of the alloy at each time
integration step are given.

COMPUTER SIMULATION OF THE STRESS-STRAIN STATE OF THIN-WALLED
CYLINDRICAL AND CONICAL SHELLS WITH HOLES AND INCLUDES

E.L.Hart, A.A.Semencha
Oles Honchar Dnipro National University

On the basis of computer simulation using the finite element method, the influence of
mechanical and geometric parameters of inclusions on the stress concentration around holes
in thin-walled cylindrical and truncated conical shells with circular holes in the presence of
band inclusions from another material around them is studied.A comparative analysis of the
results with the results for cases of shells withoutinclusions has been carried out. Rational
parameters of band inclusions have been established to reduce the stress concentration factor.
The mechanical effect associated with the displacement of the stress concentration zone at
certain parameters of the inclusions is revealed.

YUCJIOBE MOJEJIOBAHHA IUHAMIKHU CKJIAJHUX CUCTEM 3
3ACTOCYBAHHSIM KOMIIOTEPHUX TEXHOJIOT'TH

A.B. Coxaubkuii
Yuiseepcumem mummnoi cnpasu ma ghinancie, Yxpaina

HeoOxiqHicTh MIBUAKOTO pO3B’I3yBaHHS 3a7ay B PI3HOMaHITHUX cepax COpUYHMHUIIO
IIMPOKE BUKOPUCTaHHS KOMII'IOTEPHOI TeXHIKW. BupimieHHs mpoOieM yHOCKOHAJeHHS Ta

CTBOPEHHSI HOBHUX THUIIB PI3HOMAHITHUX TEXHIYHHMX, B TIM YHCIIi 1 TPAaHCIOPTHUX amapaTiB B
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KOPOTKI TEPMiHHU OB’ A3YIOTh 3 YIOCKOHAJIEHHSAM KOMIT IOTEPHHUX TEXHOJOTIH. Ontumizaris
TEXHIYHUX  XapaKTEePUCTHK, TMapaMeTpiB  CTIHKOCTI Ta KEpOBAHOCTI MOTPeOyIOTh
BUKOPUCTAHHS HE TUIBKH JOCKOHAIMX MAaTEeMAaTHYHUX MOJICNIEH, aje i BUCOKOIPOIYKTUBHOT
o0YMCITIOBAJIBHOT TeXHIKM. MaTeMaTu4Hi MOJENi, alrOpUTMH, KOMILIEKCH IIPOTpaM,
eNekTpoHHO-00uncoBasibHi Mamuan (EOM) Ta cuctemMu iX MATPUMKH € BaKJIMBHUMHU
€IEMEHTaMU KOMIT'IOTepHHUX TexXHOJOriH.  CyKymHICTh BKa3aHHX €JIEMEHTIB CTBOPIOE
TEXHOJIOTTYHUH JTAHIIOT KOMIT IOTEPHOTO MOJICIIOBAHHS: MaTeMaTHYHAa MOJENb - YHCENbHI
anropuT™Mu — mporpamyBaHHs — EOM — po3paxyHKH - aHaji3 pe3yiabTaTiB - MPUHHSATTA
pimeHHs. 3HadHa MoTpeda B BUCOKOMPOAYKTHBHUX KOMIT FOTEPHHX TEXHOJIOTISIX 3yMOBIICHA
TaKUMU  YMHHUKaMH, K.  CKIQAHICTh  JOCHDKYBAaHMX  3a7ad,  JIOpO’KHEYa
eKCIIEPUMEHTAJIbHOTO OOJaJAHAHHSA, 3pOCTaHHA LIH Ha EHEepPropecypcu, HEoOXIIHICTh
CKOPOYEHHSI TepMIB JOCIIKEHb, ycmixu po3BuTky EOM, mortpebu B aBTOMATH30BaHUX
CHCTEM YIpaBJIIHHS Ha BUPOOHUIITBI Ta PI3HOMAHITHUX TalTy3sX JIOACHKOT T1S7IbHOCTI.
IIpoGiaemu po3podkum Komm’lOTepHUX TexHouoriii.  Po3poOka Ta CTBOpeHHs
e(eKTUBHUX KOMII'IOTEPHUX TEXHOJIOTI MOB’S3aHa 3 pIBHEM MIATOTOBKM (haxiBIIB Ta
notpedbamu cycniabcTBa (puc.l). 3 pO3MOBCIOHKEHHSAM KOMIT FOTEPHOI TEXHIKH 3’ SIBUJIUCH 1
BMHHUKIJIAa TOTpeda B MPOrpaMHUX KOMITIEKCaX JJisl pO3B’sI3yBaHHS MPUKIAJHUX 3a/ay.

OHCTPYIOBAHHA

TexHonorlr ynpaeniHHA

KOMIMTKOTEPHI
AHaNITHYHA reoHeTpia TEXHONOrI

HapucHareomerpin

NixiitHa anreopa

AudepeHuianbHe YUCNEHHA
IHTerpansHe YHCNEHHA

QCBITA

Jaxucrt iHdopuaul
JMCKperHa maTeMaTuKa

MarteMarnyHa pizuKa
MNMporpavMyBaHHA

TeopiAa pisHUUEBU X CXEM

Puc. 1. B3aeM03B 30K OCBITH, KOMII FOTEpPHUX TEXHOJIOT1H Ta MOTPed CyCNiIbCTBA

CyuacHi KOMII'IOTE€pHI TEXHOJIOT1 MO>KHa Ki1acu(iKyBaTH HACTYITHUM YHHOM:
1. [TouarkoBuii piBernb (MsWord, Ms Exel, PaverPoint, CorelDraw Ta iH.).
2. 3aranpHOoMaTeMatnyHi naketu ( MathCad, Maple,MatLab Ta in.).
3.ITaketu mpoektyBaHHs Ta 0O6poOku manmx (AutoCad, SolidWorks, CyrveExpert, DataFit,
Statgraphics, SPSS Ta in.).
4. Kommuiekcu mporpam [Uis MOJICNIOBAaHHS TEXHOJIOTITYHUX TPOIECiB  Ta ONTUMI3alil
(MathConnecs, Simulink, Lindo LolverSuite Ta in.).
5. Kommuiekcum Ta makeTw mporpaMm Ui MOJETIOBAaHHS CKIaJHUX (I3BUUYHUX MPOIIECiB
(Dynamik Adams, CFX, Ansys, FlowVision, STAR-CD, Fluent Ta iH.)
JI7is BUKOPUCTaHHS KOMIT FOTEPHUX TEXHOJIOTIH MOYAaTKOBOTO PIiBHA JOCTATHBO CEPETHBOT
OCBITH. 3aCTOCYBaHHS OUIBII CKIATHUX KOMIT IOTEPHHUX TEXHOJIOT1H BUMarae OUIbII BUCOKOTO
PIBHS OCBITH 3 (I3MKO-TEXHIYHOTO Ta MAaTEeMAaTHYHOro HampsAMKy. OcoOIMBO CKIaJHUM
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pIBHEM KOMIT'FOTEPHHX TEXHOJOTIH € MOJENoBaHHS CKIaAHuUX (ismunux mporecis. Lli
KOMIUIEKCH Tporpam OyayloTbCs Ha YHCIOBHX METOJAaX pO3B’SI3yBaHHS pIBHAHB
MaTeMatu4Hol (i3uku. HemiHifHICTh IUX PIBHSAHb Ta HASBHICTh MaJHMX MapaMmeTpiB NpH
CTapIIMX TMOXIIHUX CTBOPIOIOTH CEPHO3HI TpyAaHOUli iX po3B’sa3yBaHHSA. YwucenbHe
MOJICTIOBAaHHA TaKWX IMPOIECIB XapaKTepU3YETbCsS BUKOPUCTAHHAM BEIUKOI KUTBKOCTI
napaMmeTpiB, Pi3HUX THUIIB PIBHSHB, o0OJacTel 3alaHHS 3MIHHHUX, MEKOBUX Ta IMOYATKOBUX
YMOB, METOMIB PO3B’s3yBaHHSA PIBHSHB 1 T.J. OJHOYaCHUI BHOIp TOTO YM IHIIOTO METOIY
PO3B’A3KYy MpH 3aJaHUX Ta MMOYATKOBHX YMOBAaX BIUIMBAa€E Ha MOOYIOBY OOYHMCIIOBAIBHOTO
AITOPUTMY, CTPYKTYpa SKOTO BH3HAYa€ThCSI MHOXXMHOIO MIHJIMBHX 3HA4Y€Hb ‘‘CXEeMHHUX
(baxTOpiB: TUIIOM PO3PAXYHKOBHUX CITOK, MOPSAKOM allpOKCHUMAIlii piBHSHB MPH MEPEXOAl Bif
MozenbHOI opmu 0 anreOpaiyHoOi, croco0amMu IHTEPHOJALIl MpU PO3poOIl PIZHULEBUX
CXEM, METOJIaMH PO3B’s3KY OJIep KaHUX anreOpaidHuX piBHIHB Ta iHIIE. Bka3zaHi 0coOIMBOCTI
3a/1a4 Ta “‘cxeMHUX’ (PaKTOpIB B PI3HUX poOOTaxX 3AIMCHIOIOTHCA HA PI3HUX PIBHSIX TOYHOCTI
Ta ckiagHocTi. OKpiM MaTeMaTUYyHUX MpoOJieM po3B’SA3yBaHHS JTUCKPETHHUX aHAJOTIB
TuQepeHiaTbHIX PIBHSIHb HEOOXITHO MOOYIyBaTH a/leKBaTHY pealbHOMY Ipoliecy (i3uuHy
Mojenb. s mpukiagy Ha puc.2 TPENCTaBICHO CXeMYy MOJCIIOBAaHHS 3B’S3aHOI 3aaadi
aepoJMHAMIKM Ta JIUHAMIKA TPaHCIOPTHOrO amapara. 31 CXeMU BHAHO, IO pPO3poOKa
KOMIUIEKCY TTPOTpaM CKJIAJAEThCS 3 TIUIOTO PSIIY TPOIIECiB.

Takum unHOM mpobiemMa po3poOKK KOMII FOTEPHUX TEXHOJOTI Ha OCHOBI YHCIIOBOTO
pO3B’s3yBaHHS  PIBHAHb MAaTeMAaTHYHOI (I3UKKA 3 MPUAATHOK TOYHICTIO, OCOOJIMBO B
TPUBUMIPHUX BUIAJKaX, Ha CHhOTOJHI 3AJMIIAETHCS BEJIbBMU akKTyajdbHOI0. HeoOximHicTh
PO3B’SI3yBaHHS CKJIAJHUX 3aJad BUMarae po3poOKH MaTeMaTHYHUX MOJENe pI3HOro piBHS
CKJIQIHOCTI, SIKi O OMHMCYBalM 3aKOHOMIPHOCTI JOCTI/DKYBaHUX SIBUII] 3 TOTPIOHOO TOYHICTIO.
Junamika 3poctanHs npoaykTuBHocTi EOM  roBoputh mpo Te, M0 HEOOXiaH1 SKICHO HOBI
MaTeMaTH4HI MOJIeNi, sKi O JO3BOJSUIM HE MPOCTO MOJICTIOBATH SIBHINE, a BHCTyHaIH O
eKCIEPTHOI0 CHCTEMOIO [UIsl TPUUHATTSA pilleHHA. Tak, Hampukiaa, JUisli TPOBEIACHHS
JOCIIIJKEHb BJIACTUBOCTEH BOJM B MaJIOPO3MIPHHX CHUCTeMax B AproHcekii HarmionanbHii
Jlabopatopii (CILIA) BHKOPHCTOBYETHCS CYNEPKOMITIOTEp TMPOIYKTUBHICTIO — 557
TPUJIBLHOHIB Oomeparliidi B CEKyHay (Tepaduiorc).

3anponoHoBaHO KiacH(]iKaIifo KOMITIOTEPHUX TEXHOJIOTIH 3a pPIBHEM CKJIAAHOCTI.
Po3pobneno  MeTroAauMKu, aIrOpuTMH Ta MpOrpaMHe 3a0e3MEUYEeHHS  MOJICIIOBaHHS
aepoJMHAMIKM TPAHCHOPTHUX amapaTiB 3 BUKOPHUCTAaHHS OCEpeJHEeHHX 3a PeiiHoibacom
piBasiHb HaB’e-Ctokca. BUKOHAaHO TecTyBaHHS ajirOpUTMIB Ta Mporpam. B momanbmmx
JNOCTIDKEHHSAX HEOOXITHO YAOCKOHAJIIOBAaTH METOJIWKH, aIrOpUTMU Ta  HPOrpaMHUi
KOMILJIEKC 3 ypaxXyBaHHS 0COOMMBOCTEH (DI3MUHUX MPOIIECIB Ta BIACTUBOCTEH CEPEOBHILA.

NUMERICAL ANALYSIS OF THE BEHAVIOR OF PLATE-SHELL STRUCTURAL
ELEMENTS WITH CIRCULAR HOLES THE PRESENCE OF RADIAL
INHOMOGENEOUS INCLUSIONS

E. L. Hart, B. I. Terokhin
Oles Honchar Dnipro National University

As a result of the numerical study of the behavior of thin plates and cylindrical shells
with a circular hole and an annular inclusion made of a functionally graded material (FGM),
the effect of the modulus of elasticity of the FGM inclusion on the stress concentration factor
in the plate and shell is analyzed. Rational parameters of a radially inhomogeneous FGM
inclusion are established, at which the stress concentration coefficient decreases by almost
50%. The corresponding deformations also decrease proportionally.

In the presence of FGM inclusions with certain mechanical properties and geometric
parameters, it becomes possible to influence not only the magnitude of the stress
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concentration factor in the plate-shell structural elements near local stress concentrators, but
also the stress distribution over the surface.

SIMULATION OF THE STRESSED STATE OF GAS-BEARING SANDSTONES
WITHIN THE ZONE OF LONGWALL INFLUENCE

O.P. Krukovskyi, V.V. Krukovska, A.O. Kostrytsia
M.S. Poliakov Institute of Geotechnical Mechanics of the National Academy of Sciences of
Ukraine

The results of stress field calculations were compared in two cases: deformation of gas-
bearing rock without taking into account the gas component and with the influence of gas
pressure. It is shown that taking into account the participation of the methane filtration
process in the unloading of gas-bearing sandstone leads to a decrease of parameter P” values.
That is, gas pressure drop within the filtration area, degassing of gas-bearing rocks cause their
more significant unloading. The calculation error reaches 80% in the case when the gas
component of the deformation process is neglected. Thus, while calculating the stress state of
gas-bearing rocks at great depths, it is necessary to consider the coupled processes of their
deformation and filtration of the gas contained in the fracture-pore space.

HAIIPYXXEHO-JIE®OPMOBAHUM CTAH IIPYKHOI OCHOBU I3 3AXHCHUM
IHHOKPUTTAM TA IOYATKOBUMM HAIIPYKEHHAMMU I1PU A1 PYXOMOI'O
HABAHTAKEHHA

1O. I1. I'nyxosB
Incmumym mexaniku imeni C.II. Tumowenka HAH Ykpainu

JlaHe JOCIiDKEHHSI CIIPSIMOBAHO HAa BHBUYCHHS 3aKOHOMIPHOCTEH XBUIJIBOBUX IMPOIIECIB B
mapyBaTuX NPYKHUX TUIAX MPU BpaxyBaHHI PIAY YCKIATHIOOUHUX (aAKTOPIB: PI3HUX
MOJIeJiel IIapyBaTOTO MOKPUTTS, TOYaTKOBUX HANpPYKEHb, PI3HUX  IMIBUIKOCTEH pPyXY
MMOBEPXHEBOTO HaBaHTaKEHHs. PO3B’S30K  BKa3aHMX 3a1ay Iepefdadae BCTAHOBIICHHS
3aKOHOMIPHOCTEH BIUIMBY II0YaTKOBUX HAIPYXKEHb, LIBUAKOCTI pPyXy HaBaHTaXCHHS,
TCOMETPUYHUX T4 MEXAHIYHUX XapPAKTEPUCTUK MOKPUTTS Ha HANIPYKEHO-Ie(POPMOBAHUIA CTaH
MPY)XHOT OCHOBH. AKTYaJbHICTh PE3yJbTATIB JOCIIDKCHHS TOB’S3aHA 3 MOXJIMBICTIO 1X
BUKOPUCTaHHS TPU pO3B’SI3aHHI aKTyalbHHX MpoOieM Treodi3uku, HaPTOPO3BIIKH,
MPOEKTYBaHHI  3alI3HUYHUX  Marictpaieid, MNPUIAOPOKHIX CIOPYA, MAaricTpaibHOTO
TPYOOTIPOBIHOTO TPaHCIIOPTY. MeTor0 POOOTH € MOCTAaHOBKA TUHAMIYHKX 3a/1a4 IS Pi3HUX
MOJIeJiel TOTIEPEIHRO HANPYXKEHOT MIapyBaTOl OCHOBH, pPO3poOKa MeETOoJiB, MOOyI0Ba
AJITOPUTMIB Ta CTBOPEHHSI TPOTPaMHOTO 3a0e3MeUeHHs UIsl pO3B’A3aHHS 3aja4 IaHOTO KJjacy.
B naniit poGoTi po3risgaeThCs MOMEPEIHbO HANPYXEHUH MIBIPOCTIP 3 HEOJHOPIAHICTIO Y
BUIJIAJI TOHKOTO MOBEPXHEBOro 1apy. ['paHMYHI MOBEpXHI MJIOCKI 1 mapaneabHi MK co00r0.
Martepian miBOpOCTOPY — 130TPOMHUN B HEHANpPy:KeHOMY cTaHi. [louaTkoBUN HampyKeHO-
nepopMoBaHMI cTaH MIBOPOCTOPY BB@KAETHCS  OJHOPIAHUM. 30CepeKeHa Cuila
IHTEHCHMBHOCTI ¥ pyXaeTbCs MO BUIBbHIM MOBEPXHI 3aXHCHOTO MIAPy HA IMPOTSA3i BEIUKOTO
npoMikka vacy. Ilepenbagaerbes, mo kaptuHa aedopMalliii iHBapiaHTHA BiTHOCHO 4Yacy B
CHCTEMI KOOpAMHAT, IO PYXA€TbCs pa3oM 3 HaBaHTa)KeHHSAM.Takox mependadaeThes, IO
HAmpYy)XeHHsI, [[0 BUHHUKAE 32 PaxyHOK Mdii HaBaHTA)KEHHsS, 3HAYHO MEHIIE 3a MOYaTKOBI
HanpyxkeHHs. Bka3aHe mpuIylIeHHS [JO3BOJISE 3aCTOCOBYBATH JIIHEAPH30BAaHY TEOPIkO
npyxHocTi [1] s ommcy 0ZAaTKOBOTO HANpYKEHHOTO CTaHy, BHUKIMKAHOTO MI€I0

HaBaHTaXXCHH:I. LHap TOBIIMHOIO h MOJCITIOETECA 30CCPCIPKCHUMU MaCaMU 3 T'YCTUHOIO '?1.
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) ) Paine +phid, )é
TakuM 4MHOM, HOPMAJIbHA i JOTHYHA CKIAJ0Bi HABAHTAXKEHHS OyIyTh ( ek )20n)

i (Peosatahil;)5() . Tyr "™ . pepemimenns touox miBmpocropy. Poss’ssox 3agaui
OTPHMAHO 3a JONOMOTOI0 iHTErpaJbHOro neperBopeHHs Dyp'e mo 3miHHii *1. Po3B’s30K
NpPEJCTaBICHU B 3arajJlbHOMY BHIJISIII JUIS BUIMAJKIB HEPIBHUX 1 pPIBHUX KOPEHIB
XapaKTePUCTHYHUX PIBHSAHB, I8 PI3HEX MaTepiadiB  €JIEMEHTIB  0araToirapoBOTO
CepeIoBUINNA, YMOB iX CHOJY4YEeHHS 1 Ui Oyab-sSKOI MIBUAKOCTI PyXy IIOBEPXHEBOTO
HaBaHTAXCHHS.

1. T'y3p A.H. Yopyrue BoJIHBI B Tellax C HayalbHbIMU (OCTATOUYHBIMH) HAINPSHDKEHUSIMH. —
Kues: “A.C.K”, 2004. - 672 c.

SEQUETIAL APPROXIMATION METHOD USING FOR NUMERICAL METHOD
RESULT INTERPRETATION OF GEOMECHANICAL TASKS

O.P.Krukovskyi, G.I.Larionov, V.O.Hvorostyan, S.A.Golovko, U.V.Zemlyana
M.S. Poliakov Institute of Geotechnical Mechanics of the National Academy of Sciences of
Ukraine

In the case of using numerical methods to obtain mathematical model (MM), the
approximation procedure cannot avoid. A special place in the processes of mathematical
modeling belongs to a wide class of methods based on variation methods - the finite element
method (FEM). A well-designed interface contributes to its widespread use in various areas of
technical applications. As a rule, obtaining many two-dimensional drawings and graphs
satisfies the interest of most researchers. However, the analytical expression of the sought
functions is not given. The classical approximation procedure solves this problem. However,
the procedure leads to a large expenditure of computer time, which sometimes makes it
impossible to obtain it. In the work, instead of obtaining an approximation on the mesh of
parameters, a simplified procedure for it obtaining is used. The sequential approximation
method (SAM) consists in finding a solution in multiplicative form, where the product
functions are one-dimensional representations of the intersections of the function space by the
corresponding planes.

The results of the comparison of the surfaces of the shear stress intensity function obtained by
the FEM method and the interpolation surfaces of the numerical results of the stress-strain
state solution determining near the circular cross-section open in a rock mass presented.
Conclusions about the satisfactory accuracy of the obtained results of using the SAM method
made.

ABOUT ONE MODEL OF PROTECTIVE COVERING FOR HALF-SPACE
WITH INITIAL STRESSES. COMPLEX POTENTIALS METHOD

Yu.P.Glukhov
S.P.Timoshenko Institute of Mechanics, NASU

In the work with the use of complex potentials in a general form for compressible and
incompressible elastic bodies, this formulation is given and the solution of the two-
dimensional problem of the action of the moving load on the free surface of a prestressed
half-space with heterogeneity in the form of a thin surface layer is given.

To solve the problem, the Muskhelishvili method is used, based on Cauchy-type
integrals for the half-plane. In this case, the problem is reduced to the solution of two ordinary
inhomogeneous linear differential equations with constant coefficients relative to unknown
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analytical functions. The order of the equations depends on the conditions of contact between
the protective coating and the base.

Analytical results are given in general form for compressible and incompressible
materials with arbitrary elastic potential, for cases of unequal and equal roots of characteristic
equations, for different conditions of combination of elements of a layered medium and for
any speed of load movement.

Applying the method of complex potentials, we obtain results similar to those obtained
by the method of integral Fourier transformations.

ON THE CONSTRUCTION AND NUMERICAL SOLUTION OF DYNAMIC
PROBLEMS OF ELIPSOIDAL SHELLS INHOMOGENEOUS IN THICKNESS
UNDER NONSTATIONARY LOADS

Yu.A. Meish, 2N.V. Mayborodina, 2V.P. Gerasimenko,
!National Transport University, Kyiv
?Separate subdivision of the National University of Bioresources and Nature Management
of Ukraine ""Nizhyn Agrotechnical Institute™

Problems of the dynamic behavior of three-layer ellipsoidal shells under the action of non-
stationary loads are considered. The processes of forced vibrations of a three-layer ellipsoidal
shell are considered a system of nonlinear differential equations of the theory of shells of the
Timoshenko type. The stress-strain state of an elastic structure is described using a
geometrically nonlinear version of the theory of shells in the quadratic approximation. To
solve the problems posed, a numerical algorithm was constructed based on finite-difference
approximation of the original equations in space and time coordinates. Numerical results are
presented for the cases of the dynamic behavior of single-layer and three-layer ellipsoidal
shells, their comparative analysis is carried out.

SUPPORTING OF A MINE WORKING AND A SHELTER IF THEY ARE
LOCATED IN UNSTABLE ROCKS

O.P. Krukovskyi, V.V. Krukovska, A.O. Kostrytsia
M.S. Poliakov Institute of Geotechnical Mechanics of the National Academy of Sciences of
Ukraine

In cases of emergency power outages with the stop of ventilation and degassing, during fires
or explosions of a methane-air mixture, shelters are used to protect miners in coal mines. To
ensure non-repair operation of the mine working and the shelter for a long time, it is
necessary to choose their supporting correctly. In this work, a numerical simulation of the
stress state of rock mass with a mine working and a shelter was performed under conditions
when the host rock is weak. It is shown that, over time, near-contour rocks are unloaded from
rock pressure, and an area of increased difference of the stress tensor components expands
around the mine working and the shelter. This leads to cracks formation with different
degrees of intensity. If the host rock is weak, it is necessary to strengthen supporting of the mine
working and the shelter with rock bolts. In the bolted area, the rocks are in triaxial compression
conditions, a rock-bolts arch is formed above the mine working and the shelter, which prevents
the displacement of the roof rocks into the mine working and increases its stability.



TO THE SOLUTION OF DYNAMIC PROBLEMS OF SUPPORTED CYLINDRICAL
SHELLS IN THE SPACE OF GENERAL FUNCTIONS

Yu.A. Meish, 2N.V.Arnauta
!National Transport University, Kyiv
2National University of Bioresources and Nature Management of Ukraine, Kyiv

This work aims to use the apparatus of generalized functions in solving problems of the
dynamics of reinforced cylindrical shells, as well as in constructing effective difference
schemes in the space of generalized functions for solving the problems posed. The question of
the correctness of the extension to generalized functions of the classical initial boundary value
problem for reinforced cylindrical shells is considered. The correctness of this extension is
proved under the condition that the ends of the shell are rigidly fixed, which corresponds to
zero boundary conditions. The shell and reinforcing edges are described by the linear theory
of shells of the Timoshenko type. The conditions for the conjugation of an edge with a shell
of a general form are used to construct difference schemes. The proposed approach can be
used to solve an arbitrary linear system of partial differential equations, which includes
functions that are not differentiated in the classical sense at some points of their domain of
definition and have variable coefficients.

MATHEMATICAL MODEL OF THE CALCULATION OF THE MELTING
PROCESS OF A CYLINDRICAL FORM OF DEOXIDIZER USING A
CURVILINEAR GRID

R.V.Voloshyn
Dniprovsky State Technical University

The paper presents a mathematical model and calculation of the duration of melting of a
cylindrical ingot located at the slag-metal interface. To solve the problem, a coordinate grid is
formed, for this, half of the cross section of the cylinder is considered, which is divided into
M semicircles with radii ri, where 1<i<M and rays j, where 1<j<N into N sectors. As a result,
control volumes with coordinates i,j are obtained. MO is set - the initial number of nodes
along the radius of the cylinder. The value M>MO0 and takes into account the maximum
possible number of frozen layers of metal or slag.

The presented work presents a mathematical model of the melting of aluminum-containing
additives of a cylindrical shape using a curvilinear mesh (by radius r and angle ) in a steel
pouring ladle.

MATHEMATICAL MODELING OF ROTATIONAL FLOWS OF A VISCOUS FLUID
NEAR SOLID SURFACES

Degtyarev 1.D., Tonkoshkur I.S.
Oles Honchar Dnipro National University

The paper considers the problem of the flow of a viscous fluid in a region bounded by
two solid surfaces rotating around a common axis with different angular velocities. It is
assumed that the axis of rotation is vertical, and the fluid flow is stationary, waveless, and
axisymmetric. The problem is solved in the boundary layer approximation. The system of
equations of continuity and momentum with the help of self-similar variables is reduced to a
system of ordinary differential equations. The solution of the one-dimensional boundary value
problem is found numerically using the Matlab package. We considered systems of bodies
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consisting of two disks, as well as a disk and a cone. The results of calculations are given for
different values of geometric and physical parameters.

NUMERICAL SIMULATION OF CONTAMINANT SPREAD IN GROUNDWATER

D.E.Prozor, 1.S.Tonkoshkur
Oles Honchar Dnipro National University

In this paper, we consider the problem of the interaction of a polluted groundwater flow
with a clean water flow from injection wells. It is assumed that the thickness of the water
reservoir is small compared to its length and width, and the fluid flow does not depend on the
vertical coordinate (planned problem). For mathematical modeling of the pollution
propagation process, a convective-diffusion transport model is used, based on the equations of
filtration and pollution transport. For the numerical integration of differential equations, the
finite difference method and the method of establishing a solution for the filtration equation
were used. Calculations were made using the Matlab mathematical package. The results of
calculations are given for different values of geometric and physical parameters.

CEKUIA
THHOBAIIMHI TEXHOJIOTI'Ti
B KIBEPBE3IIELI TA METOJAULI HABYAHHSA

IIBHABAJIbBHI ACHHEKTH IH®OPMAIII TA ii BE3SIIEKA

'0.1.Manuenko, 2I1.0.Cedasnko, ° F0.C.Tapacenko

Ulninpoecokuit nayionansnuii ynieepcumem imeni Oneca I'onuapa;
2Incmumym mexanixu im. C.I1. Tumowenxa HAH Ykpainu
3lninpo, Yuicepcumem mumnoi cnpasu ma inancie

OueBuaHO, 10 MOHATTS H(OpMalii y KOXKHOTO 3 HAac CKIAAaiocs 1HAWBITyaIbHO B
npoleci Mi3HaHHS HaBKOJUMIIHBOTO CBITY. Ha naHuii MOMeHT (po3yMmiiouu, IO 3 JATMHU
information — «BimomocTi, po3’sCHEHHs, BHKIAICHHI») KOXKEH 3 HAC BKJIAJa€ y L CIOBO
BJIACHE TIOHATIMHE TpakTyBaHHS, c(OpMOBaHYy Yy Ipoleci XHUTTEAIBHOCTI (y40o0BOi,
BUPOOHMYOI, KYJIBTYPHOI, COLIAJIBHOI 1 T.J.), Ky PO3ILIMPIOE MO Mipi CBOro mnpodeciifHoro i
KyJIbTYpHOTO 3pOCTaHHsA, HE 3MEHIIYIOYM 3HAueHHS [ijouoi mnapagurMu. Y sKOCTi
J0JJaTKOBOTO TIATBEP/PKEHHS. 11 aKTYaJlbHOCTI LJIKOM JOCTaTHbO TPHUKIALY PO3BUTKY
Cy4aCHUX TEJIEKOMYHIKALIHHUX CHUCTEM 3 TapaHTOBAHOIO SIKICTIO o0OciyroByBaHHsS QOS
(Quality of Service). Ilpuuomy 3i cTBOpeHHS UU(PPOBUX MEPEX IHTETPaIBHOTO
00CIIyroByBaHHSI 1 TEXHOJIOTIT acHHXpOHHOro Metody mnepenadi (ATM — Asynchronous
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Transfer Mode) nouanacs peainizaiis TPaHCIIOPTHOTO MEXaHI3MY [UIsi Tepeadi ycix BHIIIB
indpopmanii 3 Qo0S. Ix mpencrasnenns y emunomy umpposomy (GopMmaTi 3 BUIUIEHHAM
noTpiOHUX pecypciB Mepexi, ki rapanTyioTh QOS mepen modaTkoMm mepenadi iHopmaii
KOpUCTYBa4a, € 000B’sI3KOBUMH KommoHeHTamu TexHousoriii IP/MPLS (Internet Protokol /
Multiprotocol Label Switching — mynberunporokosibHa komyTaitis 3a mitkamu) i ATM. 3 2003
POKy, KoJIn OyJI0 03BY4EHO «ApPXITEKTypy O€3MEeKH JJIs CUCTEM, IO 3a0e3MeUyroTh 3B'SI30K
MDK KIHIIEBUMH MIPHCTPOSIMID», GAaKTHYHO BIIEepIIe Oya0 BU3HAUYEHO METOJIOJIOTII0 opraHizamii
iHpopMamiiiHOT Oe3neku TenekoMmyHikaliiiaux cucreM [l]. Jlama Apxitektypa Oe3mexu
nependoadyBaia po3MoOIUICHHS YCiX PecypciB TEICKOMYHIKAIIHHUX cHCcTeM (KaHalH 3B’SI3KY,
pOrpamMHO-anapaTHi KOMIUIEKCH, JOAATKHU 1 T.JI.) Ha HE3aJeKHI MOy 3aXHUCTy iH(pOpMaii.
[Ipy 1mpOMy  KOXEH MOJAYTb TIOBHHEH 3aJIOBOJIBHATH 33JICKIIAPOBAHUM IapaMeTpaM
1HpopMaLiiiHOT Oe3MeKH.

BinnoBigHo, y paMkax Jep:kaBHOI MOJITUKHU 3a0e3neueHHs Oe3neku iH(opmariiiHux
pecypciB, Ip CTBOPEHHI 1 PO3BUTKY CYYaCHOi METOMO0JOTiT e(PEeKTUBHOTO 3a0e3TMeueHHs
Oe3nexku iH(popmallii HEOOXITHO BHUKOPHCTOBYBAaTH 3arajlbHOBU3HAHY MapaUrMy 3axHCTy
iHpopMarii. Peanizalito ocTaHHBOI MPUIHATO 3a0€3MeuyBaTH y BIIMOBIAHOCTI 10 JEPKABHUX
(na piBai JICTYVY) i1 mibkHapoaaux (Ha piBai ISO/IEC) npaBoBUMHU JOKyMeHTaMH. Y Halll 4ac
icuye Oimprre 30 mbkHapoauux crangaptie ISO/IEC 2700 [2, c¢.183], mo moB’s3aHi 3
iHpopMariitHoto 6e3nexoro (Ib). Xoua 11 eBponeicbki cTaHIapTH 1 HE € 000B’I3KOBUMH, iX
3HAYUMICTh Yy BITYM3HSHOMY COlLllyMi CKjiaaHO mepeowiHuTu. LI crangaptu BimoOpakaroThb
0COOJIMBOCTI CY4acHOT0 piBHSA 1H(OPMALIHHUX TEXHOJOTH (MPUHIUIH, MIAX0AH, peaizaiii),
ajle, HakaJb HE MICTATh HACKPI3HUX IIKaJl I[IHHOCTI 1 MEepeikiB BUMOTr Oe3NeKu a0
BHUKOPHUCTOBYBAaHUX CHCTEM 3axucTy iH(popmarlii. Peamizaris sxe Oe3mekw OCTaHHIX, SK
MPaBUJIO, TIOYMHAETHCA 3 TOOYIOBH MOJENI IMi3HAHHSA TIMOTETHYHUX 1HGOPMOO EKTIB 3
anmpioOpHUM iX 3aXHCTOM B MOXJIMBHUX KiOepaTak 1 IHIIMACHTIB, TOOTO Bil PI3HOMAaHITHHUX
3arpo3 MPUPOJAHBOTO Ta IITYYHOTO Moxo keHHs. daktuyHO mapamurma iHdopmamii 1 i1
0e3IeKH, sIK BUXIAHOI KOHIIENTYalIbHOT CXeMHU 1 MOJIeJl TIOCTAaHOBKU TTPOOIIEM, 3BOAUTHCS 10
peanizallii aropuTMIB iX PIlIeHb 1 ONMTHUMI3AIlll 3aMPOMOHOBAHUX METOMIIB 1 3aCO0IB 3aXUCTY
iHpopmartii. [lpu mpoMy, BIZHOCHO TEHJEHIlI poO3BUTKY Ib, MOXHaA CTBEp/KyBaTH, IO
MOHATTA 1HoOpMaIlii HeMucauMe 0e3 MmoeaHaHHs 00’ekTa 1l BUHMKHEHHS, 3ac001B 3B S3KY 1
MATPUMYIOY0i 1HGPACTPYKTYPH, 3aXWIICHUX BiJ HAaBMHUCHUX a00 BHITAJIKOBHX BIUIMBIB
MPUPOJHBOTO a00 IITYYHOTO MOXOKEeHHA. OueBHIHO, IO BiJ XapaKTepy TaKUX BIUIMBIB
MOXJIMBUMHU € HETaTHBHI HACHIJIKH sIK Oe3rmocepeHbo st camoi iHdopMmarii 1 00’ ekTiB ii
MEPBUHHOTO BHUHUKHEHHS, TaK 1 BIANOBITHOI MiATpUMYrOUoi iHpacTpykTypu. HaBite mpu
BukopuctanHi crtannapty ISO/IEC 15408, sxuii BuszHayae mnpodiip 3axucTy IS
MIATPUMYIOUOi 1HPPACTPYKTypU 3 HEOOXimgHUM ii piBHEM, HMOBIpHI BTpaTH BHPAKAIOTHCS
JUIIE Y JTHTBICTUYHIN (GOPMi BUTITISITY «PU3HK CEPETHIN.

Buknanene Buile gae MiACTaBy TaKOX Yy JIHTBICTUYHIM (OpMi O3BYYUTH 1 CBOE
MOHATIMHE TPaKTyBaHHs «iH(opmaIllii», He JUBJISUYUCH HA T, IO CIIMCOK ICHYIOUMX BapiaHTiB
€ BaroMuM. TuM He MeHIl, 06e3 YITKOTO MOHATIMHOrO TpakTyBaHHS iH(OpMaIlil yCcKIaJHEHO
noOynoBy Oynb-skoi Mojeni mi3HaHHs (3a0e3nedyeHHs) Oe3neku iHGOPMAIIHHOT CHCTEMHU.
OTtxe, y Hamii penakuii iHpopMalist — 11e pe3yabTaT ONOCEPEKOBAHOTO BIUIUBY y BHIJISI
Mi3HaBAJIbHO-HEMATEPIaJIbHOTO BUXIHOTO MpeACTaBieHHs (cyOcTaHIil) y dyHIaMeHTi OyTTs
coliymy, 1o 3a0e3nedye JOCTOBIPHICTH 1 IUIICHICTh B HAyKOBO-TEXHIYHiH, BUPOOHWYIH,
noOyToBif Ta IHIMKX cdepax KUTTEALBUIBHOCTI JroauHU. byne-sake 1 (iHdopmariii)
nepeTBOopeHHs: abo CHOTBOpPEHHs, BUMAAKOBE (HecBimome) abo He BUMAAKOBE (3aBYAHO
IpOJyMaHe) JOLUIBHO pO3MIISAIaTH sIK MoBinomieHHs. [lpudyomy y ApyroMmy BHIAAKY, -
BUIIAJIKY CBIJIOMOTO CIIOTBOPEHHS, MOKHa BB)XAaTH TaKy M0 XaKepChKOIO aTakow Ha
iH(opMaliro.

OueBuaHO, 10 HACTYNHI TpaHcdopmanii (mepeTBopeHHs) iH(opMalii A0 BUIISALY
MOBITIOMJIEHb MOTPEOYIOTh BiMOBiAHUX (ikcamid (Bim yat. fiXUS — MmiHUMN, 3aKpilIeHUN),
peani3oBaHMX 3a JONMOMOroro mojs (y Meplly 4epry eJeKTpOMAarHiTHOro, 1o 3abesmneuye
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TEJIEKOMYHIKAI[il0 PI3HOMAHITHUX BHJIB MOBIIOMJIEHb) a00 3a JOMOMOTOI0 MaTepiajabHO-
pPEeUOBHUX HOCIIB, HAPUKIIAJ, Y BUIJISI Ta3€T, TOKYMEHTIB, TUCKET, (hiemek i ToMy Noi0HuX.
[Tpu ubomy Oyab-Ky OCOOMCTICTh MOXHA TAaKOXX PO3IJILIATH 3 MO3MLIN SK JpKepena, Tak i
Hocis iH¢opmanii. BigmoigHo, came MmarepianbHi HOcii moTpeOyloTh, y TeEpILy Yepry,
3aXHCTy BiJl HECAHKI[IOHOBAHOTO JOMYCKY 1O HHUX. ToMy, SK TpaBwio, iH(MOpMaIiiHy
0e31eKy OTOTOXKHIOIOTH i3 3aXUCTOM ii HOCIiB. [IpudoMy mpuitHITO BBaXKaTH, IO OCHOBOIO
3a0be3neueHHss Oe3nekd  iHGOpMaIiifHOI cUCTeMH € TpH CKJIAJOBI y  BUIJAAIL
KOH(1IEHITIHHOCTI, UTICHOCTI, JOCTYITHOCTI, a caM IPOIIEC YCIIIIHOTO 3aXUCTy iH(popMaIlii B
iHpOpMaNLiiHiil cucTeMi 3aleXHUTh BiA pPIBHA amapaTHOTO 3a0e3NedyeHHs, MPOTPaMHOTO
3a0e3neueHHs 1 piBHSA KOMYyHiKallii (3abe3rnedeHHs 3B’s3Ky). BukopucToByBaHi mpoueaypu
(MexaHI3MHM) 3aXMCTy Bl MOTEHLIHHUX 3arpo3 po3AUISIOTh Ha (I3UYHUI pIBEHb 3aXHCTY, Ha
pIBEHb 3aXUCTy MEpCOHANy 1 OpraHizauiiHuil piBeHb. Came X MOHATTS «iH(opMalliiHa
Oe3rekay BUKOPUCTOBYIOTh SIK BHJ a00 JISUIBHOCTI, IO HampaBiieHa Ha 3a0e3MedeHHS
3aXUIIEHOTO CTaHy 00’€KTy (y IIbOMY 3HAY€HHI YaCTIIIe 3a BCE BUKOPUCTOBYETHCS TEPMIH
«3axucT iHpopmarii»), abo cTaHy (K SIKOCT1) KOHKpETHOro 00’ekty. Ilpu npomy, y sikocTi
00’exTa MOke BUCTYIATH 1 iHPOpMAIlis, 1 JaHl, 1 pECypCcH aBTOMATHU30BAaHOI CHCTEMH, 1 cama
aBTOMAaTHU30BaHA CHUCTEMa, 1 IHQOpMaIlliifHa cucTeMa MIANPUEMCTBA, CYCIUIbCTBA, JIEPKABHU 1
T.11. 3BifcH, iHpopMalriiiHa Oe3reka — 1€ CTaH 3aXHUIIEHOCT] 1HHOPMAIIHHOTO CEepeIOBHUIIA, a
3axucT iH(opMarii sBiase coO0 MIUIBHICTH TO 3amoOiraHHi BHUTOKY 1H(MOpMaIii, 110
3aXUIIAETHCS, TOOTO € MPOTIEC, IKUI HANpaBJIEHUH Ha JOCATHEHHS 1IOTO CcTaHy [3].

Haxainp, nepiomkepeno BUHUKHEHHs (TOsBH) Oe3nocepeHbo camoi iHpopMmallii, Ha
BIIMIHY BiJ Mpoliecy ii momupeHHs i 00poOKH, MPUNHHATO 3aMOBUYYBAaTH. X04a HACTYMHI il
(tadopmarrii) CHOPUUHSATTS, TOIIMPEHHsA, OOpoOka, 30epiraHHs 1 OIlIHKA SK 3MICTY
MMi3HaBaJbHOT KOPUCHOCTI 1 00°eMy, TOOTO SKOCTI 1 KUTBKOCTI, 3aBXKIU 3aTpeOyBaHi 1 TOCUTh
BXJIMBI TIp BHOOpPi 3aco0iB O€3MEKH 1 3aXWUCTY BiA BUITAJKOBUX 1 HABMHUCHHX 3arpos
Oe3mocepelHbO SIK Uil camoi  iHdopMarii, Tak 1 I BIAMOBIZHOT MiATPUMYIOYOT
iHppacTpykTypH (muB. puc. 1). DaKTUIHO MAEMO CTIMKY B3aEMHY KOPEIAII0 MK 00’ €KTOM-
JoKepenoM  iHpopmarrii, 0e3mocepeHbO caMor 1H(opMaIielo 1 00’€KTOM CHPUHAHATTS 1
HacTymHo1 00poOku iH(opMmalii. laHuii mporec € aHAIOTIYHUM METOJaM PaJlioJIOKAIIITHOTO
BUSIBJICHHS, BUMIPY, JI03BOJy, pO3Mi3HaBaHHS 00 €KTy crocTepekeHHs [4] (Hampukiaa, y
BUTJISAZII OPIEHTUPIB HA MICIEBOCTI, 3JITHO-TIOCAJKOBOI CMYrH, aBiajaiiHepy 1 T.m.) 3
JIOJIATKOBOIO 1HPPACTPYKTYyporo Oesneku. Och 1 B HAIIOMY BHUIIAJKY, PO3MIPKOBYBAaHHS O
BUHUKHEHHI TOHATTA i1HGOpPMAIll HE TOIUIPHO 3MIMCHIOBATH y BIAPWBI Bij IepIopKepena
(06’exTa), IO CTBOPIOE 1110 TH(HOPMAILITO.
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Pucynok 1 — ®opmyBanHs Ta 3a0e3meueHHs MPOIIECy peaizallii mporpaMu
iHdopmartiitnoi 6e3nexu (1)

3anumaroun 0i0JIOTIYHY CTOPOHY BHHUKHEHHs iH(MopMallii OioHIKaM, METOIU SIKHX,
Harpukiayn [4], y)ke NpUBEIU 10 PIBHSA PO3POOKU MOJEICH IMTYyYHUX HEHPOHHUX MEPEK,
3a3HaYUMO TUTbKM MaTepiaJibHi aCIeKTH IMOSIBU 1 HACTYIMHOI peai3aiii 0e3neku iHdopmarrii.
OuyeBuHO, IO B OCHOBI JAHOTO IMPOIIECY JIeXkaTh (i31010TT4HI (30pOBe, CIAYyXOBE, MOTHKY 1
T.J.) COPUHHATTS Oylb-SKOTO BIUIMBY (BKJIIOYAIOUM 1 iH(POpMaIiiiHi 3arpo3u), KU HWae Bif
OTOYYIOYOTO HAC CBITY, Y TOMY YMCJi 1 COLliyMy, y SIKOMY MU 3Haxoaumocs. IIpu npomy
KO’KHA aJIeKBaTHA JIFOMHA TaKUH BIUIMB OLIIHIOE HAa OCHOBI HOPIBHSUIBHOI XapaKTEPUCTUKHU 3
paHillie iCHYIOYMMH acoIliallisiMu, 10 OyJId OTPUMaH1 HUM Y MPOLIECi CBO€T KUTTEAISUIBHOCTI.
TakuM YMHOM CTBOPIOETHCS MIICYMKOBUI ONOCEPEIKOBAHMN pE3yNbTaT, KU BUCTYHA€E y
BUIJISIAI Tepuiopkepena iHopmarllii, ockinku OyB OTpuUMaHMU Oe3MOCEepEeNHbO Yy Mpoleci
MOPIBHSUILHOT JIIHTBICTUYHOT OLIIHKM THX «BIUTUBIBY», SIK1 JIIOJAWHA HAOyBa€ MPOTATOM CBOTO
KUTTA. 3BlICH, Oyab-ska MepBUHHA iHQopMalis € cy0’eKTUBHOIO, a il 00 €KTUBHICTh
BCTaHOBJIIOIOTh BIAMOBITHUMHM (Y TOMY YHMCIII 1 METPOJIOTIYHUMU) ekcriepTuzamu. [lonanbina
oOpoOka mnepBuHHOI iH(opManii (T oIiHKa, 30epiraHHs, MOIIMPEHHA 1 T.A.) y MpoLeci
TpaHcopmalii y BTOpUHHY MOTpeOye (auB. puc. 1) aaeKBaTHUX 3axXMCHUX 3aXOJiB.
BignoBinHO, 3amponoHOBaHE  JIIHIBICTUYHE  TpakTyBaHHS  iHQopmauii, (ke Mae
HEBU3HAYEHICTb 3a aHAJIOTIEI0 3 paiosIoKaliifHoo [5]), 6€3 YyTOUHIOBAILHOTO MPUB’I3yBaHHS
10 00’eKTy a0 cy0’eKTy, (110 CTBOPUB i1 3 HACTYITHOIO pealizallielo HajJ Heto il y BUTIISAIIL:
pO3Mi3HAaBaHHS, PO3MOBCIOKEHHS, 30epiraHHs, J0JAaTKOBOi 0OpoOKM 3  METOlo
TpaHcopmallii y iHIII BUAM NPEACTABIECHHS 1 3aXUCTYy BiJ BUIAJAKOBUX a00 HAaBMUCHHX
3arpo3 ii ICHyBaHHIO), € LIJIKOM BHIIPaBJAHUM. 3aBISIKU IbOMY CYTHICTh HOHATTS (TEPMIHY)
«iH(opMaIlis» JOUUIBHO PO3IIIAAATH 3 MO3UIINH KPUTHYHO BaXJIMBOTO 00’€KTa, 1, BIAMOBIIHO,
no Hei (iHpopmarii) Moxe OyTH 3aCTOCOBAHO YBECh apceHall TEXHIYHMX 1 MPOrpaMHO-
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armapaTHUX 3aco0iB 3aXUCTY SK TIMOTETHYHO KPUTHYHOMY OO0 ’€KTY Mi3HAHHS, YaCTKOBHUHI
apceHal sKiii mpuBeieHb y paHile onyoikoBaHuX Marepiaiax [6,7].

Crnucok BUKOPUCTaHUX JHKEPel:

1.UTI-T Recommendation X.805 Security Architecture for Systems providing end-to-
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The goal of the information systems (1S) of electronic governments (EG) is to ensure a
high-quality level of access, efficiency and obtaining by individuals or businesses of state
services and information about the activities of state institutes. In the conditions of emergency
situations and martial law the work of the EG in certain territories of the country is especially
important for the population, when certain links of logistical communication are disrupted, or
people are forced to be outside the country. Currently, the state institutes of Ukraine work
under martial law conditions, and therefore the work of the electronic government IS is under
greater stress along with the increase in cybersecurity requirements. It is clear that access
management as a mechanism of control, supervision and monitoring of access to information
resources in computer systems and networks takes priority in emergency situations.

The occurrence of force majeure is usually accompanied by many factors that affect the
operation of IS and which include the following: power failure, termination or absence of
mobile communication, physical damage or destruction of hardware equipment. The
consequences of the influence of the specified factors have a different scale and nature. The
main problems for the IS are the restoration of the operational capacity of technical
equipment, software in the minimum time interval and checking the integrity and
completeness of information resources. Thus, for the EG, the main goal in certain cases is to
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ensure remote permanent protected high-quality access to relevant public services for the
majority of the population, regardless of location, as well as guaranteeing reliable storage of
national information resources: their integrity, relevance, confidentiality [1] .

With a high probability of occurrence of force majeure, an effective method of
preventing the loss of information for both objects and IS subjects are the establishment of a
multi-factor authentication process and the use of backup and replication of information
resources with an increased value of the process execution frequency [2]. This applies not
only to large volumes of data included in the IS, such as state registers of taxpayers, voters,
court decisions, and others, but also to data which contain user logins and passwords.

Thus, the implementation of the specified security measures increases the level of
security of access management to state IT resources, helps to restore it faster in working
mode, allows to significantly reduce the risks of unauthorized access to confidential
information of the subject and object, the integrity and completeness of information resources
of electronic IT government during emergency situations at minimal financial costs.

1. Verkhovna Rada of Ukraine. (2017). Zakon Ukrainy Ne°2163-VIIl «Pro osnovni
zasady zabezpechennya kiberbezpeky Ukrayiny». Holos Ukrainy. — Voice of Ukraine, 208
(2017).

2. ND TZI 3.6 -004-21 The procedure for implementing the information security system
in state bodies, enterprises, and organizations whose information and communication systems
process information whose protection is required by law and does not constitute a state secret.
Kyiv, 2021.

JIAXHW YIIPABJIIHHA PUBUKAMMU Y ITPOLHECI PO3POBKH ITPOI'PAMHOTI'O
3ABE3IIEYEHHSA ITPOCKTY

A. B.Ilinuyk, T.M.PynsinoBa
Yuieepcumem mummnoi cnpaseu ma ¢hinancie

Po3pobOka mporpaMHOro 3a0e3nedeHHs — 11 CKIaJHUI MpoIec MOCTIOBHUX MiH, TKUH
BHMAarae BEJHMKOI yBarw JIO JeTajell Ta MHJILHOTO KOHTPOJIIO HaJ KOXHHM eranoMm. IcHye
KiIbKa MOJIeJIeH Takoro Tpoliecy: KackagaHa (BOJOCIajHa), iTeparliiiHa Ta cmipaidbHa [1].
[Ipote, He3anmexkHO Bi 0OpaHOi MOJENI ICHYIOTh PU3HMKH, SIKI HEOOXiIHO BHUSIBUTH, 3HAUTH
IUIAXU iX YCyHEHHA a0o MiHiIMi3alii Ta MPOBOJUTH MOHITOPUHI HAasSBHUX PHU3UKIB Ha
KO)KHOMY €Talli po3poOKH MpoeKTy. Po3risHeMO OCHOBHI €TalM YIPaBJISIHHS PH3UKAMH.
VYropaBiiHHI pU3UKAMH TMPOEKTY MOYMHAETHCS 3 CHUCTEMHOIO aHamily. AHalli3 PHU3UKIB Yy
PO3po0IIi MporpaMHOro 3a0e3MeUeHHs MOBUHEH BKIIIOYATH OI[IHKY MOTEHUINHUX PU3HUKIB Ta
ix BIUMB Ha TpoekT. OliHKA PU3HMKIB MOBHHHA MMPOBOJUTHCH Ha KOXKHOMY €Tarli po3poOKH
MPOrpamMHOTro 3a0e3neueHHs, 100 KOMaHa PO3POOHHKIB Maja MOYJIMBICTh BUACHO BHSIBUTH
npobseMu Ta NPUMHATH BiINOBiNHI 3axoau. s NpOBENEHHS aHali3y pPU3MKIB MOXHA
BUKOPUCTOBYBATH Pi3HI MeToau. OaHUMHU 3 HaimomupeHimux Metonis € SWOT-ananiz ta
FMEA (Failure Mode and Effects Analysis). SWOT-anani3 103BoJisi€ OIIHUTH CHJIBbHI Ta
ci1abKi CTOPOHM TMPOEKTY, a TAaKOX MOXKIIMBOCTI Ta 3arpo3W, II0 BUHUKAIOTH Mif 4ac HOro
PO3pOOKH.
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FMEA nae MOXIUBICTH iIeHTH(IKYBATH MOTCHIIIHHI TOMWIKHA T4 BU3HAYUTH 1X BIUIHB
Ha TpoekT. Ilicns mpoBeneHHS aHali3y PU3MKIB HEOOXIAHO PO3pOOMTH TUIAH Mid, SKUN
BKJIIOYATUME 3aXOJH ISl 3MEHIICHHS pU3UKiB. L1 KpOKH J103BOJIATH 30UIBIINTHA HMOBIPHICTD
ycmimHO1 peaiizanii mporpamMHOTo 3a0e3reueHHs. YCHiliHA pealizaimis IporpaMHOTO
3a0e3neueHHs SBIIsi€ COO0I0 CTBOPEHHS MPOTPAMHOTO 3a0€3MEUCHHS y BCTAHOBJICHI TEPMIHU
BIMOBIJHO /IO TEXHIYHUX BHUMOI, BCTAaHOBIEHOTO OMODKETy Ta peamizamii ycix
(G yHKITIOHATFHUX MOXKJIMBOCTEH. Lle mpourocTpoBaHo Ha puc. 1.

Puc. 1. CxitanoBi ycmimHo1 pearizaiii mporpaMHoro 3ade3neueHHs

3annaHoBaHi BUTpaTH
BrogKeTy Ha pospobKy
nporpamHoro 3a6esnevyeHHs

Yeniwxa

peanisauja
.. nporpamHoro
_3a6esneueHHn

MNepesuwieHHA
\ BHTpaT Ha po3pobKy
\ nporpamuoro

3aGeaneyeHHa

Orxe, B 1UIOMy OUIBIIICT, PHU3HMKIB TpU peamizaiii MpPOEKTy TOB’s3aHa 3
HEJIOTPUMAaHHS TEPMIHIB PO3pOOKH, 3aIUIaHOBAHMX BUTpAT ab0 BIACYTHICTIO peamizalii
HEOOX1THUX (YHKIIIH MPOTPaMHOTO 3a0€3MeYCHHSI.

Takox ciij 3a3HAYUTH, M0 ICHYE AOCHUTHh 0arato IHIIUX 30BHINIHIX PU3UKIB, Ha SKi
KOMaHJa po3poOKH HE 3aBXAW MOKe BIUTMHYTH. LI pu3uku ciijg mpoaHamizyBaTH Tepen
IMOYaTKOM PO3POOKM Ta MEPIOJAWYHO TiJ 4Yac PO3POOKH MPOBOIUTH iX MOCHIIKCHHS IS
HpI/II/IHHTT}I VIIPaBIIiHCHKUX PIllIEeHh CTOCOBHO MPO€EKTY. [lepeniunmo nesiki 3 Hux:

PHU3UK BUTOKY JTAaHHUX Ta iHPOpMAIIii;

— PU3HK BTpPaTH KJIIOYOBHUX CITIBPOOITHUKIB B KOMaH]i PO3POOHMKIB MPOTPAMHOTO

3a0€e3IeUeHH;
— PU3HMK HOPUIWYHOI BIAMOBIJAIBHOCTI Yepe3 MOPYIICHHS aBTOPCHKHX IpaB ado
HEBIIMOBIIHICTh CTaHAapTaM OC3IEeKH JTaHKX;

— PU3HK BiICYTHOCTI IPOTHO30BAHOTO MOMUTY Ha IIPOTPAMHE 3a0€3IICUCHHS;

— pu3MK HemepeadadeHHX 3MiH y Taimy3i po3poOKu ImporpamHoro 3abesmneueHHs: abo
B €KOHOMIII1 B LILJIOMY.

Komanzi mpoekTy mepen MOYaTkoM po3poOKM Ta Ha KOXKHOMY e€Tali MpoLecy
POo3po0Ku cii 000B’SI3KOBO aHAII3yBaTH BUIIE3a3HAYCH] PU3UKU Ta aHAI3YBAaTH LUISIXU IS
3HIDKEHHS HACTaHHS HeOa)KaHWX HACHiAKIB i mpoekTy. OCHOBHUMH IIISXaMH IS
3MEHIIeHHsI HMOBIpHOCTEH HacTaHHS HeOa)kKaHUX HACTI/IKIB, HAa HMOBIPHICTh SIKUX MOXeE
BILUTUHYTH KOMaH/a PO3POOKH €:

— JeTalbHUN aHali3 TEeXHIYHUX BHUMOT 3aMOBHHMKA Ha pPO3POOKY MPOTPaMHOTO
3a0€3IeUCHHS,

— BUKOPUCTaHHs MeTojojiorii Agile mpu mniaHyBaHHI NMPOEKTY AT MOKIMBOCTI
MOCTIIHOTO BiICTEXKEHHS Mporpecy po3poOku [1];

— TEeCTyBaHHS MPOTPAMHOTO 3a0e3MeUeHHs Ha PI3HUX €Tarax MpoIecy po3poOKu Asis
BUACHOTO BHSIBJIICHHS Ta YCYHEHHS MPOOJIEeM;

— 3aCTOCYBAaHHS INTYYHOTO IHTENEKTy Ta METOJIB MAIIMHHOTO HaBYaHHS s
ynpaBiiHHs pusukamu [2]. lle [03BOAMTH B peXUMi pEATbHOTO 4Yacy BHUSBISATH
3aKOHOMIPHOCTI Ta CBOE€YACHO pearyBaTH Ha pHU3UKU. [Ipukiamom MOXyTb OyTH €KCIepTHI
CUCTEeMH, MepeBara 3aCTOCYBaHHs TAaKUX CHCTEM IOJISIra€ B MOYKIMBOCTI MPUNUHSATTS PillieHb B
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VHIKaJIbHUX CUTYaIlisiX, UL SKAX QJITOPUTM 3a3Jalierigb He BigoMuil 1 ¢GopmyeTbes 3a
BUXITHUMH JTAHUMH y BUTJIAJI MPaBWII NPUAHATTS pilieHb 13 6a3 3HaHb. l[Ipudomy pimieHHs
3aBlaHb NepeadayvaeTbcs — 3IMCHIOBaTH B YMOBAaX  HENOBHOTH, HEAOCTOBIPHOCTI,
0araTo3Ha4HOCTI BUXIHOI iH(POpMaLii 1 IKICHMX OLIHOK mporuecis [3].

VY mincymKy, aHami3 pU3UKIB y po3poOli MPOrpaMHOTO 3a0E3MEYCHHS € BaKIMBUM
€TaroM YIPABIIIHHS MPOEKTOM, SIKAM JO3BOJISIE BYACHO BHSIBIISATH TA 3MEHIIYBATH PU3HKH.
Jnst yenmimHOoi peamizarii mporpaMHOTro 3a0e3MeYeHHs MPOEKTY HEOOXITHO MOTPUMYBATHUCH
HA/IaHUX PEKOMEHJAIii CTOCOBHO 3MEHIIEHHS PHU3HKIB, a TaKOX NIYKATH HOBI LUIAXH JUIS
ynpaBiiHHS pusukamMud. OIHUM 3 TaKUX € BHKOPUCTAHHS IITYYHOTO IHTENIEKTY Ta METO/IB
MaIIMHHOTO HaBYAHHSL.

1. Maptin P. Yuctuit Agile: Ha3zan 10 ocHos / Maprtin P., B. Jlynenko. Xapkis: Bun-
BO «Panox» : ®abymna, 2021. 224 c.

2. Wagner D. Artificial Intelligence and Risk Management [Enextponnuii pecypc] /
D. Wagner, K. Furst // rmmagazine. 2018. Pexxum noctynmy 1o pecypcy:
http://www.rmmagazine.com/articles/article/2018/09/17/-Artificial-Intelligence-and-Risk-
Management.

3. Meroau Ta cucTeMHU WITY4YHOTro 1HTeNeKkTy: HaBuanbHMil MOCIOHUK Ui CTYAEHTIB
Hanpsmy mnigrorosku 6.050101 «Komm’torepni Hayku» / Yiman. : A.C. Casuenko, O. O.
CunenpnixoB. K. : HAY, 2017. 190 c.

AHAJII3 PU3UKIB 3ACTOCYBAHHS CYYACHUX TEXHOJIOI'TH Y
KOPIIOPATUBHOMY YIIPABJIIHHI KIBEPBE3IIEKOIO

B.M. l'aiinap:xuiicbkuii, T.M. PynsinoBa
Yuieepcumemy mummnoi cnpasu ma ¢hinancie

KibGepOesneka — 1e 3axolu, IO BXKUBAIOTHCS ISl 3aXUCTY KOMITIOTEPHHX CHCTEM,
€JIEKTPOHHUX MPHUCTPOiB, MEPEXK 1 JAHUX BiJ HECAHKIIOHOBAHOTO JOCTYIY, BHUKpaJCHHS,
MOIIKO/DKCHHST a00 3HMINEHHS. Y KOPIOPAaTHBHOMY CEKTOpi KiOepOe3neka € BaKIUBHM
MMUTAHHIM, OCKUIBKH KOMIIaHii 30epiraroTh 1 00poOIISIIOTh 3HAYHY KUTBKICTh KOH(DI1ICHIIIHHOT
iHpopmartii, Takoi Ak (IHAHCOBI JaH1 KIIEHTIB, IHTEJIEKTyaJIbHa BJIACHICTb, TUIAHU PO3BUTKY
Ta Oi3Hec-cTparerii. Skmo s iHQopmalis NOTpanmuTh y PYKH 3JIOBMUCHHUKIB, II€ MOXKE
MIPU3BECTHU JI0 3HAYHUX (PIHAHCOBUX BTPAT, PEMyTaI[li{HOT IKOIU Ta BTPATU JOBIPU KIIIEHTIB.
KpiM TOro, KOprnopaTUBHUN CEKTOpP TaKOX 3aJICKUTH Bl 1H(GOpPMALIMHUX TEXHOJOTIN s
3a0e3neyeHHs AUI0BOi IPOJYKTUBHOCTI Ta €(heKTUBHOCTI.

Tomy, 3abe3neyeHHs KibepOe3nmeKkHd € KIOYOBUM AacleKTOM YCIIIIHOI AisUIBHOCTI
KOPHOPaTHUBHOTO CEKTOpY, SKHM TMOBMHEH MNPUAUIATH JIOCTaTHIO YBary Ta PECypcH IS
3aXHUCTY CBOIX CUCTEM Ta JaHHX Bif Kibep3arpos.

CyuacHuil KOPIIOPAaTUBHUIN CEKTOP BUKOPUCTOBYE Pi3HI TEXHOJOTII /I 3a0e3MeUeHHS
kibepOe3nexu. Jleski 3 HUX BKJIIOYAIOTh:

1. Mepeorcesi 3axoou 6Gesnexu: Taki K BIIKIIOUEHHS HEMOTPIOHUX CIIYyXO, 3aXUCT

MepexeBoro Tpagiky, BUKOPUCTaHHs OpaHaAMayepiB Ta BIPyCHUX CKaHEPIB.

2. Kibepzaxucm: Takuil K mM(pyBaHHS NaHUX, aBTEHTU(QIKAIlisl KOPUCTYyBauiB Ta

3aCTOCYBaHHS MOJITUK JOCTYITY 0 JaHHX.

3. Po3ni3znasanns aHOManbHUX no6ediHOK: Takl K MallMHHE HAaBYaHHS Ta aHai3

JAHUX, 1110 JT03BOJISIOTH BUSBIIATH 3JIO0BMHUCHI Jii HA paHHIN cTaii.
4. [lepesipka yinichocmi npocpamHoz2o 3abe3nedenHs: Taka SK CKaHyBaHHS
BpA3MUBOCTEH Ta BUSBICHHS MOTEHIIIMHUX MUISIXIB aTak.

3aranoMm, 3abe3meueHHs KibepOe3meKkn B KOPHOPATHBHOMY CEKTOPI - 1€ CKIIaJHe

3aBJIaHHsI, SIKE BUMArae MmocTiiiHOT yBaru Ta BKJaJieHHs pecypcis[1].
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Takox IiIKaBUM MUTAHHSM € 3aCTOCYBaHHS IITYYHOI'O IHTEIEKTY B KiOepOe3meKy.
HITy4nuii iHTeNnekT B KibepOesneri Moke OyTH BUKOPUCTAHMUW Ui BHSIBJICHHS, 3aXUCTY Ta
BiTHOBJICHHS Bin kibeparak. Och JesKi 31 CIOCOOIB, SIKi MOXYTh BHUKOPHUCTOBYBATHUCS IS
BIIPOBA/KEHHS IITYYHOTO IHTETIEKTY B KibepOe3meky:

1. Bussnenns kibepamax: MITYIHAN THTEIEKT MOXKE BUKOPUCTOBYBATHUCS ISl aHATI3Y
JaHUX TPO MiNO3pLTY aKTUBHICTH B MEPEXKi, II0 MOKE BKa3yBaTH Ha KibepaTaky.
AJNTOPUTMH MAITUHHOTO HABYAHHS MOXYTh BHUKOPHUCTOBYBATHICS IS BUSBICHHS
3MiH y Tpadiky, SKi MOKYTh BKa3yBaTH Ha aTaKy.

2. 3axucm 6i0 Kibepamak. INTYIHUHN IHTEIEKT MOXKE BUKOPUCTOBYBATHUCS IS 3AXUCTY
BiJ Ki0OepaTak, HANpHUKIAJ, 3a JOMOMOTOI0 CHUCTEMH MAIIMHHOTO HAaBYaHHS, SKa
MO>K€ BUSIBJISITU Ta OJOKYBATH 3J0BMHCHI TPOrPaMu Ta LIKIUIMB1 BeO-CalTH.

3. BioHognenus 6i0 Kibepamak.: MTYYHUN IHTEIEKT MOYKE€ BUKOPHCTOBYBATHUCS IS
BIIHOBJIGHHSI JaHUX, fAKI OyJlMd TONIKO/PKEHI Mij 4dac kiOepartaku. Hampukian,
crCcTeMa MAIIMHHOTO HAaBYaHHS MOKE€ aBTOMATHYHO BUSBJISTH Ta BiTHOBIIOBATH
JaH1, 10 OyIU MOIIKOKEHI IIKITTUBUM KOJIOM.

3arajgoM, INTY4YHUH IHTEJIEKT MOXE BHUKOPHUCTOBYBAaTHCS B KibepOesmeri s
aBTOMAaTH3aIlil MPOIECIB BHUABJICHHS, 3aXHCTy Ta BITHOBJIEHHS BiJ KiOeparak. lle mosBoise
OUThII IIBUAKO Ta €(QEKTUBHO BUSBISATH Ta pearyBaTd Ha KiOepaTaku, IO J0TOMarae
3MEHIIUTH PU3UK BTPATH JTAHUX Ta IHIIUX HETATUBHUX HACHIAKIB [2].

[Ipn BmpoBaKeHHI MITYYHOTO IHTENEKTY B KibepOesneky, Moxke OyTu MoB's3aHe 3
pU3UKaMH, a caMe HNOMUIKOGI CNpAyl08aHHs: aJTOPUTMH MAIIMHHOTO HAaBUYaHHS MOXYTh
3poOUTH TOMMIIKY, SIKa MOXE IMPU3BECTH 10 HENPaBWJILHOTO BHSBJIEHHS KiOepaTtaku abo
OJIOKYBaHHSI JICTITHMHOI aKTMBHOCTI, 1[0 MOK€ MPHUBECTH A0 30UTKIB. Amaku Ha cucmemy
Wmy4Ho2o iHmenexkmy.: WTYYHUH THTEJIEKT MOXe OyTH CKOMIPOMETOBaHHM ab0 aTaKOBaHUI
XaKepaMH, L0 MOXE MPHU3BECTH A0 TOro, 10 aTakh Ha CUCTeMy OyayTh HE3aMITHUMH, a
TaKOX JI0 KpaabKKU KOH(QIACHIIIHOT 1HpOopMaIlii, 10 MOXKE MPU3BECTH 0 HEOE3MEKH IS
Oe3rnekn Ta KOHPIACHIINHOCTI JaHuX. Hedocmammiii pieens 3axucmy: y 3B'SI3Ky 3 THM, IO
IITYYHUNA IHTEJNEKT € HOBOIO TEXHOJIOTIEI0, MOXE BUHUKHYTH CHUTYaIlis, KOJH CHUCTEMHU
KibepOe3rekn He OyAyTh JOCTaTHBO 3aXMINEHI BiJl HOBUX BUIIB KiOeparak, siKi 34aTHI 001MTH
icHyro4l cucteMu. [lumanns KoH@iOenyiinocmi: BUKOPUCTAHHS INTYYHOTO IHTEJIEKTY B
KibepOesreni Mo)e Npu3BEeCTH A0 300py 3HAYHOI KUIBKOCTI JaHUX, IO MOYE CTaBUTH
MMATAHHS PO KOHDIAEHIIHHICTD Ta 3aXUCT IUX JAHUX BiJl HECAHKI[IOHOBAHOTO JOCTYITY.

3aranoM, BOPOBAKEHHS IITYYHOTO IHTENEKTY B KiOepOe3leKky BHMarae peTesbHOi
OI[IHKM PHU3UKIB 1 MPUUHAITTS 3aX0JiB 3a0e3medyeHHsT Oe3MeKH Il 3MEHIIECHHS MOKJIMBOCTI
BUHUKHEHHs HEOE3MeKU Ui JaHUX Ta CUCTEM.

KiGepOesneka € BaXIUBOIO CKJIAI0OBOI0 KOPIOPATUBHOTO YIPABIIHHS, OCKLUIbKU
kibep3arpo3d MOXKYTh MPHUBECTH JO CEpPHO3HUX HACHKIB, TaKUX SK BHUTOKH JAaHHUX,
MopyIIeHHsT O13Hec-MpoIleciB Ta HABITh 3arpo3a >KUTTIO Ta 3J0pOB't0 Jojaed. B mnpomy
KOHTEKCTI BHUKOPUCTaHHS Cy4YacCHHX TEXHOJOTi Moxe Oyt eQdeKTUBHUM 3aco00M
3a0e3neyeHHs KibepOe3meku B KOpHOpaTHBHOMY cekTopl. OjaHak, mpH I[bOMY BHHHUKAIOTh
PHU3UKH, MOB'A3aH1 3 MOXKJIMBUMH HAcTiIKaMHU B pa3l BUTOKY JAAaHUX, 3JI0MYy MEPEXi Ta IHIINX
kibepatak. KpiM TOro, BUKOPHUCTAHHS Cy4yaCHMX TEXHOJIOTiI Moxke OyTu J0poTuM Ta
CKJIQIHUM TIPOLIECOM, SIKHI BUMarae MoCTIHHOTO MOHITOPUHTY T4 OHOBJICHHSI.

HesBakaroun Ha 11e, BUKOPUCTAHHS Cy4aCHHX TEXHOJIOTIH MOXeE BIIKpUBATH TEpe.
KOpHOpaIlissMi HOBI MOKITUBOCTI, TaKi sIK aBTOMAaTH3allis 3aX0iB 3 Ki0epOe3neku, 3aXucT Bij
HOBHX THIIIB KibepaTak Ta 3a0e3Me4eHHs1 BUCOKOI e(peKTHBHOCTI 3aX0/IiB 3 KiOepOe3neKH.

1. Chapter 15 — Corporate Cybersecurity Strategy to Enable Artificial Intelligence and

Internet of Things URL.: https://www.sciencedirect.com/science/article/pii/B9780128185766000150
(mara 3BepHeHHs: 08.04.2023).
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2. The Security Concerns On Cyber-Physical Systems And Potential Risks Analysis
Using Machine Learning. URL:
https://www.sciencedirect.com/science/article/pii/S1877050922004811 .

PU3UK-BILINB HA OB’€EKTH KPUTHUYHOI IH®OPACTPYKTYPH

10.C.Tapacenko
Yuiseepcumem mummnoi cnpaeu i pinancie

O4eBUIHOIO € aKTyaJdbHICTh 3axucTy iHpopmauii (3I) mig mrarHoi podotu Oyab-
skoro 00’ekta kputuuHoi iHpacTpykTypu (OKI) i1 ioro (00’exrta) kibepOesmeku [1-4].
[Ipruomy 10 A0KAa30BOrO apryMeHTa BUIIlE3a3HAYEHOIo HeOOXiqHO BigHecTH 1 Hakaz MOHY
Ne 311 Big 20.03.2023 poxy «IIpo ampobaiiiitHe mTpoBeACHHS e€AuHOTO Jlep:kaBHOTO
KBamidikariitHoro icnuTy 3a crnemianbHicTIo 125 KibepOesneka y 2022/2023 HaB4abHOMY
potti», nani - €JIKI. IIpoBenenns mporo kBamdikamiiaoro icnuty Bigdyaerses 27.04.2023 p.
3a nporpamoro €JIKI 31 cnenianbHocTi «KibepOe3neka» Ha nepiiomy (O0akagaBpcbKkoMy) piBHI
BUILOI OCBITH, 3aTBEpPIKEHOI0 Haka3oM MiHicTepcTBa OCBITM 1 Hayku YKpaiHu Bif
04.11.2022 Ne 980 y xomm’rorepHoMy ¢opmari y (opmi 30BHIIIHBOTO HE3AJIEHKHOTO
OI[IHIOBaHHS 13 OpraHi3alli€l0 OYHOTO KOHTPOJIO (IPOKTOPUHTY) B HAJIEKHO OOJIAIITOBAHUX
KOMIT'FOTEPHUX ayTUTOpPIil. A OCKUIbKU PU3UKHU ICHYIOTH Y OyIb-sIKil TpodeciiiHiil AisUTbHOCTI
(y sKOCTI IpUKJIAAy: - SIK MpHU onTuMizarlii Bubopy 3aco6iB 3axucty OKI, Tak i myis mporecy
opranizamii 1 mpoBeaeHHs €JIKI), To pomaTkoBa nmeramizaiis MOXKIHWBOCTECH BIUIMBY
1H(MOpMAaIITHUX PU3UKIB CTa€ BUITPABIAHOIO.

30kpemMa, HE AWBJISYNCH HA BIICYTHICTh 3arajlbHONPHUHHATOTO (HOpMYTIOBaHHS
TepMiHy «iH(opMarii», ame BpaxoBYIOUYM €IWHHMA Tporec ii oOpoOku (Bim mKepena
BUHUKHEHHsS JO CIOXKHMBaya, peali3yloud, SK TpaBUJIO, JEKUIbKA €eTamliB: BUSBICHHS,
pO3Mi3HABaHHS, OILIHKH 1 T.J., BKIFOYAIOYH 1 3aKIIOYHUN — y BUTJIAI apXiByBaHHS), MOXKHA
CTBEPIUKYBATH, ILO: iHopmayiss — ye pe3yibmam O0NnocepeoKo8aHo20 GNaU8y y 6ucisaoli
NI3HABAILHO-HEMAMEPIAIbHO20 NOUYAMKOB020 NpedcmasienHs (cyocmanyii) v ¢ynoamenmi
oymms coyiymy, wo 3abezneuye 00CMOGIPHICMb | YINICHICMb 6 HAYKOBO-NPAKMUYHIL,
BUPOOHUYTL, NOOYMOSIN | THUWUX chepax HcummeOiIbHOCMI 1I0OUHU. Y TaKOMY KOHTEKCTI,
iH(popMarriiiHa cyOcTaHIis MoXe OyTH MpeCTaBiIeHa K Y BUTJIS/I €JICKTPOHHUX HOCIIB, TaK 1
y BUIIIAZI Bi3yaJabHOI a0o0 medaTHOI mpoaykiii. PakTHYHO TaKUM YUHOM 3IIHCHIOETHCS
MEBHUHN («OKUTTEBUW» TMpollec iHopMallii, SKHUM, 3a aHAJIOTIEI 3 JIOTICTHKOI, MOXKHA
kepyBaTH. OueBuaHO, 10 OyAb-IKOMY JAMHaMI4HOMY Ipouecy (y TOMYy Yuciai 1
iHbopMallifHOMY) BJIACTUBO BiMYYBAaTH PI3HOMAHITHI BUAM BIUIMBY, NMPHUOMY HE 3aBXKIU
MO3UTUBHOTO TMPHU3HAYEHHS 1 EHEPreTMYHOro piBHA. ToMy, y JaHOMY BHNAIKy s
OTpUMAaHHS KIHIIEBOTO pE3ylbTaTy, ONU3BKOTO O ICTUHHOTO (IIEPBUHHOIO), MOXeE
3HQI00UTHCS BUOIPKOBE a00 3arajbHe HIBEIIOBAaHHS IH(POpMAIIHHUX eTamiB. Sk mpaBuio, 1e
notpedye onTUMizalii HeONaroHaJAifHUX PHU3UK-BIUIMBIB Yy paMKaxX Cy4aCHMX JOCATHEHb
iHpOpMaLIfHIX TEXHOJIOTIH 1 BUAUIEHOTO Ha e Oromxkery. OTxe, K 1 Oyab-skuil mporec,
iHpOpMaLIfHUI PU3MK MOXKE TaKOXX IMiAJaBaTUCA aHalli3y, BCTAHOBIIOIOYM HOro SsKiCHE,
KiTbKicHe a00 KOMOiHOBaHi (y 3aJ€KHOCTI BiJ 4Hclia 1 BHUJIIB BIUIMBIB) 3HAa4eHHS. TakuM
YMHOM, PU3MKY 1 HOro MpPOSIBICHHSM BIAcTHBA ONepallis KepyBaHHsS, OCHOBHOIO LILILIIO
peamizallii SKOi € TONEepe/PKeHHS 3IryOHUX BIUIMBIB Ha 00 €KT 3aXUCTY, Kyau 3BUYANHO
BXOJMTS 1 iH(popMaliiiHa cyOCTaHILis.

Bumiesukiazene, ocobaMBO B OCBITHBOMY CEPEJOBMIIN (HAaNMpPUKIIAJ, MPU BUBYEHHI
Kypcy IIporpamHo-TexHiuH1 3aco0M 3aXuCTy iH(opMmalii), JOUUIbHO peanizyBaTH (0cOOIMBO
Ha TEpIIMX BBIAHUX JEKIISX) y BHUIVIAAI CTPYKTYPHHX CXE€M 3 pI3HUMH CTYNEHSIMHU
CKJIQIHOCTI: Bi/l 301IBIIEHOT (3 METOIO MEPIIOYEPTOBOTO CIPOIICHOTO CIIPUMHSTTS) A0 CXeMO-
TEXHIYHOT (3 MPOrpaMHO-JIOTTYHUM (YHKLIOHAJIOM), - y CYKYHNHOCTI BY3JIOB1 acCHeKTH
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HACTYITHOTO BUKJAJEHHS JAuciuIUiiHd. Tak Ha puc. | HaBexeHa 30iTbIIeHa cxema
MeTOJ0JIOT1i Mmi3HaHHs (MIpeacTaBieHHs) iH(opmMalii sk 00’ekTa KpUTUYHOI iH(pacTpyKTypu
(OKI) 3 ii MoOXnuBUMH (TIMOTETHYHUMH) CYNYTHIMH PU3MK-BIUIMBAMHM, LI0 Hajani
JieTai30BaHi y BIAMOBIIHOCTI 3 eBporneiickkumu ctanaapramu cepii ISO/EC 27000 [4].

HaBMHCHI PU3UK-BIIJINBU HEHABMHCHI
npiopUTeTH Ta L IH®OPMAIIA CYKYIIHICTh METOMIB Ta
3a0e3MEYEHHS 3aXUCTY > SIK 00’ €EKT 4— 3aco0iB 3a0e3neYeHHs
IKOKI inppacrpykrypu (IkOKI) saxucty IKOKI

Puc.1. [Ipencrasnenns iHdopmarii sk OKI 13 cynyTHIMH pU3HK-BITUBAaMU

30KpeMa, BHUKOPHCTOBYIOUM 3MICT BHOOpPY 3ac00iB 3axHCTy 3 MO3UIIA pU3HK-
iHpopMariiiHoT Oe3neku y wMexax 3actapuioro ISO/IEC TR 13335-4:2000, cknaaHo
MOMIINTUCS 3 TepepaxyBaHHSIM OCHOBHHMX BHUIB PHU3UK-BIUIMBIB Ha i1H(opMmalio, - SK
o0’exta kputuyHoi iH@pacTpykTtypu (IKOKI). V BiamoigHOCTI 3 uMM (OUB.pHC.2) —
nigcucteMy BuOopy 3aco6iB 3axucty (33) [kOKI mosxkHa po3risiatu 3 MO3UITIH:

- opraHiz3aniiHux Ta GI3UYHUX 3aC001B 3aXHUCTY 3arajJbHOTO 3aCTOCYBAHHS;

- crenuIYHUX 3ac001B 3aXUCTy 1H(OpMaIiHOT cUCTeMH;

- 3ac00iB KOH(DIIEHITIHHOCTI;

- 3ac00iB KOHTPOJIIO ILTICHOCTI;

- 3ac00iB 3aXHCTY JOCTYITHOCTI;

- 3ac00iB 3aXKCTY 3 MO3UIIIi CHOCTEPEIKHOCTI, aBTEHTUYHOCTI Ta HAJIITHOCTI.

_ [ BUBIP 3ACOBIB 3AXHUCTY (33)
IKOKI

NPUUHATTSA PILIEHHSA 3
BUBOPY 33 N

A

opraHizamiifHux Ta QisnIHIX
3ac00iB 3aXUCTY 3arajbHOrO
3aCTOCYBaHHS

BusBiieHHs Ta ineHTH}IKaLis
pu3uK-BUuBiB (PB)

\ 4

BcTaHOBIEHHS 10Ty CTUMHX
" | moporosux snauens PB (JITI3PB)

3ac00iB KOH(DIAEHIIHHOCTI

A 4

KineskicHa/sakicHa oninka PB

Topiusiaas 3 piHem JITI3PB

3ac00iB 3aXHCTy JOCTYIHOCTI SAxmo HI, SAxmo TAK,

TO: TO:

\ 4

A

3ac00iB 3aXHCTY 3 TO3ULLIT
CIIOCTEPEIKHOCT1, aBTEHTHIHOCTI
Ta HaJiMHOCTI

Ieperisiz (y pamkax max/min) JAI13PB

[IJICUCTEMA BUBOPY 33 IxOKI HIJICUCTEMA OBPOFKHU PB

Mownitopusr PB 3riguo JI[13PB

| |
| T
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
: 3ac00iB KOHTPOJIIO :
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |

Puc.2. IlpencraBieHHs HUKIIYHOCTI IPUHHATTSA pillieHb 3 BUOOpy 33

I3 BpaxyBaHHSIM BHOOpPY KpHUTEpiiB PU3MKY Ta «CTYNEHIO peajizallii 3alIaHOBaHUX
POOIT 1 TOCSATHEHHA 3allJITaHOBAHUX PE3YNbTaTiB» (TOOTO pe3ynbTaTUBHOCTI [5, 1m.3.7.11]), sk
NPaBUJIO, U TPOBOAATH omiHIOBaHHS BTpar Oesmeku 3rigHo JACTY ISO/EC 27000:2019
BITHOCHO KOH(IAEHIIHOCTI, IMITICHOCTi, IOCTYIHOCTI, CIIOCTEPEKHOCTi, ABTEHTHYHOCTI,
HajiiHOoCTI iH(opMaii [3]. [Ipu boMy piBEHb OCTaTOUHOTO MPUNHHATTS PillIEHHS 32 BUOOPOM
33 3abe3neuyeTbcs y MpoLeci ONTUMI3alii yNpaBIiHHSA PU3MKOM IIJIIXOM Oaratopa3oBoi
peanizariii npoueaypu oOpoOKH pU3MKa, BUKOPUCTOBYIOUH, HAMIPUKIIAA, METO MOCIiJOBHUX
HaOMIKEHb 10 3HIKEHHIO PU3UKY A0 MPUHHATHOTO piBHA (AWB.puc.2). Y IbOMY BHUMAIKY
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rinoTeTHYHa CTPYKTYpHO-010K0Ba migcutemMa o0pobku pusuky (IIOP) moBuHHa mociinoBHO
3a0e3neyuyBaTu:

- BUSBIICHHSI 1 pO3MTi3HaBaHHs pU3UK-BIUMBIB Ha [KOKI;

- BCTAHOBJICHHS IOPOTOBUX 3HauUeHb pu3uKy (I[13P);

- KUTbKicHY (TIpu OaXkaHHI, - 1 IKICHY) OIIIHKY PH3HKY;

- (pyHKIiOHANBEHE TOPIBHAHHSA BindimsTpoBaHoro curxay 3 [13P.

Kpim nporo, no ckmany IIOP moBuHHI BXOAUTH:

- CHCTeMa MOHITOPUHTY PH3HKY, sika 3a0e3neuye dinprpanito (mo max/min) I13P y
BUTJISAI BIICIYCHHS (3aBEPIICHHS) IOCTYIy 10 cucteMu. [IpuitHaTTa pimenss no subopy 33,
ne piBeHb [13P BcTaHOBIIOETHCS ampiopi, HAIPUKIIA, MO AHAJIOTI] 3 KPUTEPIEM ieaTbHOTO
cnoctepiraya abo Helimana-Ilipcona [6], 1110 BUKOPUCTOBYIOTh HE TUIBKU Y PajioJIOKallii;

- cucrema nepeouiHku [I3P, skxa 3maTHa BapitoBaTH JONMYCTUMHUMM 3HAYEHHSIMH
PHU3HKIB, 3a0€3MeUylour TaKMM YHWHOM 0Oaratopa3oBy peaiizailiio mporieaypu Bubopy 33,
OCTaTOYHE PILIEHHS MO SKUM 3anuniaerbes 3a Ocoboto, 110 NpuitMae pillieHHs.

3BUYAHO OYEBMJHO, II0 HACTUIBKM KOPOTKE IMpPEICTaBICHHS BBIHOTO JIEKIIHHOTO
Marepiany y MaiOyTHbOMY TOTpeOye OUIBIN JETAJIbHOTO BUKIAJCHHS (OMHUCY) ICHYHOUHMX
TEXHOJIOTIH 1 IHCTpyMeHTaIbHUX 3aco0iB Buay Coras, Ebios, ISAMM, IRAM2, PTA u T.1..
Arne, 3HaXOJsYMCh Y MeXaxX OCBITHBOI cdepH, MOTpiOHO MaTH Ha yBa3i, 110 HAWOUIBLI
JTOCKOHAJIMI TIPOIEC YIPABIIHHS PU3HKAMH HE JI03BOJISIE 3BECTH iX J0 HYNIA. TakuM YWHOM,
BUKJIaJIeHe BHIe (GOopMye 3arajibHe YsABIEHHS MO ITEPaliMHO-IUKIIYHUA Mpolec
YIOPaBIiHHS PU3UKOM [0 aroCTePIOPHO CTBOPEHOMY CHHUCKY MOTEHIIHHUX pPU3UKIB (Y
HamoMy Bunaaky — ue IkOKI) 13 BpaxyBaHHSM HMOBIPHOCTI iX HAcTaHHS 1 MOJIMBUX
HeraTuBHUX HacminkiB s koHkpeTHoro OKI. Ilpu 1bomMy akmeHTyeTbCs HACTYIHICTH 13
paHile BUKJIaJICHUMH CHEIIAIbBHUMU TUCITUTUTIHAMY, HEMIEPEPBHICTh MI3HABAIHHOTO TIPOLIECY
3 00paHOi cremiaabHOCTI 1 JOUUIBHICTh BUKIAJCHHS Marepialy 3 TMO3HI[A METOIUKH
M3HAHHS MPEIMETy BUBUCHHS Ta WOTO 3HAYMMOCTI Ha PiBHI BHKJIQJICHHS 3 BUKOPHUCTAHHSIM
HOPMaTUBHUX JCP)KaBHUX Ta MDKHApOJIHUX CTaHAApTiB. Yce 1e 0e3 CyMHIBY MiABHUIIYE
MPECTHKHICTh JIEKIIA Ta iX 3HAYUMICTh I CTYJCHTIB, IO y MiJICYMKY CHpUsi€ MalOyTHIM
oco0am, 110 MPUHUMAarOTh PIICHHS, CBIJOMO ITIJIBUIIYBATH CBil MpodeciiHuil pIBEHb.

1. JACTY ISO/IEC 27000:2019 (ISO/IEC 27000:2018, IDT) [ndopmartiitHi TEXHOJIOTI.
Meroau 3axucty. Cucremu kepyBaHHs iH(opMmamiiiHOw Oe3nekoro. Orisg 1 CIOBHHUK
tepMminiB. Kuis J{IT « YkpHIHIL]». Haka3 Big 16.10.2019 Ne 312.

2. ISO/IEC 27001:2013 HudopmarmoHHbie TEXHOJOTHH — MeToapl obOecredeHus
6ezonacHocT — CHUCTEMbI MEHE/DKMEHTa WH(POPMAIMOHHOW Oe3onacHocT — TpeboBaHus
/Information technology — Security techniques — Information security management systems
—Requirements/ Bropas penakiis. 2013-10-01.

3. . ACTY ISO/IEC 27005:2019 Indopmamiiini TexHosorii. MeToau 3axucry.
VYnpasninusa puszukamu iHopmaiiitnoi 6e3nexku (ISO/IEC 27005:2018, IDT) [lata mouaTky
aii 01.11.2019. JIT «YkpaiHCbkHil HayKOBO-AOCTIMHUN 1 HaBYaJbHUI LEHTp HpodIeM
cranfaptu3anii, ceprudikanii Ta sxocti» (Al «YxkpHAHL») dara npuitasarrs 16.10.2019.
MoBa nokymenta Amrmiiiiceka. International standard ISO/IEC 27005:2019 Information
technology -~ Security techniques — Information secure risk management.
https://www.google.com/url

4. Yu.S. Tarasenko, V.lu. Klym. Safety of critical infrastructure objects from the
positions of risk effectiveness reduction. // System technologies. Pp. 158-168. VVol. 4 No. 141
(2022): Published: 2023-03-04. uimnpo, 2022. — 205c.

5. JACTY ISO 9000:2015 (ISO 9000:2015,IDT) Cucremu ympaBiiHHSA SKICTIO.
OcHoBHi monoxeHHs Ta cinoBHUK TepminiB. KuiB 1T « YkpH/IHL», 2016. 51 c.

6. Tapacenko, lO.C. ®i3uuHi ocHoBu panionokanii [Tekcr]: HaB4. mocib. /
1O.C.Tapacenxko. — [I.: Bun—Bo «Iloporu», 2011.—487 c.
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TEXHIKH COIIAJIbHOI IHJKEHEPII TA KIBEPEE3IIEKA

B.I.bakaJo
Hauionanvnuii agiayitinuii ynieepcumem

[HpopmalLis € BaXIMBUM PECypcoM JepKaBH, KOMEPIIHHUX CTPYKTYp 1 MPHUBATHUX
oci0. Tomy i 3axHCT AyKe BaXKIMBUI 1 aKTyaTbHUN M1l 9aC BOEHHOTO CTaHYy.

HarnionanbHuii KoopauHaiiftHuii neHTp xidepOesneku npu Pani HanionansHOT Oe3nexn
1 06oponu Ykpainu crinbHO 3 HarionansHuM OaHKOM YKpalH! 3aIlyCTHIIM MIPOEKT 3 IPOTHIIT
KifepmaxpaiicTBy y (iHaHCOBOMY CeKTOpi. Moro Meroro € 3aXHCT IPOMAjsiH Bil KPamibKoK
KOLITIB uepe3 (IMIMHIOBl KaMIaHil, 1[0 aKTUBI3yBaJIMCS B I1€PI0JI BOEHHOTO CTaHY.

W01, Wkianveuii (0bpa3nmnsuii) BMICT
m 02. WWkianmeumin NporpamHmia kog,
m 03. 36ip iHpopmaLlii 310BMUCHUKOM
B 04. Cnpobw BTpyYaHHA
05. BrpyuaHHsa
06. MNopyLueHHA JOCTYMHOCTI
07. MopyLueHHs BractuBocTel iHpopmaLil
08. LLaxpaiicteo
m 09. Bigoma Bpasnmeictb
W 10. [Hwe

Puc. 1 — Kibepinuunentu

B Vkpaini 3HayHO 3pocia KUIBKICTh BHMNAAKIB KiOepmiaxpaiicTBa. 3 OTJIAIy Ha
MacmTabu i€l 3arpo3u, HalloOHAIBLHUN TelekoM orepaTop KuiBcTap 31iHCHUB 1HBECTHUIIIT y
posmipi 300 MUIBHOHIB TpPHBEHb Yy TPOEKTH LHU(PPOBOTO PO3BHUTKY, KIOEp3axwCTy 1
KibepOe3rnekn YKpainu.

HecrabinpHa emorriiiHa MOBEIIHKA JIFOACH Y CTPECOBUX CHUTYAIISIX CTaja CHPHUITIMBUM
(hoHOM /7151 PI3HOTO BUIYy OOMaHYy.

MacoBe po3cuiiaHHs PI3HOTO BUAY iH(OpMAIIil TeX € 3arpo30r, 00 MOXKE MICTHUTH HE
TUTBKH KOMIT'FOTEPHI BIPYCH, @ TIOBIIOMJICHHS 110 MOITUPIOIOTH (PEHKK Ta HETaTHB.

[Ticns maibke 36 pokiB 3 MOMEHTY MEpIIOi 3rajku Mpo HhOro Ta maibke 30 pokiB 3
MOMEHTY MHOSIBM NEpPUIMX MPUMITUBHUX (OpM aTak y yaTax (DIIMHT BCe IIe 3aIUIIAETHCS
OJIHI€I0 3 HAaHOLIBIIKMX 3arpo3 B [HTEpHETI.

Sk 1 Oyap-siKa TEXHOJIOTIS (DITMHT PO3BUBAETHCS, BIOCKOHAIIOETHCS BiJl MPOCTOI iMiTAIlil
HAJIIITHOTO cepBicy /10 aTak Ha KputuuHy iHpacTpykTypy (Colonial Pipeline, CILIA).

Y 1990-x pokax 3’gBHBCS TepMiH «QIIHUHT» SK TO3HAYCHHS BUKOPUCTAHHS
axpaiChKUX €JICKTPOHHUX JIUCTIB, 100 «BHJIOBIIOBaTH» I1HGOpPMAIlIO Big HIYOr0 HE
nigo3prorounx kopuctyBauiB. AOL Inc. (aMepukaHcbka MeAiaKOMIIaHis, MOCTa4allbHUK
OHJIaHH CepBICIB Ta EJIEKTPOHHUX JOLIOK OTOJIOICHb) Oyina MOMYJISAPHOK CHCTEMOIO
KOHTEHTY 3 JOCTYNOM 0 IHTepHeTy, 3MOBMUCHHKH BUKOPUCTOBYBaIM (DIIMHT 1 OOMIH
MUTTEBUMH TOBIIOMIIEHHSIMH, 1100 MacKyBaTHcs MiJ cniBpoOiTHUKIB AOL, mo6 oOmaHOM
3MYCHUTH KOPUCTYBauiB PO3KPUTH CBOT OOJIIKOBI JIaH1 JUIsl BUKPAJEHHS OOIIKOBUX 3alUCIB.

@imuHroBi enekTpoHHi juctd y 2000-X pokax CTaad BHUKOPUCTOBYBAIHUCS, I100
0o0MaHOM 3MYCHUTH KOPHCTYBadiB PO3KPUTHU OOJIKOBI JaHi CBOro OaHKIBCHKOTO PAaxXyHKY.
EnexTpoHHI MHCTH MICTUIU TMOCWJIAHHS Ha IIKIATUBUNA cCailT, Skui nyOmroBaB odiumidHUN
0aHKIBCBKUN cailT, ajie JoOMeH OyB HE3HauHUM BapiaHTOM OQILiIfHOrO JOMEHHOTO IMEHI1
(HampukIaz, paypai.com 3aMmicTe paypal.com). Ili3Hime 370BMHUCHHUKM NepeciilyBajly 1HIII
oOmikoBi 3amucH, Taki sk eBay i1 Google, mo0 BuKpacTu OOJIIKOBI JaHi, BUKPACTH TpOILI,
BUMHMTH I1aXpaiicTBO a00 PO3CHIIATH CIIaM 1HIIMM KOPHCTYBadyaM.

[lepmmii mo3oB npo ¢immur 6yB moganuit y 2004 pomi mpotu KaniopHiHCEKOTo
OTITKa, SKUH CTBOPUB iMiTalito caiity «America Online». 3a J10NOMOT0I0 I[LOTO
nizipo0seHoro Bed-caiiTy BiH Mir oTpuMaTH KOH(DiAeHLIHHY iHpOpMaIlilo BiJ KOPUCTYBaYiB 1
OTPUMATH JIOCTYII 0 AaHUX KPEITUTHOT KapTKH, 11100 3HATH I'POIli 3 IXHIX paxyHKIB.
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ComianbpHa 1HXEHEpis SK METOJ MAaHIMYITIOBaHHS JIIOJCHKOIO TCHXIKOKO JOIOMarae
KibepiraxpasM B iX He3aKOHHUX JifX. DIimMHroBi IMCTH — eQEKTHUBHMIA, CIIeBUi,
0€3KOIITOBHUH IHCTPYMEHT JJIs IIBUKOTO OTPUMAHHS JIOCTYITY JIO PI3HOTO BUY JaHHX.

[TiqmToBXyIOUN 10 CIOHTAaHHUX Jil Tepe]] 3arpo3010 OJIOKyBaHHS OOJIIKOBOTO 3aIlHCy,
BTPATH T'POIIEH YU KIIIEHTIB JIIOAM JAiI0Th HEOOIyMaHO Ta HE PO3IMI3HAIOTH HEOOIPYHTOBAHUX
BHMOT, MIJO3pUIMX 3anuTiB. PosmizHaioTh oOMaH Jumie Micast TOro, SK IepecTaHyTh
XBUJIIOBATHCS, PETEILHO BCE 3BAXKATH - 0a4aTh pe3ysbTaT IIaxpaiicTsa.

BukopucroByroun, 31aBanocs 0, HEBUHHY €JIEKTPOHHY IMOIITY, KiOEP3IOYMHIII MOXKYTh
OTPUMATH HEBEIUKY TOYKY OIIOPHU Ta PO3BUHYTH II.

Jlifoun 3a TPOCTOIO JIOTIKOKO MIaxpai OTPUMYIOTH JOCTYII /IO NEPCOHATBHUX TaHHX.
BukopucToByroun mpocTi KpOKH, SIKi TOKA3aHO Y CXeM1 BOHM OTPUMYIOTh (PIHAHCOBI pecypcH
JOBIPJIMBOTO KOPHUCTyBayYa.

(immHroBHit
€IIeKTPOHHHIT JTHCT

l nopanuii haiin

B3A€MOIIS 3 9 HTTPS 3ammuT IOmTIH
KOpICTYBageM

‘html patin Hagicaani 0G1ikoB; hxxps://aerothrustsystems[.Jcom/n/vk..php

JIaHl €IeKTPOHHOT
[IOIITH MepeHanpaBIeHHS

aJpeclt pecypey

hxxps://cbe-design[.]Jcom/wp-content/Plugins/SPZ/Invoice0312[.]PDF

Puc. 2 — V3aranpHena cxema JaHIiora aTaku
BukopucTtoByroun Jr0JChKI ClIaOKOCT1 (PIIIMHT PO3BHBAETHCS, BJIOCKOHATIOETHCS 1 Ha
CBHOI'OJIH1 BiJOMI1 TaKi HOT'0 BUIH:

. OMaHJIMBUN  (QIIMHT  (TOCWJIAHHS  €JIEKTPOHHOI  TOIITH, SKI  IEPEeHANpPaBIISIOTh
KOPHCTYBayiB Ha IOMHJIKOBI BeO-caliTh 300py JaHMX, HANPHUKIA] OOIIKOB1 JaHi JyIs
BXOI1Y);

. migpoOka BeO-calTiB (KOMaHIM javascript BUKOPUCTOBYIOThCS s 3Mian URL-aapecwu,
Ha SIKY BOHU BeayTh. Lle Moe craTucs, Ko BiIKpUTH (ajbiiuBy BeO-aapecy 3aMicTh
JIETaJIbHO1);

. o0xin  ¢ubTpa  (3aMICTh ~ TEKCTY  BUKOPHUCTOBYIOTBCS ~ 300pa)KEHHS, TOMY
aHTU(DIMIMHTOBUM (DLIBTPAM BaXKKO BUSBHUTH iX);

° rOJIOCOBUH (iIMHT (I3BIHKM 3 OaHKIB 3 BHUMOTOI HaJaTH KOHGMIMCHIIAHI JaHi IS
KpPaJADLKKH TPpOLIEH, MOKYIOK);

o SMS-}immHr (MoBiIOMIEHHSI OMaHJIMBOTO XapaKTepy: «BH BUTPAIM NPHU3, HATHCHITH
..., 100 MO/IaTH 3aIBKY»);

o InSession Phishing (BinkpuBae crimBarode BIKHO, K€ BBOJUTh KOPUCTYBaya B OMaHy);

o MOOUTbHUHM (ILUHT (CIOHYKaHHS MOOUTbHMX a0OOHEHTIB MepeKa3zyBaTH I'polli 31 CBOr0O
paxyHKy Ha paxyHOK Iaxpasi);

o cnyiHr (TakTHKa BHUAAaBaHHSA ce0e 3a KOTroCh 3 METOI0 OTPHUMaHHS AOCTYIY M0

KOHQ1IEHIIMHNUX TaHUX a00 OaHKIBCHKHX PaxyHKIB).

diHaHCOBA BUTOJa € OCHOBHOIO METOIO OUTBIIOCTI (DIIIMHIOBHX aTak. Maiouu Ha MeTi
KOHKPETHI I[UTi, 10 MICTATh JaHi KPEAUTHUX KapTOK, BEJIHMKI CyMH Tpoulei iXHi 3yCHIIs
CIIpSIMOBaHI Ha €JEKTPOHHY KOMEpIIilo, COLianbHiI Meia, (pIHAHCOBI YCTaHOBH, IUIATDKHI
cuctemu, I T-koMmaHii, TeTeKOMyHIKaIliifH1 KOMIaHii Ta KOMIAaHii 3 TOCTaBKH.
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QIMUHT MOCTIHHO PO3BUBAETHCS, 00 00INTH 3acO0M OE3MEeKH Ta BUSBICHHS JTIOAbMH,
TOMY TOTPIOHO TOCTIHHO BYHMTHCS pO3Mi3HABaTH HalHOBImI crpaterii ¢immary. o6
CIIPOBOKYBATH CEPHO3HE MOPYIICHHS JaHUX, MOTPIOHO JIUINE OJMHIN JIOJUHI MOTPANUTH Ha
¢imuar. OCch YoMy IIe OJHA 3 HAHOUIBII KPUTHUHUX 3arpo3, SIKy HOTPIOHO MOM’SIKIIWUTH, 1
HalCKJIaAHIIIa, OCKUTBKM BOHA MOTPEOYE JIFOJCHKOTO 3aXHCTY.

XKeprBamu kibepiiaxpaiicTBa CTalOTh COTHI THCSY YKpaiHIIiB, SIKi BTPA4alOTh JECATKH
MUIBAOHIB TPUBEHb MIOJMHS. YKpAiHChKi OaHKM OJOKYIOTh Taki KOIITH HAa paxyHKax
3JIOYMHINB, 1 IiJ Yac pO3CIiayBaHHS 3J0YHMHIB Tpolli moBepratoThes. [IpoTe He 3aBxan
MOJKJIMBO 3a0JIOKYBaTH BHKPAJCHI KOIITH BYACHO, 00 BOHM MEPEPAXOBYIOTHCA HA TEPUTOPII,
HE MIKOHTPOJIbHI IPABOOXOPOHHUM OpraHaM Y KpaiHH.

3axucT B (QIUUHTY € BaXJIMBUM KOMIIOHEHTOM Oe3nedHoi poOoTu Oyab-sKoi
CTPYKTYpH Ta (iHAHCOBOi Oe3MeKu JOAUHU. ToMy MpOCTi Al TONOMOXYTh BaM YHUKHYTH
HENIPUEMHOCTEMN:

- BUKOPHUCTOBYIOUM (UIBTPU CHAMy MU 3aXHUIIAEMOCH Bi HbOro. OUIBTPHU aHATII3YIOTh
MOXOJKEHHST MOBIJJOMJICHHSI, MIPOTpaMHE 3a0€3MeUYeHHs, SIKEe BUKOPUCTOBYBAJIOCS ISl MOTO
HAQ/ICWJIaHHS, 30BHIMIHIA BUTJSA I BH3HAYEHHS YH BOHO € CIIaMOM. AJle Maemo
BpaxOBYBaTH IO HE 3aBXIu cram-(utbTpu HitoTh Ha 100% To4uHO (OJOKYIOTH €IEKTPOHHI
JIUCTH 3 3aKOHHUX JKEPEI);

- 3MiHA HAJAIITYBaHb Opay3epa MOXe 3armo0irTé BIIKPUTTIO MIAXpaliChbKUX BEO-CAMTIB,
OCKUTHPKHA BOHHU 30€piraroTh CIUCOK MiAPOOJICHNX BeO-CaWTIB, 1 TPH OTPUMAaHHI JOCTYIY 0
BeO-caiiTy ampeca OJOKYeTbCsl ab0 3’ABISIETHCS TOBIMOMIJICHHS 3 TOTIEPEKEHHSAM. Taki
HaJaIITYBaHHS IOMTOMAraloTh BIIKpUBATH JIMIIIE HAJIiTHI BeO-CalTH;

- OaHKIBChKI Ta (hiHAHCOBI YCTaHOBHW ISl 3amoOiraHHs (IMIUHTY BUKOPHUCTOBYIOTH
MOHITOPUHTOB1 CHCTEMH,

- CNII TaM’ATaTH, M0 3aXHuIleHl BeO-caliTu 3 miicHuM ceptudikatom Secure Socket
Layer (SSL) mounHarotbes 3 «httpsy.
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METOAOJIOI'TA PO3POBKHU ITPOI'PAMHOI'O 3ABE3IIEYEHHSA KANBAN:
IIPUHIMUIIN TA IIEPEBAI'

0. Jlebinn, 5. Jebinb
Yuieepcumem mummnoi cnpasu ma ¢pinancie

VY Oynp-sKOT0 MpOrpaMHOro 3a0e3MeueHHs € CBIM KUTTEBUM LIMKI — €Tamy, yepe3 sKi
BOHO MPOXOJHUTh 3 IMOYATKy CTBOPEHHS J0 KiHUA po3poOku. Haliwacrime me miaroToBka,
NIPOEKTYBAHHs, CTBOPEHHS Ta MiATpUMKA. ETamu MOXyTh Ha3uBaTHCS MO-piI3HOMY 1
noauATUCS Ha Outbln ApiOHI craaii. HeoOXinHiCTh BHOMpPATH METOIOJOTIl PO3poOKU
MpOrpamMHOro 3ale3nedeHHs: O0IpyHTOBaHA SAKICHUM MigXo1oM. OCKUTbKH 0€3 YITKOTO IUIaHy
Jiif MO>KHA MI0YaTH CTBOPEHHS MPOJYKTY, ajie TaK 1 He 3aKIHYUTH Horo. ICHYIOTh pi3HOMAaHITHI
METOJI0JIOT1], 110 MOKpaIyloTh poboTy. Tak, HampuKiIaa, KackagHa MOJeNb, iTepaTUBHA Ta
IHKpeMeHTHa Mojieni, V-mozenb, RAD ta Agile moneni.
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OmanM 13 migxoniB Agile € Tak 3BaHa cucTeMa MOCTAHOBKM 3aBIaHb Ta OpraHizarlii
pobounx mpoueciB KanbaH, BoHa HanpaBieHa Ha €PEKTUBHE JIOCATHEHHS MMOCTABJICHOT METH.
['070BHUII MpUHIMIT TOJIATa€ B OOTOBOPEHHI MPOIYKTHBHOCTI y PEXHMIi peabHOTO dacy,
HAOYHOCTI TPOCYBAaHHSA POOOTH. YYACHUKH KOMAaHAW MArOTh 3MOTY OauWTH CTaH 3aBJaHb y
OyIb-sIKUH Yac, OCKUTLKH BOHU Bi3yaJIbHO TIPEIICTABJICHI HA CIICIiabHIM JTOTIIIII.

IacTpyment ympasninas Agile-npoexkramu, KanbGan-omnika, jonomarae BiyallbHO 1OJIAaTH
3aBJIaHHS, BU3HAYUTH OOCSAT HE3aBEpPIIEHOI pOOOTH, MiIBUIIUTH 1i €PEKTHBHICTh Ta MIBHIKICTb.
Meron 3acHOBaHMI Ha YIPaBIiHHI BHKOHAHHSIM 3aBJaHb 3a JIONIOMOTOK0 KAapTOK, IO
CHTHAJII3YIOTh IPO HACTAHHS Ta 3aBEPIICHHS ITEBHUX eTaIliB. Taka cucrema JI03BOJISIE JICJIeTyBaTH
3aBIaHHS, KEPYBATH peali3alli€l0 MPOEKTY OyIb-AKO1 CKIIQIHOCTI, IMIBHIKO BHSBISITH CIA0Ki
MICIIs. YYacHHKaM KOMaHJW MPOCTIlIe BUKOHYBATH 3aBJaHHs, O(OpMIIEH] BI3yallbHO, 3pPOCTaE
e(EeKTUBHICTh pOOOTH TMPU OJHOYACHOMY 3HMKEHHI HABAaHTA)XEHHS, /10 TOTO K BUPIIIYETHCS
mpobsiema 3ipBaHUX JC/UIAWHIB Ta 3aBliaHb, M0 3a0yiM BUKOHATH. TakKoXK JIOIIKA HE TUIBKH
JIONIOMAarae BUSIBUTH HEJOJIKHM, Taka Bizyajli3allis POLECy MoKa3ye BHECOK Ta LIHHICTh KOXKHOTO
CIIBpOOITHHUKA, 10 € JpKepenoM MoTuBauii i mozaed. [loyatn moOynoBy cBO€i cucteMu
Kanban Mo’kHa 3 IpoCTOi JOIIKK 3 TphOMa OCHOBHUMHM KoJioHKamu: 3pooutu (To do), ¥V poboti
(Doing), I'otoBo (Done). Ane y BHUNaaxky 3 po3poOKOI0 MPOTPaMHOTO 3a0e3MevYeHHs] MOXKYTh
MICTUTH TaKi PO3JUIM, SK: OOTOBOPIOBaHI 3aBIAaHHS, y3TOJDKCHI 3aBIAHHS, HAIMMCAHHS KOIY;
TECTYBaHHSI; ATBEP/PKEHHS; BUKOHAH1 3aBJJaHHS TOLLIO.

Bnepmie xonmenmito Kanban-momku po3poOmiia Ta BOpoBaguia Ha CBOIX 3aBOJax
koMmraHis Toyota. BidyanbHa cucTema ympaBiiHHS 3aBJaHHAMHU JOMOMOIJIA MEHEKepam
LIBM/IKO TIABUIMTH e(peKTHBHICTh oprai3arii BAPOGHHUOTO Mpolecy Ta HocTayaHHs. Moro
OCHOBHOIO METOIO CITOYATKy Oyia MiHIMI3aIlis BIAXOAIB 0€3 IMIKOIW MPOJTYKTHBHOCTI.
['omoBHE 3aBJaHHS — CTBOPEHHS OUIBIIOI IIHHOCTI JUIsl KJIIEHTa Oe3 30LIbIIEHHS BUTpAT.
3aBasku cBOil epexTuBHOCTI KanOan 3anumuB cdepy aBTOMOOUTBHOT MPOMHUCTIOBOCTI Ta OYB
3aCTOCOBaHMM B IHIIMX cekTopax: (iHaHcax, Mapketunry, IT-iHmycTpii (po3poOxa
mporpaMHOTO 3a0e3rnedeHHs ) Ta iH [3].

BaxxnuBo 3HaTH OCHOBHI MPUHIIUITH, 00 KOPUCTYBATUCS JAHOIO METOIUKOIO, OCKUTBKH
OJIHI€T TOIIKK HeMoCTaTHBO. Lle ckopime mobaxkaHHs I YCHIMIHOT poOOTH, aHDK JKOPCTKI
npaBuiia. Y Il METOIUIII 3MIITANKCS MPUHIKIHK agile-meToaoorii 1 lean-mucnenus. OToK,
MepIIMi MPUHIKI — IIe Bi3yaurizallis mpoueciB. Bapro 3abe3meunTt, mob yci mocraBiieHi
3aBiaHHs OyJo J0JAHO y IUaH. IXHill cTaTyc BapTO OHOBJIIOBATH B Mipy 3aBEpIIEHHS €TaIliB,
oo BXe Npodnum. TakuM YMHOM MOHA CTEKUTH 3a MPOrPecoM Ta KpPOK 3a KPOKOM
MPOCYBATUCS Brepes 1 OauuTHU 3aBAAaHHS, JUIS BHPIIICHHS SKUX HEOOXIMHO OUIbIIE Yacy Ta
nornomoru. [lpyre — 3rpynyBaHHS 3aBaaHb. Halmpocrimie — po3AUTMTH 3aBIaHHS Ha TPU
konoHku: «Tpeba BukoHatm», «Bukonyerbcs», «Buxonanoy». Takuii minxin mnepemdauyae
Bi3yaizaiito poOoYoro mpoiecy Ta nepeMilleHHs OTPUMAHOTO 3aBJaHHs 3 OJJHOTO eTamy Ha
iHmmii. [lo-Tpere, moTpiOHO 3BepTaTH OCOOIMBY yBary 1O HE3aBEPIICHUX 3aBlaHb. SIKIIO
3aB/IaHHA 3aTPUMYIOTHCS HA SKOMYCh 3 €TalliB, BApTO pO3iOparucs B MPUUYHHAX, PO3MIOAUTUTH
pecypcu y pasi notpebu abo HafaTH NOTPIOHY MIATPUMKY JJIs 3aBepiieHHs podotu. e onun
BKJIMBUI MPHUHIINI — MOCTIHHE BAOCKOHAJCHHS Ta MOKpaiieHHs [2]. OCKUIbKH KOHTPOJb 32
JOTPUMaHHIM TEPMiHIB BUKOHAHHS 3aBJIaHb Ta iX NEPEMIIIEHHAM 3 OJJHOTO PIBHS Ha IHIIUH Y
i cuctemi gomoMarae 0auuTu cialki Micisg B poOoTi. Takum 4YWHOM, MOKHA YITKO
BU3HAYMTH, JI€ CIII OPUIUTUTH Oulblie yacy poOOTi, @ B IKMX CUTYyallisiX MOTPIOHO 3MIHUTH
HaBaHTaXeHHS. TakoX TyXe BaXKIUBO MIIATPUMYBATH JIJIEPCTBO Ha BCIX PIBHAX, TaK 5K
JiAEPCHKI i Ha BCIX PIBHAX — BiJ OKPEMHX MPAIIBHUKIB 1 @ 10 CTAPIIOTO MEHEIKMEHTY —
IyXe Xopoiia o3Haka [1] .

[MopiBusiaast Kanban 1 Scrum. IcHye 11e Taka cucTemMa yrmpaBiliHHS MMPOEKTaMH, SKa Ha
nepmuid morysia cxoxka 3 KanbGanowm, mo HocuTh Ha3By CkpaMm (aHIJI. scrum), BOHA TEX
BioOpaskae Mmpoliec BUPIMICHHS 3aBIaHb 1 IOTIOMAarae JOCsATaTd MOCTaBlIeHUX Iineil. OmgHak
MDK ITUMH JIBOMa METOJAMH € CYTTEB1 BIIMIHHOCTI. BapTo BUAITUTH TOJIOBHI 3 HUX:
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1. 'V Ckpami pobota ninuThcs Ha (as3u, SKi Ha3MBaIOTh cpuHTaMu. KoxkeH i3 HuUX
BUpILIy€e TEBHE 3aBJaHHA — YacTHUHY MNpoekry. [licis 3akiHYeHHs CHPUHTY € SKHICh
KOHKPETHUH pe3yibTaT, SKHM MOKHA OI[IHUTH Y Tpe3eHTyBaTh 3aMoOBHHUKY. Y KanOani
poboTa Hajx 3aBJaHHSAM PO3JUICHA Ha KUIbKa €TalliB 1 BOHA BBAXKAETHCS BUPIMICHOIO TLIHKU
IICIISL TOTO, SIK MPOWIIIA IX YCI.

2. 'Y Kanbani MOXHa po3AUIMTH Tiporiec Ha Oyab-saKi Bignoigai eranu. Y Ckpami €
KOHKpETHA CTPYKTYpa, IO J03BOJIE€ CPOKYCYBATHCh Ha pe3yibTaTax.

3. Y Ckpami He MOXHAa BHOCHUTH 3MIHHM B IIpoleci poOOTH, MO0 HE mepepuBaTH
cnpunT. Y KanOani HaBaku — MOKHA 3MIHIOBATH TMepeOir MoAii, sSKIIO 11e 3HaT0OUTHCS.

4. Y Kanbani HemMae BHMOT IIOJO MPOBEACHHS IMOJCHHHUX 3YCTpiueil IS OIIHKH
pe3ynbTaTiB BUKOHaHOT poOoTH. ¥ Ckpami 116 0CHOBa BUKOHAHHS MTPOEKTY.

5. V¥ cucremi CkpaMm € 4YITKO BHU3HA4Y€HI POJIi: BJIACHUK MPOAYKTY ab0 MEHEIKep
MIPOJIyKTY, CKpam-maiicrep Ta koManaa. ¥ KanOani Takoro nojauty Hemae, poOOTOI0 KEpYIOTh
yC1 yYaCHUKH TIPOIIECY.

[TepeBaru ta Hemouiku. Y metonosorii KanOan Hemae >KOPCTKUX TMPABUI YU OOMEKEHb.
Tomy i1 BUKOPHUCTOBYIOTH Y Halpi3HOMaHITHIUX cdepax. Tox MOKHA BUJIUIUTU OCHOBHI
repeBaru, SIKUMHU BOHA HaJIUICHA:

1.  Haounicte mpocyBaHHS poOOTH Ta TPO30pPICTH pobouoro mpomecy. OnHa 3
TOJIOBHUX TIepeBar AaHOi METOIOJIOTi YyIpaBIiHHs mpoliecaMu. Jleriie BUSBIISATH Ta YCYyBaTH
poOJIEeMH, KOJIH € JOCTYIH J0 MOCTaBJICHUX 3aB/IaHb Ta Pe3yJAbTATUBHOCTI MMPOCYBaHHS Y BCiX
YWICHIB KOMaHIU. Tak KOXeH MOKe MBUIKO OTPUMATH 1H()OPMAIIiIO PO CTaH MPOEKTY.

2.  T'myuxictp mmanyBaHHS. KoMaHma 30cepe/pKyeThesl JIMIIe HA TICBHOMY 3aBJIaHHI,
HE3BaKalouu Ha Te, M0 iX MoXke OyTH JeKiIbKa. TakoX KEepiBHUK MPOEKTY MOXKE 3MIHIOBATH
MPIOPUTETH BUKOHAHHS POOOTH, HE TOPKAIOUUCh Oe3mocepenHbo pobodoro mporecy. [licms
3aBepUICHHS OJHOTO 3aBJIaHHs KOMaH/Aa 0/1pa3y PO3MOUYNHAE HACTYIIHE.

3. [[IBuAKICT, BUKOHAHHS. 3’ SBISIETHCS O€3114 CITOCOOIB NI MEHEIKEPIB MPOEKTIB
YBaXHO CTEKHUTH 32 PO3MOIUIOM POOOTH Ta POOUTH OOTPYHTOBAHHI aHAII3.

4.  KoHTpoJitoe TepMiHM BUKOHaHHs. Taka MeToA0Joris 3a0e3reuye BiACTEKYBaHHS
pobouoro mporecy, A03BOJIsE ONTUMI3YBaTH MOT0 TPUBAIICTh 1 IPOTHO3YBATH Yac, IKUil Oye
noTpiOeH Jyisi BUPIIICHHs] MAaHOyTHIX 3a/1a4.

5. 3amoBoJsIeHICTh KITIEHTIB. MOKIIUBICTh CKOPOTUTH BTPATH, KOHIIEHTPYIOUU POOOTY
JIUIIEe HAJ TUMHM 3aBJIaHHSMH, K1 OTPIOH1 3apas.

Cepen HemoJIIKIB MOXHA BHIUIMTH Te, IO IIed METOM HE MiAXOJUTh IS
JOBTOCTPOKOBOTO TuIaHyBaHHs. TOOTO BiH pO3paxOBaHHM AJSl TOCSTHEHHS LIBUIKUX IIUIEH,
1e poboTta BUOYJOBYETHCS Ha BUPIMIEHHI aKTyaJIbHUX 3aBJIaHb, IPH IIbOMY iX MPIOPUTETHICTD
MOK€E 3MIHIOBATHUCS 3aJI€KHO Bi 0O0cTaBUH. TakoX BiH HE IMIAXOIUTH i1 KOMAaHI 3 BEIUKOIO
KUTBKICTIO ydacHUKIB. OCKITbKM 4UM OUlbllle JIOACH 3a4iIHO y poOOYOMY MPOIEC], TUM
CKJIQJIHIIIE KOHTPOJIIOBATH BUKOHAHHS 3aBlaHb. Tox Kkparmie Oyno 6, mo0 B OfHii KOMaH1
Oylio He OUIBII SK AECATH OCi0, a SKII0 BUKOHAHHS 3aBJaHHS BUMarae 0arato JrOJAeH, ciin
pO30HTH X Ha HEBEJMKI TPYMU 1 CTBOPUTH IS KOKHOT OKpemy cuctemy KanOan.

3BakalouM Ha BHIIE3a3HAUECHI MMepeBaru Ta HEJIOJIKH, BCE yacTille BIAJAl0Th IepBary
caMe I[iif MeTOoJI0JIOoT1], OCKUIbKM BOHA MOYE IMOJIETIIMTH poOOTy B 6ararbox IHIIUX cdepax,
BiqMiHHUX Bin IT-iHaycrpii. Bisbmemo, Hampukiaza, NpPOMHCIOBE BUPOOHHUITBO — pI3HI
JUISHKYA BUPOOHUIITBA MAlOTh BJACHI IUIAHW, SIKI BPaXxOBYIOTh pealbHY OOCTAHOBKY. Y
pe3yabTaTi OJH1 AeTani BUPOOJSIOTHCS HAAMIPY, 1HIII OMHMHSAIOTHCA B JAe(IiUTI — 3BIICH
nepe6oi y poOoTi Ta HEBUKOHaHHs IuaHy. Meroposorii KanGaH mpomoHye Takuil THIl
BUPOOHMIITBA, TIPU SKOMY poOOTa y TaKOMY pa3i BEAEThCS TOYHO 1 y MOCTAaBICHUH TEPMiH.
3aMOBJIEHHSI BUKOHYIOTbCS IIICNIsS HAJAXOJUKEHHS, a 3aMiCTh IUIAaHY — IOMUT CIIOKHUBAYiB.
KoxxHa HacTymHa JIUISIHKa BHPOOHHUIITBA 3aMOBJISIE MOMNEpPEAHIM Ti AeTanli, fKi MOTpiOHI Yy
HEOOXIHIA KUIbKOCTI. JleTani mojaloThCsl OJTHOYACHO y MOTPIOHI TOYKM, FOTOBA MPOTYKILis
BIJINIPABIIIETHCS CIIOKUBAaYeBl. SIK HACTIOK, 3MEHIIEHHS PU3MKIB, TPAMOTHE PETyIIOBAaHHS
CKJIaJICBKHX 3amaciB.
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Jlana cucrema JIOTIOMOXE TaKOXX MpU 30UThIIEHHI MPOJAXIB — OCKUIBKH OJHHM 13
HalBaXHMBIUX HanpsMKiB y B2B-06i3Heci € poboTa 3 KIlieHTaMu, BOHA 11€aThbHO MiIXOIUTh
JUIs. TIPUCKOPEHHSI BOPOHKH MpoJaxiB. Tak MeHepkep BHOMpae CBOI yroad Ta BHU3HAYae
craryc kimieHta. [1[o6 mepecyHyTH KapTKy Ha JOINIII BIEpea, MOTPIOHO MiMIITOBXHYTH
KIIi€HTa 70 moKymnkw. Jlami Tpeba mpoJaTH TOBap KIEHTY, 3 SKAM YK€ BeIeThCsS pobora i
TUTBKH TOJI MOKHA OpaTHCs J0 HACTYmHOI cupaBu. Ha KoXHOMY eTami B CBOIO Yepry mae
OyTH CIUCOK YMOB HOJAJIBIIOTO NMPOCYBaHHS yroJu. TakuM YWHOM aHaji3 poOOTH eTariB
JaHOT YrOJM CIIpHsi€ OMTHUMI3aIlil mpolecy. A Mmo0 CTBOPUTH JOCKOHAIY CUCTeMYy poboTH 3
KIIIEHTAMH, CJiJl BIICTe)KYBaTH CTaTYyCH, SIKi HAKOIMYYIOTHCSI Ha €Tarax BOPOHKHU IPOJIAXKIB,
MPOBOJMTH aHAJI3 CUTYyallii, O CKJIAJA€ThCs, BKMBATH BIAMOBIMHUX 3aXOJIB, TUM CaMHM
3MIHIOIOYH CUCTEMY B NMOTPIOHY CTOPOHY.

Ha nymky aBTOpiB Taka cucreMa MOXe OYTH AYy)KE€ KOPUCHOIO 1 B OCOOMCTOMY
nnaHyBaHHi. BoHa, 6e3yMOBHO, e(eKTUBHIIIA 3a IOJEHHUKH Ta CIUCKH, a JOIIKA, 3aBIISKH
CBOIl HAOYHOCTI, JI0NIOMarae yrnopsiAKOBYBaTH JIOMAIIHI Ta 0COOUCTI crpaBu. TakuM 4MHOM,
MOXHAa CIUJIAaHYBAaTH CBIM MICAIb UM THIKJIE€Hb, BU3HAYUBIIH ISl c€0€ TEPIIOYeproBi 3a1adl Ta
CTaBUTH LU, SIK1 KPOK 3@ KPOKOM OYyAYyTh JOCATHYTI.

MosxHa TiABECTH MiACYMOK, 1m0 KanOGan — 1ocuTh eeKkTHBHA METOIOJIOT IS, Ky MOXKHA
BUKOPHUCTOBYBaTH y pi3HMX cdepax. [Ipore 3amexHo Bia 3aBaaHb, SKI BUpINIYe KOMaH[a,
KEpIBHUK MPOEKTY MOXKe BUOpaTH OyIb-sKy 1HIIY CHCTEMY OpraHizauii cniibHOi poOOTH Ta
ynpaniHHA. KoxHa 3 SKMX Ma€e CBOI CUJIBHI Ta ciabKi cTopoHU. He MoOXHa OJHO3HA4HO
CKa3aTH, KM 13 METOJIB KpaIlluid, TOMy MOTPIOHO BUOMpATH TOW MIAXIM, SKUA HAHOUTBII
3pYYHHU 711 KOMAaH/IW 1 HAWOUTBINE MIXOAUThH JJIsl BUPIIIICHHS MTEBHUX 3aBaHb.

1. What is Kanban? — Basics. Get to know the advantages, disadvantages, and principles
of Kanban. — URL.: https://sendpulse.com/support/glossary/kanban

2. Merononoris  Kanban: MoxxnauBocTi Ta npuHnunu  podotu. — URL:
https://para.school/blog/management/metodologija-kanban-vozmozhnosti-i-printsipu-rabotu
3. Kanban (development). - URL.: https://en.wikipedia.org/wiki

/Kanban (development)

HIJISAIXUA BIOCKOHAJIEHHS JIMCTAHI[IMHOI' O BUKJIAJIAHHS
MATEMATUYHUX JUCHUILIIH B YKPAIHCHbKUX HABYAJBHUX
3AKJIAIAX 3A YMOB BOEHHOI'O CTAHY

M. ®. Mopmyas, [I. M. lllutos, O. M. Illutos, €. C. Kypéauska
Yuiseepcumem mummnoi cnpasu ma ¢hinancie

JlucraHuiiiHe HaB4YaHHs HaOyno B YKpaiHi cTpiMKOro po3Butky 3 2019 poky, mia yac
emigemii koponasipycy COVID-19, a 3 2022 poky cTano HeBia éMHOK0 (OpMOIO HABYAHHS Y
HIKOJIaX, CHEIlalbHUX CEePeHIX 1 BUIIMX HAaBYAJIbHHUX 3aKJIaJaX TUX HACEIEHUX IYHKTIB, JIE:
1) icHye peasbHa 3arpo3a OOMOYBaHHS Y NOTPAIUISIHHA PaKeT; 2) 4acTo 3By4aTb CUPEHH, 3a
SAKMX CJiJ HeraiHo TIepepuBaTH 3aHATTS Ta HTH B YKpUTTS; 3) skl Oe3mocepeHbo
3HaxXOJAThCs Ha JIiHIl BOTHIO; 4) a00 y THMYAcOBii OKymartii.

[Ipu nucranmiiHoMy HaBuaHHI (a00 HaBUaHHI OHJAIH) BCSA YW OUIbIIA YAaCTHHA KypCy
BUKJIQJIAETHCS CIyXadaM 3a JOMOMOTOI0 CY4aCHUX TEXHOJIOTIH Ta B IHTEPAaKTUBHOMY PEXHMI,
IpU 1IbOMY BHKJIAJayi Ta ciayxadl MOXYTh 3HAaXOIMTHUCh B PI3HHMX KpaiHax Ta HaBITh Ha
pi3Hux koHTWHeHTax. lllompaBaa, Take HaBUaHHS MIAXOAWTH HE JUIS BCix mucturuiid. Ciif
3a3HAYUTH, WLI0 JIeSKI CTYIEHTH NpPOJOBXKYIOTh HAaBYaHHS B Takui crocid, HaBiTh
nepedyBaloul Ha (QpOHTI, B mepepBax MiK OOHOBUMH MAiiMH. 30KpeMa, € Taki CTYAEHTH-
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(pOHTOBUKHU cepell CTYACHTIB YHIBEPCUTETY MUTHOI cripaBH Ta (iHaHciB. Jlo mepeBar Lporo
BUJly HABUAHHS BITHOCSATHCS:

e EKOHOMISI yacy — He Tpeba BUTpavaTH JOPOTOLIHHI FOJHHH, IPOCTOIOIOUN Y 3aTOpax
9l MPUDKDKAI0YX 3 Aanieka. Jtomu, siki He KUBYTh y MICTaX, CKOHOMJISTh TaKOX 1 3HAYHI
KOIIITH, SIKi MK O BUTPATUTH HA TPOT3LI;

e OXOIUJICHHSI OUIBIIOTO YHMCIIA CIIyXadiB, OCKUIBKM MOJJIMBICTP HABYATHCS MarOTh
MEIIIKAHIII He TUTbKHM BEIIMKUX MICT, ajie i HaWBIIJaICHIIINX MICTEUOK i Cil, | HaBITh KpaiH. A
1Ie BKpall BaXJIMBO, OCKUIbKH, SIK MU 3HA€MO, BEJIHKa KUIBKICTh MEIIKAHIIB 3 IITbMH Ta
CTYIEHTIB (B OCHOBHOMY, JiBYaT) BHACHIIIOK POCIiCchKOT arpecii BUIXaliu 3a KOpP/IOH;

e 3pYYHICTh BHKJIQJAaHHS, OCKUIBKH yCi MOTPiIOHI MaTepiaiau AJs 3aHATH 3aBXKIH € IIiJT
pykorio (I y BUKIaaaya, i y ciyxayda);

e MOXKJTMBICTh KOHTPOJIFOBATH YBary KO>KHOTO CITyXada, 1[0 Ba)XKO pOOUTH Y peabHOMY
yaci;

e 30epekeHHs y Gaiiax Mmepenucku 3i ciayxadamu, iX BIAMOBIgEH Ta BCHOrO 3aHATT,
110 JIa€ 3MOTY B OY/Ib-sIKUil MOMEHT MOBEPHYTHCS JI0 TIPOMICHOTO MaTepiaiy;

e 3pYYHICTH TaKOTO (popMaTy IS JIFo/IeH 3 0OMEKEHUMH (DI3UYHUMU MOXKJITUBOCTSIMU;

e AKTMBHE BHKOPHCTAaHHS 300pakeHb, TEKCTYy, 3BYKy Ta Bileopsay, MO CYTTEBO
MIJIBUIIYE SKICTh 3aCBOEHHS HOBOT 1H(pOpMAIIii.

JlocniHuKY 3a3Ha4aroTh i iHIIi nepesaru [1, c. 8-9], [2, c. 28].

Jlo Baj MUCTaHIIHHOTO BUKJIAIAaHHS MOXHA BITHECTH HACTYIIHI:

e  He 3aBXJu rapHuil [HTepHeT un 100pa AKICTH 3B’ SI3KY;

e  BHUMYyIICHE MPUITMHEHHS YPOKY Yepe3 BUMKHEHHS eJIeKTPOIOCTaYaHHs (TTAHOBOTO
yM aBapiiHOTO, BiJl YOTO OCTAaHHI MICAIlI MOTEpIae YKpaina);

®  HEJOCTATHICTh CHUIKYBaHHS 3 BHUKIAJa4aMH y PEXKHMI peaJlbHOrO dacy, 00
[HTEpHET BCE X Takd HE 3aMIHUTH TUCKYCII0 3 BHKJIaJadyeM Bi4-HA-Bi4 Ha TeMy, IO Bac
XBHITIOE;

®  BIJCYTHICTh TMOBHOI[IHHOTO TMEJAaroriyHOro KOHTPOIIO 3 OOKy BHKIagaya, IO €
CTHUMYJTIOIOYMM YHHHHUKOM JIJIs1 €(peKTHBHOTO HAaBYaHHS;

®  PECYPCOBUTPATHICTh 1 TPYAOMICTKICTh 3 OOKy 3akianga Buiioi ocitu (3BO) Ta
BHKJIagada. OKpiM HEOOXIJIHOTO TEXHIYHOTO OCHAIICHHS 3aKjaay OCBITH, BiJl BHKJajada
BHMAaraeTbCsi CTBOPEHHS TUCTAaHIIHHOTO Kypcy [2, ¢. 29];

®  BeJIMKA KUTBKICTh BIIOMOCTEH 3a JOCUTHh KOPOTKHI Yac TOMIO.

Jly)ke BaXJIMBO Ul TPOBEICHHS IMCTAHIIIHHOTO HABYAaHHS 3 KOHKPETHOTO KYypCy
oOparu mnarpopMmy, HaAWOUTBII 3py4HY JUIS JAHOTO BUIAJKY Ta JaHOTO IPEAMETY.
Po3pobienux mrartdopm Ui TUCTAHIIMHOTO HAaBYAHHS ICHYE JOCHTh Oararo. B ykpaiHChKHX
HaBYAJbHMX 3aKjiaJaX B OCHOBHOMY KOPHCTYHOThCs Iutatrpopmamu Zoom Ha 0a3i
Google.classroom, Skype, Moodle, Googgle Meet. IIpu 1pOMy iCHYIOTH JEKUIbKa BHIIB
(opM) nuCTaHIIITHOTO HABYAHHS, K1 3a3BHYail BHKOPUCTOBYIOTHCS CYMICHO:

1) KOpEecCIOHIEHTChKE, KOJU CTYJICHTH OTPHUMYIOTh HaBYaJbHI Marepiajd, TECTH YU
€K3aMEeHallliHI MUTaHHS EJIEKTPOHHOI MOITOK abo yepe3 mocwieHHsa Ha ¢ain y Google
Class 1 npa1itoroTh, OTpUMYIOUH [IEBHY JONOMOTY BHKJIaJaya yepes3 MoIuTy, TeaedoH abo yart;

2) enleKTpOHHE HaBYaHHs yepe3 koM 1orep, Google Jluck, komnakr-aucku abo DVD-
JIMICKH, TIEBH1 KOMIT FOTE€PHI IPOTpamu;

3) onnaiiH-HaBYaHHA y (popMarTi Jiajory — i€ BJIacHe IHTePAKTUBHE HaBUYAHHS.

JlucraHiiiiHe HaBYaHHS caMe MaTEeMaTHYHUM JUCIIUIUTIHAM Ma€ CBOi OCOOIMBOCTI Ta
TPYAHOILI, OCKUIBKM JOBOAMTHCS HE JIMIIE MPOrOJOIIyBaTH TEKCT, a M mucaTu (Gopmyiu,
kpecnutu rpadiku. [le MokHa pOOUTH OAHHUM 13 TPHOX CHOCO0iIB: 1) 32 JOMMOMOTOFO TIAHIIETa
abo ownaiiH gomku (online whiteboard) 3 mumiero, ane e YacoM JOCUTH CKIIAJHO, SIKIIO
¢dopmyn Ta rpadikiB 3abararo; 2) HampaBUTH BeO-KamMepy He Ha BHKJIajaya, a Ha HOro CTif,
mo6 cimyxayi 6auymid Te, IO BiH MHILIE Ha apKyllax Mamnepy; 3) MOCTYIOBO B XOJ1 3aHATTS
BUKJIAJIaTH 3a3JlJIerib MiArOTOBJIEHI MaTepialy Mpe3eHTalli: TekcT, Gpopmynu, rpadiku Ta
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PUCYHKH. AJie 1€ € CTaTU4YHOI0 IH(POpMAIi€l0, 1 BTPAYAETHCS <(OKHBE» IHTEPAKTHBHE
CIUIKYBaHHA 3 ayUTOPIi€I0, IMHAMIKa ITOKa3y MaTepiany, BilMOBiiei Ha MTUTaHHS.

Buxozasum 3 BIAaCHOTO JOCBIiAY, XOYEMO BHCYHYTH HPOTIO3HUIII MIOJ0 BIOCKOHAJICHHS
BXKE ICHYIOUMX IJIaT(GOopM 3 METOI0 HPUCTOCYBAHHS iX A OUIBII 3pYyYHOTO BHKJIAQTAHHS
MaTeMaTUYHUX TUCIHUIUIIH Ta CyMDKHUX 3 HUMH. 30Kpema, Tuiardopma google.classroom, 3a
JOTIOMOT OO SIKOT IPOBOISATHCS TECTYBAHHS Ta ICIIUTH, MOTPEOYE TAKUX TOPOOOK.

1. ®opmu google.classroom mpu3HaueHi OuTbII JJIsl TyMaHITapHUX HayK. OnHAK HUMH
JOBOJIUTHCS KOPUCTYBATUCH 1 BUKIIAJadyaM TOYHUX HAyK: MaTEeMAaTH4YHI AUCIUIUTIHH, (i3HKa,
XiMisl, eKOHOMIKa 1 T. iH. Y TecTax Ta 3aBJaHHAX 3 IUX MPEIMETIB Tpeba BBOIUTH Oarato
dbopmyn Ta rpadikiB, ame y «popmax» google.classroom HemMae MOXKIHUBOCTI BBOJIUTH iX
6e3nocepeHbo. Tpeba coyaTky NEpeBOIUTH iX Yy popMaT pUCYHKa 3 PO3IIUPEHHIM jpg a0bo
jpeg, a MoTiM 3aBOJUTH Y (hopMmy uepes daiii, 1o ayxe He3pydHo Ta J0Bro. [lo Toro xk, sk y
TEKCT 3aBJaHHS, TaK 1 y BapilaHTH BIANOBIIEH MO’XHAa BCTaBUTHU TUIBKU OJWH PHUCYHOK YU
dhopmyny, (MepeBeIeHUX Yy PUCYHKH), a SKIIO iX KUTbKa, TO JOBOJUTHCS BECh TEKCT 3aBJIaHHS
nepeBoUTH y (hopmaT pucyHKa jpg ado jpeg. OTxe, Oyno O AOUUIFHO YHUKHYTH 1€ HEAOIIK
1 HaJaTW BHKJIaJa4aM MOJKJIMBICTh NMPOCTO BCTaBIATH (opMyny y psanku «Bapiant» um
«TekcT 3aBnaHHA», a HE SIK PUCYHOK, pO3TAallIOBAaHUM HIKYE LIUX PAIKIB.

2. TakoX JOUUIBHO 3pOOMTH MOXJIMBUM BBEICHHS HAIPSJIKOBUX Ta MIAPSAKOBUX
1HICKCIB, 4oTO MOKH 10 Hemae. [1[o6 mepegaTu Taki IHAEKCH, TOBOJUTHCS TAaKOXK MEPEBOUTH
ix y popmar pucynka. Takox 6akaHO MaTH MOXJIUBICTH 0€3MOCEPETHHO BBOJUTH Yy PSIKH
«BapianT» un «TekcT 3aBIaHHA» 1 1HIII1 CHMBOJIH Ta JIITEPH.

3. Te  came CTOCYETbCS PUCYHKIB — 3PYYHIIIE BBOAHWTH iX O€3MOCEPEAHBO y TEKCT1
3aBJaHHs, a HE BCTABKOIO uepes (ailyt 3 po3mupeHHsIM jpg abo jpeg, 1o 3aiiMae 3aiiBHil Jac.

1. Annppycenko H. B. [lucraniiitne HaB4anHs B Ykpaini // JlucraniiiiHe HaBYaHHSI K
CydacHa OCBITHSI TEXHOJIOTISI: MaTepiaii MKBY31BCbkoro BeOiHapy 31 6epesnst 2017 poky. —
Binnung: BTEI KHTEY, 2017. — C. 7-9.

2. JlucraHuiiiHe HaBYaHHs B TIJ100aTi30BaHOMY CBITi: MDKBY3. HayKOBO-METOAMYHUM
ceminap. Te3u nonosineit. — K.: KuiBchkuii Hatl. Topr.-ekoH. yH-T, 2021. — 101 c.

OCOBJIMBOCTI BUKJIAJAHHS ®AXOBUX JUCHHUIIJITH
AHI'JIMCBKOIO MOBOIO

I'.B. lllos0x0Ba
Yuisepcumem mummnoi cnpasu ma ¢hinancie

VY cyuacHOMY I100a1i30BaHOMY CBiT1 BOJIOJIHHS AHIJIIHCBKOIO MOBOIO € Ba)KIUBUM
YUHHUKOM KOHKYPEHTOCIIPOMOXHOCTI (haxiBIsl. AHTIINHCHKY MOBY Ha3MBAIOTh TJI00ATBHOIO
MOBOIO, a/DKE€ caMe HEI0 HacaMIepell KOPUCTYIOThCS Ha MDKHAPOAHOMY PiBHI y TaKuUX
cdepax, sk Oi3HEC, MOJIITHKA, TYpU3M TOILO. 3Ba)KalO4M Ha MEPCIEeKTUBH HAOYTTsA B YKpaiHi
aHIJTHCHKOI0 MOBOIO CTAaTyCy MOBU MDKHApPOJHOTO CIUIKYBaHHS, OCOOJIMBOI aKTyaJbHOCTI
HaOyBae HEOOXIIHICTb 3alpOBAKEHHS / PO3UIMPEHHS NPAKTUKU BUKIAJaHHSI (HaXOBUX
JTUCIMIUTIH aHTJIACHKOI0O MOBOIO 3700yBayaMm, SIKi HAaBUAIOTHCA Y BITUM3HSHUX 3aKIaaax
BHUIIIOT OCBITH.

OTxe, HaeTbea Hacamnepea npo GopMyBaHHs y 3100yBadiB BHUIOI OCBITH 34aTHOCTI
e(peKTUBHO 3/IHCHIOBaTH MpoQeciiiHy KOMYHIKAIlil0 aHIJIIiHCbKOI0 MOBOIO. OuYeBUIHO, IO
3MicTOBHa crnenudika mnpodeciiiHoi KOMyHIKaIii MoO)K€ 3HAYHUM YHMHOM BapiloBaTHCH,
3Ba)KAIOUHW HAa CIEHIATBHICTH (OCBITHIO IIPOTpamy).

Hanpuknan, sKIo roBOpUTH MpO MiATOTOBKY (axiBIiB cepu 0OCIyroByBaHHS, TO
WaeTbcss MO Te, M0 BOHU MOBUHHI BMITH 3IMCHIOBATH KOMYHIKAI[IIO 3 1HO3EMISIMHU
¢dakTMuHO Ha 1OAEHHIM ocHoBi. IIpu 1nboMy Baromoro 3HaueHHd HaOyBae came

30



MDKKYJIBTYPHUH KOHTEKCT KoMyHikamii [2]. BomHowac ciim 3a3HauuTH, MO0 BUKIAIAHHS
(axoBUX OUCHHUIUTIH aHTIIMCHKOI0 MOBOIO (SIK OJMH 13 CKIIAJHUKIB IMpouecy (GopMyBaHHS Y
CTYZIEHTIB 3AaTHOCTI €()eKTUBHO 3iliCHIOBATH NpodeciiiHy KOMYHIKAIliI0) BUJAE€THCS TaKUM,
10 Ma€ yHIBEpCATbHUNA XapaKTep.

VY 3aximHOMY HAYKOBOMY JMCKYPCi iCHY€ CHeliaTbHIA BUCIIB, IKUH XapaKTepHU3ye Ty
CHTYAIIif0, KOJIM aHTJIIHChKY BUKOPUCTOBYIOTh SIK MOBY BuKiIananus, — “English as a Medium
of Instruction (EMI)”. MoXJI1BO TOBOPHUTH TPO LUIMH PsJi apTyMEHTIB Ha KOPUCTh TaKOT'O
MiAXOAY: BJACHE MOKPAIICHHS 3JaTHOCTI JO KOMYHIKAIii, Mo y T.4. 30UIbIIyE IIaHCH
yemimHoi npodeciiinoi camopeanizamii MaiOyTHIX (axiBIiB; MOMJIMBICTb JOJYYUTHUCS IO
r7100abHOTO (SIKUH 3/1eOUTBIIIOT0 € AHTJIOMOBHHMM) OCBITHBO-HAYKOBOTO JUCKYPCY HUISXOM
O3HAlOMJIEHHS 13 HAayKOBOIO JITE€pPaTypOl0 MOBOIO OpHUIIHAIY Ta y4YacTl y MDKHapOJIHUX
MIPOEKTAX Ta 3aX0J1aX, HAIPUKIIAJ y MDKHApOAHUX KOH(pepeHLisx Tomo [1].

Ha namy nymky, B IKOCT1 OKpEMOI 3HAUUMOT NepeBary, Ky OTpUMYe 3100yBay BUIIOL
OCBITH, SIKHH MaB MOXUIMBICTh BUBYATHU psAJ (axOBUX AMCLMUILIIH aHTJIMCHKOI MOBOIO, €
MO/I0JIaHHS. MOBHOTO Oap’epa mia 4yac 3A1CHEHHs MpodeciiiHol KoMyHiKalii. O4eBUIHO, 110
Ui 0coOH, sIKa HE € HOCIEM aHTIIIMCHKOI MOBH, HE € JIETKHMM 3aBJaHHIM, HaBiTh 32 yMOB
HassBHOCT1 BIAMOBITHUX 3HaHb, BUILHO KOMYHIKYBaTH 3a JOTIOMOTOIO aHTJIMCHKOI MOBH,
omnepytoun (paxoBoro TepMiHoJoTIE0. [l 3700yBadiB MOMKIMBICTH Ha TOCTIMHIA OCHOBI
CITyXaTH JIeKI[ll aHTJIIHCHKOI0 MOBOIO; JOTy4aTHUCS 10 OOTOBOPEHb SIK 13 BHKJIAJaueM, TaK 1 3
IHIIMMH CTYJIE€HTaMU; 03HAHOMJIIIOBATHUCS 3 aHTJIOMOBHOIO JIITEPATypOIO MijJ Yac MiATOTOBKU
70 3aHATh; TOTYBAaTH Ta MPE3EHTYBATH YCHI JOMOBIJl Ta BUKOHYBAaTH MHCbMOBI poOOTH
aHTJIICHKOI0 MOBOIO CIIPUSIE OPraHIYHOMY Ta KOMIUIEKCHOMY 3QJIy4€HHIO JI0 YCIX BH/IIB
yCHOT Ta THCBMOBOi TpodeciiiHOi KOMyHIKallii B yMOBax caMe¢ HaBUaHHS, a HE BXKe
oe3mocepennpo mpodeciiHoi mistmpHOCTI. Ile m03BoJIsIE CTYAGHTY ajmanTyBaTucs M0
KOMYHIKaIlii aHTJIIMChKOI0 MOBOIO y KOM(MOPTHHX YMOBaxX HaBYaHHs, 0 Y MalOyTHROMY
JO3BOJIUTH JIETKO peani3oByBaTH c(PopMOBaHI HaBUYKH y cdepl MPaKTUYHOI TISITLHOCTI 3a
haxom.

I[Ipyu 1pOMy IiCHYIOTH 1 TpOOJIEMHI acmeKkTH, Ha sKI HEOOXiTHO 3Ba)kaTw,
BIPOBA/UKYIOUH KOHIICIIIII0 BUKIIAJAHHs (haXOBHX AMCIMILTIH aHTIIHCHKOI0 MOBOO. MeThes
Hacammepe]] Mpo HaJeKHUU PIBEHb MIATOTOBKHU CTYIEHTIB. ICHye Taka CBITOBa IPAKTHKA, K
MiAroTOBUMMA PIK (IMICHsA 3aKiHYEHHS IIKOJM Ta M0 BCTYIy JO 3aKJajJy BHIINOi OCBITH),
MPOTATOM SIKOTO MOXE BiOyBaTHCSl IHTEHCHMBHAa MOBHA MIArOTOBKAa. B sIKOCTI 1€ OJHOTO
BAXKJIMBOTO MIrOTOBYOrO IHCTPYMEHTAa MOXE BHCTYIATH 3alpOBa/DKCHHS CIelliaili30BaHO1
MOBHOI 00OB’S3KOBO1 JTUCIHUILUIIHK, B paMKax sKoi Oyne BimOyBaTHCA 30KpeMa 3acBOEHHS
6a3o0Boi mpodeciitHoT TepmiHoIOTii, (GopMyBaHHS HAaBUYOK Mepekiany (axoBoi JiTepaTypu 3
yKpaiHChKO1 MOBH Ha aHTIIICHKY Ta Y 3BOPOTHUH OiK. OKpeMo ciiji HaroJIOCUTH Ha TOMY, IO
MOTHBAIlisl 37100yBayiB BUIINOI OCBITU € BHU3HAYAIBHO BAXKIMBUM UYMHHHUKOM YCIIIIHOCTI
OTIAaHYBaHHS HUMH aHIJIOMOBHUX (DaxoBUX AUCHMIUTIH. BaxknuBa pons y NiABUIICHHI
MOTHBAIlil CTYAEHTIB HaJEeKUTh BUKIaJaueBl. BinmoBimHO, MOUUIBHUM € W HagaHHS
KOHCYJBTAaTUBHOI Ta METOJUYHOI JOMOMOTH BHKJIaJauaM, sIKi PO3MOYMHAIOTH BHUKJIAJATH
npogeciiiHi AUCHUIUTIHU aHTIIIHCHKOI0 MOBOIO [1].

OTxe, MABOAAYM TMiACYMKH, CIII 3a3HAUMTH HACTynmHe. BuknamganHa QaxoBux
JTUCIMILIIH aHTTIMCHKOI0 MOBOIO Ma€ MOABIMHUN MO3UTHUBHUI eeKT. 3 ofHOro 00Ky, HAeThCs
npo GOpMyBaHHS y CTYAEHTIB BJIaCHE IHIIOMOBHOT MOBJIEHHEBOI KOMIIETEHTHOCTI. 3 IHILIOTO
00Ky, MJIeTbCcs MPO MOXKIMBICTH PO3MIMPEHHsS 00csiry Oe3nocepenHbo (haxoBUX 3HaHb. [Ipu
LIbOMY HEOOXIJJHO HaroJIOCUTH Ha TOMY, L0 JOCSTHEHHS BKa3aHUX MO3UTHUBHUX PE3yJbTaTiB
6arato B YoMy 00OyMOBIIIOETbCSL €PEKTUBHICTIO 3aXO0/IIB, IPOBEACHUX Ha MiArOTOBYOMY €Tali.

1. Bypmakina H. IlpoGnemu imruiemeHTanii GaxoBUX TUCHMIUIIH 3 aHTJIHCHKOIO
MOBOIO BHKJIQJIJaHHS Y IIPOTpaMy MiATOTOBKHU 3/100yBaviB BUIOI OCBITH. AKMYanbHi NUMAHHSL
eymanimaprux Hayk. 2023. Bun. 59, tom 1. C. 239-243. URL: http://www.aphn-
journal.in.ua/archive/59_2023/part_1/37.pdf .
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2. Ilecrenr O., Crapunens O., 3aika O. 3acobu ¢opmyBaHHS IHIIOMOBHOT
KOMYHIKQTHBHOT KOMIIETEHTHOCTI (haxiBIiB cepu OOCITYroByBaHHS. AKMyanvbHi NUmMaHHs
SYMAHIMApHUX  HAayK. 2019. Bun. 26, Ttom 2. C. 179-183. URL:
https://er.chdtu.edu.ua/bitstream/ChSTU/2979/1/%D0%A1%D1%82%D0%B0%D1%82%D1
%82%D1%8F%2029.pdf .

USING THE LINUX CLASS IN CYBERSECURITY

D.l. Prokopovych-Tkachenko, lu. Savchenko, N.O. Sugak
University of Customs and Finance

With the development of technology and the computerization of society, the need to
study computer science and information technology is growing. Today, these fields have
already become an integral part of many other industries, such as medicine, science, business,
law and politics. In a world where almost all processes are being transferred to electronic
form, it is necessary to have a deep understanding of the technologies underlying these
processes.

In such a world, it is especially important to ensure cybersecurity, as technology can be
used by malicious actors for crime and espionage. This can lead to catastrophic consequences,
including the loss of confidential information, disruption of critical infrastructure, and threats
to human life. Therefore, in addition to studying computer science and information
technology, it is also necessary to focus on the development and application of effective
cybersecurity measures.

All this has made the study of computer science and information technology an
important task today.

Running and maintaining computer systems, including servers, are also key aspects of
creating an efficient and secure infrastructure. Servers provide storage and access to large
amounts of data and applications, and are used in a variety of industries, from web hosting
and data storage to scientific research and financial transactions. Ensuring the security of
servers is an important task, as they can be attacked by intruders trying to gain unauthorized
access to data or compromise the system.

Thus, the study of computer science and information technology is becoming
increasingly important in a world where more and more processes depend on technology.
Cybersecurity and server support are key components of these fields, making them
particularly interesting to learn and use. In this article, we'll look at creating a Linux
classroom to show how computer science helps create the powerful and secure infrastructure
needed for the modern world.

Software packages are an important part of an operating system and provide
functionality for various tasks.

The main software packages in the operating system include the following:

> Package Management System - this package allows users to install, update and
uninstall applications from the operating system.

> Text Processing System - this package allows users to edit and process text
files, including text editors, word processing applications, and others.

> Network Protocol System - this package provides the ability for the operating
system to interact with network devices and resources, including network drivers, protocol
stacks, and others.

> Graphics System - this package allows users to work with graphics, including
graphical user interfaces, graphics device drivers, and others.
> Audio System - This package allows users to work with audio, including audio

device drivers and applications for recording and playing audio.
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> Database System - this package allows users to create and manage databases.

> Security System - this package protects the operating system and user data
from unauthorized access.
> Development Tool System - this package contains tools for software

development, such as compilers and more.

A graphical user interface (GUI) is a set of tools that allow a user to interact with an
operating system and software using graphical elements such as buttons, menus, and
windows.

GNOME is a graphical user interface based on the GTK+ library developed for the
Linux operating system. GNOME offers a graphical user interface with a simplified and clear
design that makes it easy to navigate and use the system.

KDE is another popular graphical user interface that runs on the Linux operating system
and uses the Qt library. KDE offers more advanced features to the user, such as customization
of the desktop and taskbar.

XFCE is another graphical shell for Linux that has low system resource requirements
and is very fast and efficient. XFCE offers the user the ability to customize the desktop and
window manager, and allows the use of various themes and taskbars.

Linux has a number of technical advantages over other operating systems. One of the
main arguments in favor of Linux is its open-source code, which allows users to modify and
customize the system to their needs. In addition, Linux is highly stable and secure, thanks to
its system of user rights and the use of protection against viruses and other threats. Linux is
also known for its efficiency and speed, which is especially important for server applications.
It has built-in support for network devices and development and programming tools, making
it popular with software developers. All of these advantages make Linux a viable choice for
many users and businesses.

Linux is an efficient operating environment due to its special architecture that allows it
to run on simple hardware. This means that Linux does not require such high system
characteristics as well-known operating systems such as Windows or MacOS. As a result,
Linux can be installed and used on low-cost, low-specification hardware, which significantly
reduces the cost of ownership and management.

In addition, Linux is more stable and efficient because it uses optimized data and
memory algorithms to deliver high performance on low-powered machines. This makes it
possible to use Linux on servers that operate in continuous operation and ensure stable
systems for many years.

Compared to its direct competitors, namely Window and MacOS, Linux has the
aforementioned open-source advantage, which allows it not only to be customized for specific
tasks, but also to track any processes, which other solutions cannot, making it more secure.
Linux has a lot of free and freeware software, which allows users to install the applications
they need for free and without restrictions.

Linux uses the ext4 file system, which is faster and more reliable than Microsoft and
Apple file systems.

The main feature of ext4 is its support for large files and high performance. It uses a
number of new technologies that make it more reliable and efficient than older file systems.

One of the key features of ext4 is the dynamic indexing of file blocks, which reduces
the time it takes to access data. In addition, ext4 supports block allocation in large chunks,
which allows for more efficient use of disk space.

Another important feature of ext4 is metadata logging, which provides a higher level of
data security in the event of a system crash or other unforeseen events.

In addition, ext4 supports interval file defragmentation, which reduces disk
fragmentation and improves performance.

Linux is known for its high resistance to cyber-attacks, which makes it particularly
attractive for use in this area. Linux is used in many areas of cybersecurity, including both
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national and corporate security. Linux also has a built-in network security system that allows
you to set up firewalls and deny access to certain resources. Open interfaces provide the
ability to change settings. Let's take a look at how Linux can be used in information security
systems.

Linux has a built-in security mechanism that makes it more resistant to malware than
other operating systems.

One of the key elements of protection against malware is a permission system that
allows you to restrict user access to certain files and resources. In addition, Linux allows you
to set access rights to files and directories based on their owner, user group, and other
parameters.

Another important element of security is the use of package managers to install
programs. Package managers provide digital signature verification of programs, which allows
you to make sure that programs are installed from official sources and avoid installing
malware.

Another security tool is the use of network filters. For example, iptables allows you to
configure filtering rules for network traffic passing through the system. This can help protect
the system from attacks from the network.

Linux also has a built-in SELinux (Security - Enhanced Linux) mechanism that allows
you to protect the system from vulnerabilities that can be used to perform malicious actions.
SELinux includes a number of modules that allow you to control access to files, network
resources, system services and other elements of the operating system.

Another security feature in Linux is the use of virtualization. Virtualization allows you
to run separate, isolated instances of the operating system on a single physical server, which
reduces the risk of unauthorized access to the system.

Linux also has a built-in software packaging system, Package Kit, which provides
updates and installation of malware-protected software. To scan files for viruses, antivirus
programs such as Clam AV are used, which are included in various Linux distributions.

Linux has a lot of system monitoring tools, but they all have a common goal - to prevent
system hacking. This is the first principle of their work.

The second principle is notification of detected problems. Security monitoring tools
allow you to set up a notification system for operators, administrators, and other responsible
persons to detect potential threats and vulnerabilities.

The third principle is responding to detected problems. Security monitoring tools help to
provide an automatic or manual response to detected threats. This can include blocking access
to resources, disabling potentially harmful services, and more.

Such tools can be used to monitor both individual computers and the network as a
whole. They allow for continuous security monitoring, which helps to detect and neutralize
threats at an early stage.

In Linux, it is possible to encrypt disc space using various tools, such as dm-crypt,
LUKS, VeraCrypt and others. Disk space encryption means that the data on the disc is
encrypted and becomes unreadable without the correct key. This ensures a high level of data
protection in case of loss, theft, or stealing of a computer.

Disk space encryption is used in a variety of areas where sensitive data is stored, such as
financial documents, medical records, personal customer data, commercial information, and
more. This is especially important for organizations that process sensitive information or are
subject to personal data protection legislation.

For example, in the finance and banking industry, where a lot of customer financial data
is stored, disk space encryption is used to protect against unauthorized access to this data.
Disk space encryption can also be used in government agencies, such as military
organizations, to protect against disclosure and unwanted access to classified information.

CONCLUSIONS

As Linux is freely distributed and open-source software, it has found its way into many
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areas, including cybersecurity. Linux has numerous technical advantages over other operating
systems, such as high stability, low vulnerability, and a large number of security monitoring
tools. A feature of Linux is also the ability to encrypt disc space, which allows you to keep
your data safe. The use of Linux in cybersecurity helps protect information from unauthorized
access, prevent external attacks and ensure network security.

Thus, the use of Linux in cybersecurity can be an important component of protecting
data and networks from malware and external attacks. To do this, it is worth paying attention
to the technical advantages of Linux, using security monitoring tools, and using the disk space
encryption capabilities to keep important data safe.

ECONOMIC SECURITY AS AN ELEMENT OF NATIONAL SECURITY

lu. Savchenko, D.I. Prokopovych-Tkachenko, I.1. Zhulkovska
University of Customs and Finance

For the current state of Ukraine's economy as an independent state and its establishment
as a member of the global community, the most pressing issues are ensuring sustainable
socioeconomic development, forming a mechanism to counter internal and external threats,
and developing a system of international economic interdependence. The totality of these
problems and the sequence of their solution are closely related to the category of “security”,
and thus to the national security of the state as a whole.

Investment interest in cryptocurrencies is not yet high enough to have a significant
impact on the global economy, but the situation may change in the future, and crypto
economics will contribute to the development of the global economy. Blockchain technology
can play an important role in making the global financial system and the economy as a whole
more open and efficient.

Cryptocurrency is a type of digital currency, the issue and accounting of which is based
on asymmetric encryption and the use of various cryptographic security methods, such as
Proof- of-work and/or Proof-of-stake. The system operates in a decentralized manner in a
distributed computer network.

Today, cryptocurrencies are not only an objective reality, but also a significant
economic factor. As already mentioned, there is no consensus in the scientific community or
at the level of governments of different countries on which category cryptocurrencies should
be classified.

Cryptocurrencies, as the latest electronic means of payment, currently have no legal
basis in Ukraine, and therefore no regulatory definition. There is a general understanding that
cryptocurrencies are units of value that are stored on electronic devices, used as means of
payment, and transactions are carried out using cryptography.

To date, modern scholars have researched and introduced the concept of "national
security of Ukraine - protection of state sovereignty, territorial integrity, democratic
constitutional order and other national interests of Ukraine from real and potential threats" [3].

Ukrainian legislation considers national security to be the protection of vital interests of
a person and a citizen, society and the state, which ensures sustainable development of
society, timely detection, prevention and neutralization of real and potential threats to national
interests in the areas of law enforcement, anti-corruption, border management and defense,
migration policy, healthcare, education and science, scientific, technical and innovation
policy, cultural development of the population, ensuring freedom of speech and expression,
and ensuring the protection of the rights of the people to freedom of association.

Constant changes in internal and external factors of the national economy development
make it important to study the issue of ensuring the economic security of the State.

In the national security system, economic security performs certain functions, i.e.,
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carries a significant functional burden. Its essence lies in the fact that it is the material basis of
national sovereignty, which formulates real opportunities for ensuring other types of security.
In other words, economic security is the basis for the functioning of all its other elements that
make up this system [1].

In foreign and domestic literature, there are many approaches to the interpretation of the
concept of economic security of the state using the following characteristics [4, p. 40 - 41]:

»  Stability and sustainability, counteraction to internal and external threats, which
means the strength and reliability of links between all elements of the economic system,
stability of economic development of the state, resistance to deterrence and neutralization of
destabilizing factors;

» economic independence, which primarily characterizes the ability of any economic
security entity to independently make and implement strategic economic and political
decisions for development, and the ability to use national competitive advantages to ensure
stability and development;

»  self-reproduction and self-development. This characteristic implies the creation of
the necessary conditions for an effective economic policy and expanded self-reproduction,
ensuring the competitiveness of the national economy on the world stage;

» national interests. This characteristic determines the ability of the national
economy to protect national economic interests.

National economic interests form the basis of the economic policy pursued by the state,
an important part of which is ensuring economic security, one of the most important functions
of the state. This is a guarantee of the country's independence, a condition for the stability and
effective functioning of society.

Therefore, taking into account the research of scholars, it can be concluded that national
security will be incomplete without a comprehensive assessment of the economy, its strength
and reliability, taking into account the presence of real and potential external and internal
threats. Consequently, the economy is one of the vital activities of an individual, society and
the state, and ensuring economic security is among the most important national priorities in
the fight against crime.

There is a fairly wide range of interpretations of the concept of "cryptocurrency™ by
official bodies of different countries. There is a certain regularity in this diversity: in one form
or another, cryptocurrencies are nevertheless recognized as means of exchange, and in some
cases, even as means of payment.

The emergence of cryptocurrencies was made possible by cryptography and the
principle of cryptocurrency circulation is based on blockchain technology, but these aspects
are the technical side of the issue. Cryptography is only a mechanism, not the essence; a
mechanism that has nothing to do with the legal nature or legal status of cryptocurrencies.
Cryptography has long been used to encrypt information, and cryptocurrencies are just a by-
product of this. The same blockchain technology is used in many other areas, for example, in
state registries, such as the State Land Cadaster of Ukraine. Moreover, the NBU has
announced the possibility of issuing an e-hryvnia based on blockchain technology, and it is
clear that under the terminology of both of the above draft laws, the e-hryvnia will not fall
under the definition of a cryptocurrency, even if cryptography and blockchain technology
were used in its creation, as one of the main features of cryptocurrencies such as Bitcoin is
decentralization and the absence of a single issuer.

1. Law of Ukraine "On National Security of Ukraine" No. 2469-VIIl of 21.06.2018.

2. Malyshko V.M. Actual problems of economic security in the system of national
security of Ukraine. Legal Bulletin. Air and Space Law. 2015. Ne 4. ¢. 129 - 133.

3. On the Fundamentals of National Security Law of Ukraine - access mode: http://
zakon2.rada.gov.ua/l aws/ show/96415.

4, Skoruk O.V. Economic security of the state: essence, components and problems of
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ensuring. Scientific Bulletin of Uzhhorod National University: Ser: International economic
relations and world economy. Uzhhorod. 2016. Issue 6. Part 3. pp. 39 - 42.

IPOT'HO3 PIBHA 3APOBITHOI IITATH B TAJIY3I OCBITH YKPATHU B
CYYACHHUX YMOBAX I'OCITIOJAPIOBAHHSA

H.B. Maiioopoaina, B.I1. I'epacumenko
BIT HYbill Ykpainu ""Hixcuncokuii azpomexuiunuit incmumym'

3apo06iTHa 11aTa — 1€ BUHaropo/ia, o04ncieHa, siK paBuso, y FpOUIOBOMY BHUpas3i, IKY
3a TPYJOBHUM JIOTOBOPOM poOOTOIaBElb BUILIAUy€e MPAIIBHUKOBI 32 BUKOHAHY HUM pOOOTY.

Po3mip 3apo0iTHOT mIaTu 3ajeXUTh BiI CKIAJHOCTI Ta YMOB BHKOHYBaHO1 po0OOTH,
npodeciiHO-IUIOBUX SIKOCTEH MpalliBHUKA, pe3yjibTaTiB MHOro mpami Ta TroclnoAapchKoi
TISUTBHOCTI mianpuemMctna [1].

3apo6iTHa mjlaTa € OCHOBHUM IOKa3HHUKOM, SIKMM BH3HAYa€e piBEHb MAaTepiaibHOTO
no6poOyTy ocBiTsH. Hanexxna ormuiata mpaimi € He JMie 3armopykor MaTepiaabHOTO
n00poOyTy OCBITSH, a i BIUTMBAE O6€3MOCEPETHRO Ha SIKICTh OCBITH B YKpaiHi.

MeTor0 naHOrO JOCHIKEHHS € MPOTHO3 3apoOITHOI IIaTH OCBITSH Ha MepIIui
kBapTas 2023 poky. 3 mi€ro MeToro 0yj10 BUKOPUCTAHO JaHi 3a 4oTUpH kBapTainu 2022 poky 3
oiuiitHoro caity JlepkaBHOI c1yk0u cTaTUCTUKU YKpainu [2]. [laHi HaBeaeHO B Tabmumi 1.

Taoauus 1. CepennboMicsiuHa 3apo0iTHA MJIaTa 32 BUAAMH €KOHOMIYHOI AislJIbHOCTI 32
kBapraa 'y 2022 poui
(Y pO3paxyHKY Ha OJIHOT'0 IITATHOI0 NMPAiBHUKA)

Bun
nisttbHOCT | | KkBapTan, rpH IT xBapTan, rpu III xBapran, rpa IV kBapran, rpa
1
Ocsgira 11431 11907 11258 13429

s moOymoBu Mozeiai OyB obOpanuii TabiamuHuii mporecop EXcel, B sikomy Bxke €
BOymoBaH1 QyHKIIIi Ta IHCTPYMEHTH aHAII3y CTATUCTHYHUX JaHHX.

VY 0aratbox MPaKTUYHHUX BHITAJIKaX MOJCIIOBAHHS €KOHOMIYHHMX SIBHII 1 IPOIIECIB
THITHUMH MOJETSMU Ja€ IUTKOM 3aJ0BUIBHHUI pe3ysibTaT 1 MOKe BUKOPHCTOBYBATUCS IS
aHanizy 1 mporuo3zyBaHHs. OJHAK BHACTIIOK PI3HOMAHITTS 1 CKJIAJHOCTI €KOHOMIUHUX SIBHIILL
Ta TpoIeciB OOMEKUTHUCS 3aCTOCYBAaHHSM TUIbKH JIHIMHUX MoJeneil HeMoxkiuBo. barato
€KOHOMIYHHX 3aJIe)KHOCTEH, K CBIIYUTH EKOHOMIUHA TEOpis, HE € JIIHIHHUMU IO CYTi, 1 TOMY
X MO/IeTIIOBaHHS JIHITHUMU 3aJIeKHOCTSIMU, 0€3YMOBHO, HE JaCTh MO3UTUBHHUM pe3ynbTaT. Y
[[bOMY BHIAJKY HEOOXiJHO BUKOPUCTOBYBATH HEMiHilHI Mojeni [3, ¢.73].

ITin yac mocnipkeHHs OyB MPOBEICHUIN aHali3 3 BUOOPY JIiHIT TPEHIyY, SKa BIIIOBIIAE

o : . v D2
HalWOUILIIOMY 3HA4Y€HHIO BEIMYMHM JOCTOBipHOCTI ampokcumamii R . Pesymbratom
JOCITI/DKEHHsT € BHOIp MOJIHOMIANBbHOT (DYHKIIT TPeThOro CTENEeHs, JUIsl SIKOi 3HAuYeHHS

. . 2
BEJIMYMHM J0CTOBipHOCTI anpokcuManii R =1 (puc. 1).
Emmipuyna Moienb 3apo06iTHOT IIaTH OCBITSH Ma€ BUTIISA

y =657,21x> — 4505,2x? + 9390,6x + 5888,4 , (1)
TeOpeTI/IHHa MOACJIb 3ap06iTHOI Ij1aTu OCBiTHH Ma€ BUTJIS
y =657,21x> — 4505,2x% + 9390,6x + 5888,4 + u, (2)

Je U — BHUIIaJIKOBa (CTOX&CTI/I‘-IHa) CKJIaaoBa MOI[CJ'Ii.
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BukopucroByroun 3HaiiieHy mMozens 3apo0iTHoi muatu (1) ocBITSH MOXKHA OJEpIKaTH
porHo3 Ha nepuuii kaptan 2023 B po3mipi 22362 rpH.

CepepHs 3apobitHa naara (ocsita)

3APOFBITHA
IITTATA
25000
y=657,21x3-4505,2x*+9390,6x + 5888,4
R?=1
20000

—e—CepeaHa 3apobiTHa nnata

15000
—I loniHomianbHa
(Cepepnn 3apobitHa nnata)

10000

5000

0 T T T T T 1
I I III IV I ITEPIO/]

KBapTal KBapTal KBapTal KBapTal KsapTal
2022 2022 2022 2022 2023

Puc. 1 Moaens cepeHboi 3apoOITHOT IIJIaTH OCBITSH

Ane Ha mouatky Jucronana 2022 poky BepxoBHa Panma Ykpainu npuiiHsuia 3aKoH
«IIpo [epxaBuuii Oromker Ha 2023 pik», y SKOMY OCHOBHI BHUJATKH TepeadadeHo Ha
000pOHO3AaTHICTh YKpainu Ta couzabesneyeHHs [4].

«B yMoBax BOEHHOTO CTaHy HEe MOXke OyTu Mo-iHmoMmy. Ta HaBiTh HONPH CKIAIHI
qyacu, YpsJ 3HAUIIOB MOXJIMBICTh 30UTBIINTH BUAATKH AepkaBHOro Oromxety MOH Ha 2023
pIK 0 APYroro 4YUTaHHS Ha 555 MIIH TpH.», —MIPOKOMEHTYBaB MIHICTp OCBITHM 1 HayKu
VYxkpainu Cepriii kapner. Jlani nmpo OroKkeT AN PO3BUTKY OCBITM 1 HayKu YKpaiHu
300pakeHi Ha puc 2.

BIO/’KET PO3BUTKY OCBITH I *y %g O [l Mhncrincrio

HAYKHA IPUBHSX W yxpainm

3ATAJIBHUM OBCAT BUJATKIB MOH  139,3 153,7 131,0 122,1
MJIPA  MJIPA MJIPJ MJIP[
2021 2022 2022 2023

(micsist
B CEKBECTPY)

CYBBEHILII 103,7 112,9 97,7 90,3
MJIPA  MJIPA MJIPJ MJIP[

OcBiTHs1 99,6 108,0 97,2 87,5
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MJIPJ MJIPJ MJIPJ MJIPJ

s nigrpumku ocié 3 OOIT 0,50 0,50 0,45 0,30
MJIpJ MJIpJ MJIpJ MJIpJ
3a0e3nmeYeHHs MOKeKHOI 0e3IeKH B IIIKO0JIaX 1,50
MJIPJ
obsiamTyBaHHa 6e3neynux ymoB y 33CO 1,5 mapa
npuAdaHHsA WIKIJILHUX aBTO0YCIB 1,0 mapa
JTEPXABHI BUJIATKHU 35,5 40,9 33,3 31,8
MJIPA MJIPA MJIPA MJIP]T
NiArOTOBKA KaJAPiB 3aKj1aJaMi BHIIOI Ta 25,6 27,8 25 22,5
(¢axoBoi nepeaBHIOi OCBITH MJIPJ MJIPA MJIpA MJIpA
BHILIATH aKaJAeMiYHUX CTHIIEHIIH 3,94 5,14 4,6 4,2
MJIPJ MJIpI MJIPI MJIpA
3a0e3neveHHns AisabHocTi HO/I, rpanToBoi 2,2 2,5 15 2,0
NiITPUMKH HAYKOBHUX JOCJTiIKeHb i MJIPJ MJIPA MJIPA MJIPI
HAYKOBO-TEXHIYHUX (EKCMEePUMEHTAIbLHHUX)
JOCTiKeHb

Ypsaa 30iabmmB Buaatku 10 Il yuranus Ha 555 vuin rpu

50 muin — 3a0e3nevyeHHs1 3100yTTS NpogeciiiHoi ocBiTH

20 MUIH — MPOIOBKEHHSI HABYAHHSA MOJIOI

30 muin — mpoBeieHHs1 BeeykpaiHcbKkuX 3ax0/1iB i3 m03alIKiIbLHOI OCBITH

215 mJin — 3iliCHEeHHS1 30BHILIHHOT0 OLiHIOBAHHSI Ta MOHITOPUMHT SIKOCTI OCBIiTH
150 mutn — oprani3anist 3100yTTs1 OCBITH 32 JUCTaAHUIiHOI0 ¢dopMoOIO

90 v — nast HanionanbHoro ¢gouay a0caigkeHb

Puc. 2 bromkeT 1y1st po3BUTKY OCBITH 1 HAyKH YKpaiHU

Ha ocHOBI onepkaHuX JaHI MPOBEICHUX JOCTIDKEHh MOKHAa 3pOOWTH HACTYIHI
BHCHOBOK, III0 3apo0iTHA TUIaTa OCBITSAH y nepiiomMy kBaptaii 2023 poky Ma€ MiIBUIIATUCS.
AJie BpaxOBYIOYH BBEJICHHS BOEHHOTO CTaHy B YKpaiHi 1 HEOOXiIHOCTI 30UIbIICHHS] BUTpAT
Ha OOOPOHO3MATHICTh YKpaiHW, MOMJIMBO, IO 3apo0iTHA IUiaTa 3aJIMIIUTHCSI Ha PIiBHI
yeTBepTOro kBaprany 2022 poky 3 He3HAYHUM ITiIBUIIICHHSIM.

1. 3akon Ykpainu "IIpo omnaty npami" (Binomocti BepxoBHoi paau Ykpainu (BBP),
1995, Nel7, CT. 121 [EnexkTpoHHUM pecypc] - Pexxum
nocrymy: https://zakon.rada.gov.ua/laws/show/108/95-%D0%B2%D1%80#Text.

2. Odiuiituii caiit Jlep:xaBHoi ciy:k0u ctatuctuku Ykpainu [Enextponnuii pecypc]
— Pexxum moctyny: http://www.ukrstat.gov.ua.

3. Maiiboponina H.B. ExonomeTpuka: HaBuanbHui nmocionuk / Maii6opoaina H.B. —
Hupxun: IIT JIucenko M.M., 2021. 280 c.

4. Odimiitanii caitt MinicrepcTBa ocBiTé 1 Hayku Ykpainu [Enekrponnuit pecype]| — Pexxum
nocrymy: https://mon.gov.ua/ua/news/derzhbyudzhet-na-2023-rik-vidatki-na-osvitu-ta-nauku.
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