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AHOTAIILA

Kosanvoe B.B. llporpamna peamszamiss cucrteMd iienrudixami Tta
apTeHTH(IKAIT] 3 BUKOPUCTAHHAM KPUNTOAITOPHUTMIB 3aXHITIEHUIX KaHAIIB.

Kpamdikamiiina pobora mHa 3700yTTS OCBITHBOIO CTylieHs OakaiaBp 3a
criermanpHIcTIO 121 «IHKeHepis nporpaMHOTo 3a0e3NeueHHsT». — YHIBEPCHTET MHUTHOT
clipasBuTa pinancis, Jminpo, 2024,

Jlana kpamdikarnitna poOoTa NpHCBIUEHa IMPOTPaMHIM peam3zalli CHCTEMH
1TeHTrdiKaIii Ta apTeHTH(IKAII 3 BUKOPUCTAHHIM KPHIITOATITOPUTMIB 3aXHUITICHUX
KaHaiiB. B yMoBax CTPIMKOIO PO3BUTKY HUPPOBHX TEXHOJIOIIH Ta 30UILIICHHS
KITBKOCT1 JOMATKIB, 3aXHCT MepCcoHaTbHOI 1H(pOpMaIli cTae Bce OUTBRIT BaKITHBHM.
[nenrudikamisa Ta apreHTUdIKALL ¢ KIIOYOBUMU KOMIIOHSHTaMU IS 3a0e31ICHCHIA
Oe3nekH Ta KOHDIIEHIIHOCTI JaHUX KOPHCTYBadlB. BOHM J03BOSIIOTH TapaHTYBaTH,
MO JOCTYIL JO AOJATKY Ta HOoTo (PYHKINH MarOTh JIMITIE aBTOPHU30BaH1 KOPUCTYBadl, O
3HIKY€ PU3HK BUTOKY JIaHUX Ta 3a0e3Iedye 3aXHUCT KoH(1IeHITIHHOI 1HpopMaIri.

HasiBHICTE aBTOPHU30BAHMX KOPUCTYBA4iB € KIOYOBHM  CIIEMECHTOM VY
MIPOTPAaMHUX cHcTeMax Oe3lekH, 3a0e3neuyioun HaJaHH KOHKPETHUX IMpaB JOCTYIY
Ha OCHOBI PO/ KOPHCTYBada B cucreMi. [penTudikaliis KopUcTyBadiB TaKoK JO3BOJIME
JloflaTkaM HajlaBaTH TepcOHa30BaHl IOCTYTH, BPaxoBYIOUH YO 0O0aHHS Ta 1CTOPIIO
BUKOPUCTAHHSI KOHKPETHOTO KOPHUCTYBada. Y Oarathox cdepax, Takux sk (piHAHCH,
MEUIIUHA Ta Tany3l, IOB'S3aHl 3 OCOOMCTUMHU JAHUMH, BUMAaraeThes JIOTPUMAaHHA
BHUCOKHX CTaH/IapTIB Oe3IeKH.

PoGota jociipKky e BUKOPUCTAHHS KPUIITOrpadiaHUX aJITOPUTMIB Ta 3aXUINSHUX
KaHallB Tepefadl fAaHuxX Uil 3albe3nedeHHsT KOH(IISHIIHHOCTI Ta IMIICHOCTI
indopMarii. Taki aJIroOpUTrMU JO3BOIMIOTDH 3allM(POBYBATH JaH], IO [HEPEIalOThC 110
Mepexki, JoloMaralounl VHUKHYTH iX TepexoIUIeHHS Ta 3aXWCTUTH  BIj
HCCAHKINIOHOBAHOTO  jgocTyly. lle  JocHijKeHHS CHpIMOBaHE Ha PO3pOOKY
eeKTUBHUX pimeHb il geHTudikami Ta aprenTudikanii, Mo BlAIOBLAAIOTDL

CYYacCHHUM cTaHjapTaM Oe3lICKH B YMOBaX 3POCTAIOUUX 3arpo3 y Ki0epIIpocTopi.
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Kmouosi citopa: HT'TPS, SSL, TLS, AES, RAS, REST API, noxainbuuii cepsep,

Iy OMTHUAH cepBep.



ABSTRACT

Kovalov VV. Software implementation of the identification and authentication
system using crypto-algorithms of secure channels.

Qualification work for a bachelor's degree in speciality 122 «Software
engineer». — University of Customs and Finance, Dnipro, 2024.

This qualification of the robot is dedicated to the software implementation of the
identification and authentication system using various cryptoalgorithms for theft
channels. In the minds of the rapid development of digital technologies and the
increasing number of accessories, the protection of personal information is becoming
increasingly important. Identification and authentication are key components to ensure
the security and confidentiality of customer data. They can ensure that access to add-
ons and functions 1s restricted to authorized users, which reduces the risk of data flow
and ensures the protection of confidential information.

The visibility of authorized contributors 1s a key element in software security
systems, ensuring that specific access rights are assigned based on the contributor's role
in the system. Identification of clients also allows users to provide personalized
services based on the medical history of a particular client. Many areas, such as finance,
medicine and healthcare, which have special data requirements, require high safety
standards.

The work monitors the use of cryptographic algorithms and secure data
transmission channels to ensure confidentiality and integrity of information. Such
algorithms allow you to encrypt data that is transmitted over the network, helping to
prevent its storage and protect it from unauthorized access. This research i1s aimed at
developing effective solutions for identification and authentication that meet current
security standards mn the face of growing threats in the cyberspace.

Keywords: HTTPS, SSL, TLS, AES, RAS, REST API, local server, public

SCIVCI.
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ITEPEJIK YMOBHHUX ITO3HAYEHL

AES — Advanced Encryption Standard
API — Application Programming Interface
CA — Certificate Authority

CAA — Certification Authority Authorization
CT — Certificate Transparency

FTP — File Transfer Protocol

GraphQL — Graph Query Language
HTTPS — Hypertext Transfer Protocol Secure
[P — Internet Protocol

JPA — Java Persistence API

JSON — JavaScript Object Notation

JWT — JSON Web Token

RAM — Random Access Memory

REST — Representational State Transfer
SHA — Secure Hash Algorithm

SOAP — Simple Object Access Protocol
SQL — Structured Query Language

SSH — Secure Shell

SSL — Secure Sockets Layer

SSD — Solid State Drive

TLS — Transport Layer Security

VDS — Virtual Dedicated Server

VNC — Virtual Network Computing

113 — IIporpamue 3adesricueHis



BCTYIL

Axmyanenicme docnioxcenns. B yMOBaxX CTPIMKOTO PO3BUTKY ITH(POBHX
TEeXHOJIOTH Ta 30UIBIIEHHS KUILKOCTI JOAaTKIB, 3aXUCT IIePCOHANLHOT indopMalii crae
Bce O1TBIT BasKTUBUM. AKTYaIbHICTD 1IEHTH(MIKAITT € KITFOTOBAMH KOMITOHEHTaMH TSI
3a0esreueHs Oe31eku Ta KOH(pIASHIIAHOCTI JanuX KopucTyBadiB. JKoAHUA 104aToK
JKkuit ToTpedye 1IeHTH(IKYBaTH KOPUCTYRaTiR He Moke oO1fTHCA Oe3 CTBOpPEeHHS 1
pO3po0OKH MPOrpaMHOro 3a0e3IICUCHHS SKC JO3BOJINTH BH3HAYUTH KOHKPETHOIO
KOpHCTyBaua 1 HOro JOCTYIHICTD JI0 BUKOPUCTAHHS 1OJIATKY.

[nenrudikammisa Ta aprenTHGIKALSL J03BOIOThL TapaHTyBaTH, MO JAOCTYIL JIO
JoJaTKy Ta Horo yHKIH MaloTh JIMIIe aBTopU30Bati kopucrysadi. Lle 3Hmwkye pu3uk
BUTOKY JaHHUX Ta 3ale3mnedye 3axucT KoH(pimeHIiHOI 1HopMamii. Hanpuxman,
MOOUILHI JIOAATKH HacTo CTAlOTh MU0 3JIOBMUCHHKIB. Bukopucranns HaIiiHHX
METO/IB aBTeHTH(]IKaIi 3HAYHO YCKIAHIOE HECAHKIIOHOBAHUM JOCTYII 1 JIO3BOJISIE
3a0€31ICUUTH OE3IICKY KOPUCTYBAYY.

HagpHIiCT, aBTOpU30BAaHMX KOPHCTYBAUiB € KIIOUOBHM  €IEMEHTOM Y
HPOTPpaMHUX CHCTeMax OesleKd. PHU3UMK BHTOKY JaHHUX Ta 3axucT 1H(popMallii
3abe3neuyeThes HaJaHHIM KOHKPETHHX IIpaBa IOCTYITy Ha OCHOBI HOTO POl B CHCTEMI.
e, B cBOIO UepPTY, O3HAUAE, IO JIHITTEe YIIOBHOBaKEHI 0COOH MOKY Th OTPHUMAaTH AOCTYII
o kKoHMiaeHmitHOT 1HOpMaIi, MO 3HAYHO 3HIKYE PH3HK HECaHKITIOHOBaHOTO
JOCTYILY.

ImerTH(diKaIiss KOPUCTYBaviB JO3BOISE JoJaTKaM HaJlaBaTH MepCcoHaTI30BaHI
HOCIYIH, BpaxoBYIOUH YHIOAOOAHHS Ta I1CTOPIIO BHKOPHUCTAHHY KOHKPETHOIO
KopucTyBaya. 1{e mABHUILY € 3pyYHICTD Ta 3aI0BOJICHICTL KOPHUCTYBaY1B.

Y OaraTthox cdepax, Takux fAK (PpiHAHCH, MeIUIMHA, Ta Taly3l, MOB'SI3aHl 3
OCOOUCTUMH JIAHUMH, BHMAracTbcd JOTPUMAHHS BHCOKHX CTamAapTiB OC3IICKH.
Bukopuctanaga kpunTorpadidHUX —aITOPHUTMIB 3axXHUINEHHX KaHajdaX JO3BOJSE
BAIIOBICTH [IUM BUMOTaM 1 3aXUCTHTH KOH(D1ISHITIHHI JaHi.

Jlst 3a1ipoBa KeHIS Oe31IeKHY [epeiadl JaHuX, BaxK/ IMBOIO YaCTUHOIO peai3alii

cUCTeMH 17eHTH(IKami Ta aBTeHTH(]IKaIli € BHUKOPHUCTAHHI KPHIITOAITOPUTMIB



3axXMINCHUX KAaHAJIB Iepeaadl JaHux. Taki aJropuT™My JO3BOIBIIOTEH 3alu(ppoBYBaTH
JlaHl, IO TEepefaloThes o Mepekl, 3ade3Neuyioud iXHIO KOH(IISHIIHHICTh Ta
MUncHICTh. 1le JomoMarae YHHKHYTH TIepexolUIeHHs 1H(popMalli aTakyIOuuMH Ta
3aXUCTUTH JaHl B HECAHKIIOHOBAHOIO JocTyiry. llpw mepexormvieni jgaHux
3aXHIEHUX  KPUNTOANTOPUTMAMHM,  3ammdpoBaHi  JlaHI  3aIHINATAMYTHCS
HEJOCTYIIHUMU O3 BIJIIOBLIHOIO KIIOYA.

3axucT aHux Ta Oe3leka KOPUCTYBadiB B IMUPPOBUX AoJaTKaX € OTHUMH 3
TOJIOBHUX [PIOPUTETIB CYYACHOIO MPOrpaMHOro 3ade3leucHH. BukopucTaHHA
OararodakropHoi aBreHTH(IKAINi, peryIspHe OHOBJIEHHS cHUcTeM Oe3leKu Ta
BIIPOBA[KCHHS IIEPEAOBUX METO/IIB MUA(PYBaHHS 320€311eUYIOTh KOMIUIEKCHHH 3aXHCT
indopMaiii. BpaxoByiouu 3pocraiodl  3arpo3d B KIOEpIUPOCTOpl,  BaXKJIUBO
BITPOBAKYBaTH €(eKTHURHI PIMIeHHI I 11eHTH(IKAIi Ta aBTeHTH(]IKaIi, sgKi
BALIOBLIATUMYTH CYHACHUM cTaHgapraM Oe3lIeKu.

Memoio pobomu € CTROPEHHS cUcTeMH 3a0e3NeueHHs BiganeHoi KoMy HIKarmi 3
BUKOPUCTAHHAM KPUIITOAITOPUTMIB 3aXHUITICHUX KAHAIIB.

Memoou odocnioncenns:. aHam3 mTepaTypH, oOpoOka Ta aHam3 1HpoOpMaIi,
METOIH CTBOPEHHS apX1TEKTypH 0araropiBHEBUX JOJATKIB, JOCILHKCHHS CEPBICIB 110
PO3TOPTAHHIO OMATKIB Y II00anbHIi Mepeskl, INIaHyBaHHS Ta aHalll3 BUMOT CHCTEMH,
TIPOTOTHUITYBAHHSI, METO/IA TIPOEKTYBAHHS pelsTiiHNX a3 JaHuX.

O6’ckmom  docaidcennss € TIpollec Tepefadl JaHuX HEOOXITHUX I
1rentudikamii ta areHTU(dIKAINi, 3 BUKOPHUCTAHINM KPHUIITOAITOPUTMIB 3aXUINECHUX
KaHaIiB.

lpeomemonm docridowcenna € IporpaMia cucteMa 3ade3leueHs 11eHTudiKanii
Ta aBpreHTUdIKaIi A [HepeJadl JaHux Ta BCTaHOBICHHS JOCTYIIHOCTI by HKITIOHATY.

Ipaxmuune 3nauenns oodepycanux peyvismamie — TIABUITIEHH O€3NEKU
nepeaadl  JaHux Ta  JOCTYIHOCTI  (QYHKIIOHAILY IIPOrpaMHOre 3a0e3IICUCHIS.
CHpoITieHHSI MOKITUBOCTI TIepe/adi TaHuX.

CrpyKkrypa poOoTH:

Pozuun 1. Anams upeaMeTHoi odnacTti. IlocranoBka 3amaqi

Poznain 2. Anams 1 BuG1p MeToAiB peam3arii Ta moGyoru 113.



Pozmin 3. Bupimenns 3ajgadi peamzanii  cueremu  pienrtudixkaiii  Ta
aBTeHTH(IKAITi 3 BUKOPUCTAHHAM KPHNTOANITOPUTMIB 3aXHITIEHUX KaHAIIB.
Poboma cxnadacmscs 31 BCTYNy, 3-X PO3AUIB, BHUCHOBKIB, CIIHCKY

BUKOPHUCTAHUX jikepel 3 20 naliMenyBanb. O0ciar poOoTH 53 cTopiHkH, 12 pUCYHKIB.



10

PO3JILI 1. AHAJI3 ITPEJMETHOI OBJIACTI. IIOCTAHOBKA 3AJIAUL

1.1. ITpoOmemaTrka 1 aKTyalbHICTh JOCITITKEHHS

VY cydacHOMY MEpPEKEeBOMY CBITI 0araro 3acTOCYHKIB HOTPeOYIOTH O¢3IeKH, 1
kpunrorpadisi € oHAM 3 OCHOBHHUX 1HCTPYMEHTIB JIUIA ii 3a0e3nedeHHs. OCHOBHI 1T
Kpunrorpadii, Taxi K KoHGICHITHHICTD JaHuX, IILICHICTD JaHKX, aBTeHTHDIKAIIS Ta
HEBIJTBOPOTHICTE (B1IIOBIJATBbHICTE), MOKYTH BHKOPHUCTOBYRATHCH TSI 3al0OITaHHS
PI3HMM BHAAM MEPCKCBHUX aTak, BKIIOUAKOYH 1IICIIYXOBYBaHHs, 11apodky IP-aapec,
3axOIUIeHHST 3'€/[HAHb Ta BTPYYaHHS B JlaHl. AJNTOPUTMH € JUnie OylIBeJIbHUMH
OIoKaM4 Y KpUITOIpadIaHuX HPOTOKOIaX, 1 po3po0Ka ITUX IIPOTOKOIIB € HaI3BUYAHO
CKJIAHAM 3aBJIaHHSIM.

Kpunrorpadam Bakko CTBOPIOBATH MPOTOKOIH, IO TPOTUCTOSITE Y CIM BIJIOMIM
arakaM, a cepe/lHbOMY pO3pOoOHUKY I1¢ BAaeThesd e ripie. Harpukia, po3poOHuKn
YacTO HAMATalOThCS 3aXUCTHTH MepekeBl 3'e THAHHS, POCTO MUPPYIOTH JTaHl Tepen
iX BLAIPaBKOIO Ta po3MMU(PPOBYIOUH INCI OTPUMaHHY. Taka crpareris 4acTo He
3ale3rneuye IUTICHICTh JaHWX. Y OaraThoX BHIAQJKax 3IIOBMHUCHHKH MOKYTH
BIPYTUTHUCA Y JaHI 1 HABITH BIHOBUTH iX.

HariTh gKIo OpoTOKOIH A0Ope CIPOEKTORaHl, MOMHIKM B iX peam3alfi €
3BHYAHUM SIBHUILIEM.

[TpoTokomu A Oe3MEUHOTO 3B'SI3KY Uepes He3axXHINeHl cepeoBUINa MaioTh
IMUPOKE 3aCTOCYBAHH Y OLILIIOCT] IIporpaMHOMY 3abesnedenHi. OcCHOBHA MeTa
npotokony SSL Ta fioro Hamaaka TLS (komu MH ToBopHMO TIpo SSLL, MaeMo Ha yBa3l
gk SSL, tak 1 TLS) noisirae B Hajanmi HaiOUIBIIT [OIMMUPSHUX HOCIYT OS3IICKH I
JOBUILHMX MepekeBUX 3'eananb Ha Oaszl TCP takum duHoM, OO MIHIMI3YBaTH
noTpedy y KpurrrorpadiaHii eKcIiepTH3i.

OcHoBHa Mera Kpuurorpadgii — 3aXUCT BaKIHMBHX JAHUX, IO [EPeJaiOThCs
yepe3 cepeloBUINE, ke came 1o codl Moske OyTH He3axHIeHWM. 3a3BWuai TakKuM
CCPEIOBUINIEM € KOMITIOTepHA Mepeka. Icuye Oararo pizHux KpuITorpadiaHux
AJITOPHUTMIB, KOJKCH 3 SIKMX MOKe 3a0e311eayBaTh oAy ab0 OlIbIIe 3 HACTY ITHUX IIOCIYT

AT SB.CTOCYHKiBZ
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- KOH(PIICHIIAHICTD (CeKpeTHICTD): JaHl 3aMmaoThed CCKPeTHUMU IS THX,
XTO HEe Mae HaleXKHUX OOTKOBHX JIaHWUX, HABITh SKITIO BOHHU IIPOXOITH dUepe3
He3axXUITeHe cepeoBrme. Ha mpakTuIll 1€ o3Havae, Mo MOTEHITHHI 3JI0BMUCHUKH
MOXKYTh OauuTH 3aKOJ0BaHl JaHl, ajl¢ He 3MOXKYTh iX posimdpyBaru 63 HeoOXi[Hol
1HGopMalni. Y kmacuuHIi kpunTorpadii arroput™ mmdpyBaHHI OYB ceKpeToM. Y
cydacHil kpurrrorpadii anroput™Mu € IyOIidHUMM, 1 B IIpolecax mudpyBaHHd Ta
JemuppyBaHHs BHKOPHCTORYIOTHCS KpHUOTOTpadiuHl KIoUl. €AuHE, IO HOTpIOHO
30epiraTi B CCKpeTi, — I¢ KoY,

- IUICHICTL (3axXMCT Bl BrpyuaHHs ). OcHOBHaA 1jied 3a0e3leueHHs IIIICHOCT
JaHUX II0JBIrac B TOMY, OO oJepKyBad MII' BU3HAUHTH, YK OyIIH 3pO0IICHI SKICh 3MIHU
JO JIaHUX IIPOTArOM IIeBHOre wacy. Hanpuknal, IEpeBIpKH IUIICHOCTI MOXYTh
rapaHTyBaTH, ITIO IaHl, HaicTIaHi ITo KaHaIy 3B'SI3KY, He OyIH 3MIHEHI I, ac Iepeadqi.
[im kiacu ajropuTMis b pyBanHs IijaoTbed arakam Tuiry "bit-flipping", koim
3JIOBMUCHHK MOKe 3MIHUTH 3HadeHHs ©OiTa [JaHWX, 3MIHHBIMHA B1IIOBIIHUI
3amupoBaHuii O1T;

- arreHTH]iKarusa: Kpunrorpadiss Moke AOTOMOTITH BCTaHOBHTH OcoOy IS
niieH aprenTudikanii,

- HEeBIJIBOPOTHICTH (BIANOBIJANBHICTE): Kpumrorpadiss Moxke TO3BOIHTH
JIOBECTH, 110 OTpPHUMaHe TOBIJOMIEHHS, AiMcHO OyIo HaJicIaHO BIJIPaBHHUKOM 1 HE
SMIHIOBANIOCh. Y peadhbHOMY CBITI MOTPIOHO IPUITyCKaTH, IO 3JIOBMHUCHHK HE
CKOMIIpOMETYE IIeBHI Kpuirrorpadium  wiodi. Ilporoxon SSL He 1marpumye
HEBIJJBOPOTHICTE, alle 11e MOKHA JIETKO TOJaTH 3a JOTIOMOTOIO ITH(POBHX i IIIHCIR;

I[[i mpocTi HOCIHyrd MOXKYThL OyTH BHKOPHUCTAHI Ui 3allo0iraHis Pi3HUM
MEPEKEBUM aTakaM, TaKUM SK:

- TPOCTYXOBYBaHHS (TIACHBHE IIiJICTYXOBYBaHHS): 3IOBMHUCHHK BIICTEXKYE
MepeKeBUH Tpadik Ta 3alucye IiKapl JaHi, HalpuKiIal, 1HGOPMAIo Ipo KPSAUTHI
KapTKH,

- Brpydanms: 3JIOBMHUCHUK BLICTEKY € MEpexkeBUM Tpadik 1 3JIOBMUCHO 3MIHIOE

JaHl [ Jac 1epegadl (HalpUuKian, MOKe 3MIHUTH BMICT €JICKTPOHHOIO JIUCTA).
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- mapodKa; 3JIOBMHUCHUK 111 APpOOIIsIe MEPEKEB] AaHl, POOISYH BUIJIA, IO BOHU
HaJIXOITh 3 1HITOT MepeskeRol aqpecu. Taka araka Moke OYTH BHKOPHCTaHa IS
oOMaHy CHCTEM, IO aBTEHTH(DIKYIOTHCSA Ha OCHOB1 1H(GOPMAITIT IIPO XOCT (HalpHKIa,
[P-agpecn),

- 3axoruieHHs: [Ticimsg apreHTH(IKATIIT TEeTITHMHOTO KOPHUCTYRada I Ipo0Ka MOKe
OyTH BUKOPHUCTAHA I «3aXOIUICHHS 3'€ THAHHS

- TIepeXoIlNIeHHs] Ta TIOBRTOPHE BIATBOPEHHS: B JeSKUX BHUMAAKaX 3TOBMHUCHHK
MO)KE 3alldcaTd Ta IOBTOPUTH MEPEKEBl TpaH3aKili 3 HEraTHUBHUM €(eKTOM.
Hanpukia ), sSkio BH HpojaeTe OJIHY akKIlk, KOIU I1Ha BUCOKA, 3JIOBMUCHUK MOKE
3aIIMCaTH IO TPAH3aKIIIO 1 HOBTOPUTH ii III3HIIIE, KOJIH IiHA aKiii BHaje, o IPU3BEIC

JIO BIpaTy BCiX akii cepsicy [1].

1.2, Oy ICHYIOMHX PIIMICHL 3 METOMIB  po3po0ku  igeHrtudikamii Ta
apreHTHdIKaImi v 113, IcTopist pO3BHTKY KPHOTOAITOPHUTMIB 3aXHITICHHX KaHATIR

yIIpaBJI1HHS

Bugepima icropis HalBajKIMBIMIMX I1I0/1H, po3nisHyTa Ha pecypel [2], gkl
cPopPMyBaIH €KOCHCTEMY KPUIITOAITOPUTMH 3aXHUITICHUX KaHaIB:

- 1995, :xoprens. [logpa SSI. v3;

SSL v3 (Secure Sockets Layer version 3) 6yB BUIyITIeHUI kKoMmaHIe0 Netscape
1 CTaB ICPIIAM IMHPOKO BUKOPUCTOBYBAHHM IIPOTOKOJIOM IMH(pPYBaHHSA LA
zabesrneueHHs Oe3Teky Tepe/adl JaHux uepes Mepexy [HrepreT. [le OyB BakInBHi
KpOK y 3a0e31IeUeHHI HPUBATHOCT] Ta KOH(DIASHIIIAHOCTI M1 gac BeO-ceclil.

- 1995, nucronax. Buiryck PCT v1.0 Big Microsoft,

PCT (Private Communication Technology) v1.0 6yB Bumymenuii Microsoft sk
anprepuaruBa SSL v2. PCT OyB clipoeKToOBaHU] IS HOKpaIICHHs Oe3IIeKH TIepe iadi
JaHuX, ane He HaGyB MUPOKOTO TOTITHPEHHS T03a IpoykraMu Microsoft.

- 1996, pik. CrBopenns pobouoi rpyim IETF as cranpaprusanii SSL;
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Y 1996 pomi Oyiia crBopena poboua rpyua Internet Engineering Task Force
(IETF) 3 meroro craHjpaptm3aiii SSL, mo Bele 0 TOMANBITIOTO PO3BHTKY ITHOTO
TIPOTOKOIY.

- 1999, civenn. OnybmxyBanms TLS v1.0;

TLS (Transport Layer Security) v1.0 OyB BUNIyIIIeHHH SIK HACTYITHa Bepcist SSL
v3 3 nokpaiieHoro oeslekoro ta ¢ynxkmonaibHicTio. TLS v1.0 3aminus SSL v3 y
BEJTHKIN YacTHH1 BeO-KOMYHIKaITiH.

- 2006, xBiTeHnb. Buiryck TLS v1.1;

TLS v1.1 OyB BMIIyIIIEHHI 3 METOK BUIIPABICHHS IIEBHUX YpPa3lIMBOCTEH, K1
Oyiau Buspiieni B TLS v1.0. Ie#t 1poToKOII TakokK BIPOBaRKYBaB HOBI (yHKINIT LI
HUIBUINECHHS Oe31IeKH.

- 2008, cepriens. Bunyck TL.S v1.2;

TLS v1.2 craB macryumoro itepamicio TLS 3 mogaabImuMy HOKpanieHHIMU
Oe3neku Ta e()eKTUBHOCTI, BKIIIOYAIOMH BUIIPABIEHHS ISSIKNX Ypa3TuBOCTEH, TIo OyIu
BHABJICHI B IIOICPEIHIX BEPCIAX.

- 2011, Gepezens. [TyOmxkarmsa RFC 6176 nna pempexkarui SSL v2;

RFC 6176 OyB onyOmikoBanuii 3 Meror odgimidnoro jaenpekysBanms SSL v2
yepe3 BeNUKY KITHbKICTh BUSBIESHUX YpazMUBOCTeH Ta Hebe3Iexk.

- 2012, Gepesenn. 3axnuk A0 mpono3umii moxo HTTP/2:

[Ticas yemxy npotokony SPDY Bix Google, cnutsHOTa po3poOHHUKIB BUHHKIIA
3allKABJICHICTL Y po3polll Hactyinoi pesisii uporoxory HTTP, mo Beae a0
3arnovarkyBaHus podotu Hag HTTP/2.

- 2013, depesensn. 3amryck Certificate Transparency (CT) Big Google.

CT crBoproe myOimiyHui 3a1mc Beix 1y OomyHux cepTudikaris, 1o joloMarac y
BMSIBJICHHI HeJliicHUX ado danbcHpIKoBaHUX CcepTHU(]IKATIB, MABUIMYIOUH Oe3IeKy
BeO-KOMY HIKAITlif;

- 2013, cepnenn. [Tovarok podotu Hax TLS 1.3;

PoGora nag TLS 1.3 nodanacs 3 MeTol0 CTBOpPEHHM OUIbII OE3MEUHOIO Ta
¢PEeKTUBHOTO IPOTOKOIY MUGMPYBAHHA IS MEPE/KEBUX 3’ €/[HAHb.

- 2014, ciuens. Iepexig no RSA 2048 mia ceprudikarip;
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Ie#t xpox OyB 3poOiacHU Ul INABUINCHHS Oe3lleKd cepTU(IKATIB MUILXOM
BHUKOPHUCTAHHS OLITBIT TOBTHX KMOUIR RSA.

- 2015, keitenp. Bunyck RFC 7469 nna zaxucty B ¢anpcudikarmii

ceprudikaris,

RFC 7469 BRIB MexaH13M MyOIIUHOTO 3aKPITDICHHS KITIOUIB JTIS 3a0e3eueHHS
JOJATKOBOI 3aXUCTY Bl pabecudikoBanux cepTrudIKaTiB.

- 2015, Tpaens. Pemiz HTTP/2 ax RFC 7540,

HTTP/2 Oy pozpobienuii gk HacTyllHa Bepels lpotokoiry HTTP 3 meroro
HOKPAIEeHHS IPOIYKTHBHOCTI Ta e(heKTHBHOCTI BeO-KOMY HIKaIll .

- 2016, motenn. Ceminap "TLS 1.3 Ready or Not?";

[eit ceMinap craB IPUCBIAYCHUM aHaI13y Ta OLIHI HOBHUX po3podoky TLS 1.3,

- 2016, ciuens. 3abopona Buaul myOmaaux SHA1 cep Tudikatip;

Y ciumi 2016 poxy Oyiio IPHUIMHEHO Bujady IryOINYHUX CepTUMIKATIB 3
xemyBaHHIM SHA1, ockiTBKH 1Te# anTopuT™ BRakaBCs BiKe HEJOCTATHHO Oe3TETHIM
JUISL 3aCTOCY BaHHS B 1Ty OIUHUX cepTudikarax.

- 2018, Gepesenn. Omnybmikopanas TLS 1.3 ax RFC 8446,

TLS 1.3 6yB BHIYIICHHA 3 METOIO IIOKpamleHHs Oce3leKH Ta €(heKTUBHOCTI
MepekeBUX 3'€HaHb. BiH BOPOBaKYe HOBl (PYHKIUI, SK1 JTO3BOSIIOTH 3MEHIITATH
3aTPUMKH Ta 3a0e3MMeuyIoTh O1IBIT BUCOKHUH piBeHE Oe3IIeKH.

- 2018, nmunens. [TozHauenns Chrome peix HTTP-cTopinok sk "HezaxumeHi";

Google Chrome nouas 1o3HagaTy Bl CTOPIHKH, K1 BUKopuctoByiorh HTTP, sax
HezaxumeHl. Ile cTamo ofHIEO 3 1HINATHB IS MJBHINEHHS Oelleku Bel-
Heper/isJadiB Ta 3a0X04eHHs BUkopucranns 1poroxkoiry HTTPS.

- 2023, rpyaenn. Bupainenis Chrome 1KOHKH 3aMKa 11 TG POBAHOTO 3B'S3KY.

Chrome IpWUITMHAB BUKOPHUCTAHHS 1KOHKH 3aMKa, sika BijoOpakanacs y BeO-
Opaysepl Ui [O3HAYCHHS IMHQPPOBAHOIO 3B'43KY, IO CTal0 KIHIEM IEBHOI epH Ta
B100pakeHHIM 3MiH Y IIAX0Aax JO Bizyamizarii Oe3lekd B Mepeki,

- 2023, xoprenb. Hoxannd marpumiu S/MIME ceprudikarie y REFC 9495,

RFC 9495 posmmpus moxiuBocti CAA (Certification Authority Authorization)

o marpuMka S/MIME ceptudikaTiB, Mo TOKpanTaiIo Oe3IeKy eneKTPOHHOI TIOITH
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Ta KOMyHIKamii 3 BuxopucranmsiM S/MIME.2023, muiens. IlyOmixamis Messaging
Layer Security (MLS) ax RFC 9420.

MLS craB HOBUM CTaHJApTOM JUISI 3aXHUCTY Mepe:KeBUX KOMYHIKaIli Ta
BIIPOBA;DKCHHSI HACKPI3HOIO MM(PYBaHHI B MECEH/Kepax Ta 1HIIMX J0AaTKaX.

- 2023, repecens. Jlenpexkatst TLS 1.0 1 TLS 1.1 3a oromomennsim Apple;

Apple oroliocuiia 1po BIAMOBY Bi IIATPUMKH 3actapuimx Bepeid TLS 1.01TLS
1.1 Ha croix mmaTdopmMax 3 MeTOIO OKpaITeHHsI Oe3MeKH MepeKeBUX 3'eTHaHb.

- 2024, xBiTens. Onopiena nomituka Cl;

- 2024, xeiteHb. Chrome 3a 3aMOBYYBaHHSM I[IOYMHAE BUKOPHUCTOBYBATH

HTTPS;

[Tounnaroun 3 Bepcii 90, Opayzep Google Chrome 3a 3aMoBUYBaHHSIM
pukopucTopye HTTPS mmg OiaemrocTi HapiramiiHUX 3aluTiB, K1 HE BKa3yIOTh
HPOTOKOJL, THM CaMUM [IIABUINY IOUH Oe31IEKY KOPUCTYBaYlB 1 BeO-CalTiB.

- 2024, 6epesenn. Jlempekarusg TLS 1.01 1.1 3a oromomenssm [ETFE;

Internet Engineering Task Force (IETF) onyOmikysana RFC 8996, odimiino
jgenpekyioud crapt Bepeli TLS 1.0 1 1.1. Tle Oyno 3pobieHo uepe3 BHSIBIEHI
ypaslMBOCTI, AKI MOKYTh OYyTH BHKOPUCTAHI JJIS arak Ha OC3ICKY MEPEKCBUX
3'eTHAHBD.

- 2024, motuii. Bugada mimbspia ceptudikatie i Let's Encrypt.

Let's Encrypt oromocuna, 1o BHAada IOHAT MITRIApA cepTudikaTie ai1sa 192
MUILHOHIB BeO-caittiB. lle ¢BLIUMTL 1IpO IMHUPOKE BUKOPUCTAHHS IIMGMPYBAHHA Ta
IMIBHINEHY yBary Jio KibepOe3neku B [HTepHeTi.

3BI1JCH, MOXKHA 3a3HAYUTH OCHOBHI CYYacHI METOH 3a0e31eUeHHS Oe3IICKH IIPU
repeaadl JaHux;

- TLS (Transport Layer Security),

TLS 3abesnieuye konh1AeHITAHICTD, TUICHICTL Ta ayTeHTU(DIKAIIIO JaHUX, IO
TIepelaloOThesl MIXK KITIEHTOM 1 cepRepoM uepes 3axuiieHuif kaHal. TS BUKopUCTORYE
cydacHi Kpuirrorpadiuni aaropuT™u i mudpyBanms ganux, Taki sk AES (Advanced
Encryption Standard), acumerpuuane mudpyBanmd Ha ocHoBl RSA ado ECDSA, xeni-

¢dyuki SHA (Secure Hash Algorithm) 1 Gararo 1HIIMX.
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- HTTPS (Hypertext Transfer Protocol Secure);

HTTPS 3abe3neuye Oe3neuHy mepemady JaHUX MK KIIEHTOM 1 CEPBEPOM 3a
JoroMororo 3axumeHoro TLS-kanamy. Bin mosHawaeThes vy BeO-Opaysepax 3a
JOIOMOIOIO 3elleHoro 3aMka ado iHmoro inaukaropa Oesnexu. HTTPS pospoisie
3axyIaThH KOoH(DIACHINITHI JaHl, Takl sSK IIapoidi, IUIaTKHI JadHl Ta OCOOHCTY
1HGhOPMALTIIO, BIJI HE3AKOHHOIO JOCTYILY Ta HCPEXOIUICHHS.

- KpunTorpad1uHi alTOPUTMH,

Cumerpuune mudpyBanHs: BUKOPUCTOBYEThCS IS MMUA(PPYBaHHS JaHUX 101
yac nepegaul. llonymsipai anropurMu BriowaroTh AES (Advanced Encryption
Standard) 1 ChaChaZ20.

Acumerpudne muUdppyBaHHY: BUKOPUCTOBYETLCH UL OOMIHY KIIOYaMH 1
ayreaTudikammi. [Tpuknagamu € RSA (Rivest-Shamir-Adleman) 1 ECDSA (Elliptic
Curve Digital Signature Algorithm).

XenryBaHHS: BUKOPHUCTORYE€THCS JITISI CTBOPEHHS YHIKATBHUX XeI-KO/IIB TAaHWX.
IIpumepamu ¢ SHA-256 1 SHA-3.

- Certificate Transparency (CT);

CT ponomarae y BusiBIeHH1 HeiHcHUX ado daabeuikoBaHUX cepTU(IKATIB, IO
zale3rneuye JOJaTKOBHiIT piReHL Oe3nekn y BeO-komyHIKaissx. CepTudikaTu
BITAIOTECS JUIST peecTpallli B IyOmMYHWH KypHalI, Je iX MOKHa TEPEeBIPHTH Ha
BAITHICTE Ta JETITUMHICTE.

111 METOAM 1 TEXHOJIONT CTBOPIOIOTH HAMIHHUM MeXaHi3M IS 3aXUCTY JaHUX 1111
yac iX mepepaul uepe3 [HTepHeT, IO JO3BOILIE 3a0e3leunTH KOH(DIISHITIHHICTS,

HUICHICTD Ta ay TCHTHYHICTD 1H(opMariii.

1.3. BucHoBOK 10 meprmoro po3aury. [locTaHoBKa 3a1adi

3abesneueHHsI Oe3lekH Tiepe/iadl JaHuX ¥ CYUYacHOMY MepekeBOMY cepe/TIOBHITI
€ KPUTHYHO BLKIMBUM 3apiaHimsaM. Kpumrorpadis Bigirpac KIOUOBY PoOIb Y
BUPIIICHH] IBOIO 3aBAaHis, OCKUILKM BoHa 3ade3liedye Taki OCHOBHI IIOCIYTH, 5K

KOH(]1JIEHITIHHICTD, IUTICHICTE, aBRTEHTH(DIKATIIIO Ta HEB1JTBOPOTHICTS.
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OpHak 1pocte MU pyBaHHA JaHuX epe/ IepeJadcto Ta po3mmdpy BAHHS M1CTIS
OTPHUMAaHHS He 3aRK/JH € JOCTATHIM J7I 3a0e3NeueHHsl IMITICHOCTI JaHUX Ta 3aXHUCTY
B17] PI3HUX BH/IIB MepeKeBHX aTak. Po3po0ka Ha MIMHUX KpHTITOrpadiTHAX IIPOTOKOIIR,
K1 3/@THI IPOTHCTOITH BIJOMHUM aTakaM, € Haj3BHYailHO CKJIaJHUM 3aBJaHHAM 1
YacTo MPU3BOTUTE JIO TIOMHIIIOK Y peanizarii.

IIporokomu SSL/TLS (Secure Sockets Layer/Transport Layer Security) Ta
HTTPS (Hypertext Transter Protocol Secure) Gymm po3poOieHi 3 MeTOK HaJaHHS
HOIMMPECHUX HOCIYT OC3ICKH I MEPE:KeBHX 3'eiHaHb HA ocHOBI TCP, MiHIMI3YIOUH
norpedy B kpunrrorpadiuHii ekcreprwsi. [x po3BuToK Ta BlockoHaIeHHS Bij0yBanocs
HporsaroM Oararbox pokiB, 1 Bonu crainu de-facto crampapramMu JUIS 3aXHINESHOTO
oOMIHY JlaHuMHU B [HTepHETI.

Kpim Toro, BIIpoRaKeHHS TakKUX TexHOMOT1H, 1k Certificate Transparency (CT),
JoroMarac BUSBISITH HelcHi ado danbeudikoBani ceprudikary, 3ade3ledyioun
JIOAaTKOBUH P1BEHb O€3IIeKH BeO-KOMY HIKaITI .

Bukopucranug cydacHUX KpUOTOIpaiuHUX aJITOpUTMIB, Takux sk AES,
ChaCha20, RSA, ECDSA, SHA-256 ta SHA-3, pazoM 13 3aXHITICHUMH IIPOTOKOIIAMH,
takumu sk TLS ta HTTPS, crBoproc Hamifinuii MexaHisM UL 3aXHCTY
KOH(]1JIEHITIHHOCTI, ITUTICHOCTI Ta aRTEHTHYHOCTI JaHUX IIJT Yac iX Iepejadl depes
He3axHITeHl MepeKi, Takl Ik [HTepHeT.

Buxoagun 3 ychoro TepelueHoTo, MoXKHa copMyTIOBaTH 3aBJaHHS, SKe
nosrac 'y pospodi nporpamMuoi cucrteMu penrtudikanmii Ta aprenTudixami 3
BUKOPUCTAHHSAM CYUACHMX KPHUNTOAITOPUTMIB /IS 3axXHUITIEHUX KaHAB Tepeaadi
ganux: TLS (Transport Layer Security) ta HTTPS (Hypertext Transfer Protocol

Secure).
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PO3JIUI 2. AHAJII3 1 BUBIP METO/IB PEAJII3ALIL TA IIOBYIOBH 113
2.1.  OOrpyHTyBaHHS ONTHMaJIBHOTO BaplaHTa peam3aiii  3aBJaHHS

kBamdQikaIitaoi podoTH

Jlng mporpamHOi peamizariss CHCTEMH 1JleHTH(]IKaIli Ta aBTeHTH(IKaIi 3
BUKOPUCTAHHAM KPHIITOAITOPUTMIB 3aXMINECHUX KaHAIIB CILJ[ PO3IIBAaTH CydacHl
METOH PO3poOKH, 1 OPIEHTYRATHCS Ha OCTaHHI CTaHAApTH Oe3MekH, fSK Oylo
BU3HAUCHO IIOCTAHORBI 3aBJJaHHS ¥ BUCHOBKAX JIO [IEPIIOTO PO3JLILY.

Jlo1mIbHO peallizyBaTd cUCTeMy Ha OCHOBI IIPOIpaMHOT0 3a0e3ledeHHs sIKe Oyjie
MICTUTH He cucTeMy 1aeHTrdikarii ra aprenrudikari, ajae i iHmui ¢y HKIoHa SKui
Oyie JOCTYIHHUR IPU YCINIIHOCTI IPOXOKeHHSM apreHThdikalii. Takum duHOM,
MOkHa Oyjle HAOUHO PO3TITHYTH CHUIBEHY poOoTy (DYHKINIOHAIY JOJATKY 1 CHCTEMH
BEJ[CHHS KOPUCTYBAUIB.

TemMatuky 11 OCHOBHOTO (PYyHKINIOHANMY moAaTky Oyino oOpaHO BiAjlaleHy
CHCTEMY 3B 43Ky MIK KOMIT IOTEPOM Ta MOOUILHUM IIPUCTPOEM s oOMiny daitiiamu
yepes oKadbHUH cepBep. Takuil PpyHKIIOHAT MOKE ONTUMI3YBAaTH KOMY HIKAIIO J7I5I
OOMIHY JIaHUX 1 CIIPOCTUTH B3aEMOJIIIO MIK IIPUCTPOIMHU.

Cnmi chopMyBaTH BUMOTH JIO TIPOTPAMHOTO 3ade3IedeHHs IS TOTO o0 MOKHa
OyIIo OIIHUTH ONITHMAaILHICTH METO/IIB peanizalii 1 3akiacTh 0azy sl PO3POOKH.

HTTPS BebGeaiiti Ta mporpamMaoro 3abesneueHns BukopucToBye CT(Certificate
Transparency), IO BHKOPHUCTOBYCTLCS it nepeaadl  Tpadiky. CT  Brinouae
1iHpopMaIiro Tipo  ocoly, fgKa TIPOMIIIa Mporec TepeBIpKH  1/IeHTHdIKaI,
craijaprusoBannii Gopymom OpaysepiB CA vy Horo OazoBux BuMmorax. LleH 1pouec
HIATBEPKYE, MO 1aeHTH¢1KOBaHWNA BIACHHUK BeOCalTy, I AKOTO BUAAHO cepTUdIKaT,
Ma€e BHKJTIOUHI TIpaRa Ha BUKOPUCTaHHA JoMeHy [3].

SSL/TLS, BuMarac BHKOpUCTaHHS HaJiHoro nocepeanuka. el napiiinuii
TocepeTHUK ITUPPOBO TIAMUCYE TYONIUHUN KoY cepBepa — BHKOPUCTOBYIOUH
AJITOPHUTMHU, KPUIITOAITOPUTMIB — 1 KJHEHT IIOBUHEH IIEpeBIpUTH LeH miaimc. Taxui
MAIMCAHNN 1Ty OIIYHUA KO Ha3UBACTLCH cepTUdikaToM, a HaJidnui HocepeHuK,

BIIIIOBITaTbHUH 3a MANHACAHHSI CcepTHU(]IKATIR, Ha3UBAETHCS TIEHTPOM cepTHdhIKaIii
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{(CA). KnieHT rMMoBHHEH MAaTH JOCTYII A0 ITyOmidHoro Kmoda CA, 100 ayTeH THKYR arH
MATHC Tepe] NMPHAHATTAM KITH04a K CHpaEkHbLoro. Beb-OpayzepH MalOTh CITHCOK
JoeipeHHx CA 3 IXHIMH Iy QImYHHMH KMi04a MH, BOY10BaHHMH caMe 15 L€l MeTH.

IMoTpidHa pospodKa crmocoly acollORATH ITYQMYHHH K04 3 CEPREPOM, 0
SIKOTO MAKTOYAEThC A0AaTOK. ToMy Hame:XHHM H9HHOM OfOpPMIeHHH cepTH(IKAT
MMOBHHEH MICTHTH He TLIBKH ITy O YHHH K04 cepBepa, ane H JoMeHHe i M'sl cepBepa,
JI0 SIKOTO HATEKHTh ITy QMi4HHHA KoY, Bee e IIMHCaHe JORipeHHM [0 cepe HHKOM
[4].

BHinenepenideHe Mae 3MOTY Mo0yAyRaTH OCHOBHY MOAENb CHCTEMH peamisalii

3apAaHHsL Mofens BiATEOpeHa Ha pHC. 2.1.

Binnanexuii cepeep OonaTor gnA Tenedoxy

A

[onaTor cepeepy

b 4

L J

HDopaTtor AnA
KOMN'loTEpY

]
INMoKansHWiA cepeep J

PHCyHOK 2.1 — OCHOBHa MOAETE CHCT€MH 2aBJaHH:A 3 HaHBHIIeM piBHeM

abCTpaK i

st o orprMarH CT icHYIOTh HACTYITHI CITOCO0H OTPHMAaHHST

- OTPHMATH cepTH{KAT B JoRipeHoro CA sIKIHH Oy/Ie HHM ITi/IHC aHHI;

- 3TeHePYRaTH caMOITIHCaHHH cepTH(iKaT.

ITopipHAHHA CTI0CODIE OTPHMAHHA CepPTH(IKATY:

IMeprni crioci® moTpedy € MOKYIIKH AOMEHHOTO iMeHi JJIA Bi/J1aTeHOTO CepBepy

JUIs1 TOTO Mm100 oTpHMaTH AobipeHHH CT(HampHinan Let's Encrypt) [5] IIpH mmomy



20

HAKIIOUCHIS 10 BIAJAJICHOIO ceprepy depes nporokoil HTTPS Gyie MmoxiiuBo depes
Oy/ih IKUH JI0JIaTOK KITeHTY, Opay3ep U1 HAIPHUKIIa/l IHCTPYMEHTH TecTyBaHHS API, sk
Postman [6].

Jpyruii criocid TakoK Jac 3MOIY peaizyBaTh IJIKIIOUCHHS II0 IIPOTOKOIY
HTTPS, ane moTpelye HacTYIIHUX (PakTOPIR:

- renepand camomanucanoro CT,

- JIUIs TeHepallii He BayKITMBO MaTH JOMEHHE 1M s JITIST CepBepy, JOCTaTHhO HOTO
IP agpecu,

- OKPIM IJIKIIOUEHHS IO HPOrpaMHOro 3adesleueHHs SKe 3HAXOJUTHCs Ha
BULJIAJICHOMY CepBepl, MIAKIOYUTH JI0 KICHTCHOIO A0JaTKy, o olepaliiiina
cucTeMa Bu3HaBajia 3renepoBanuii CT gx JOBIpEHHIA.

OpieHTYIOUHCH Ha MOPIBHSHHS Oyiio oOpaHo JpyTHil BapiaHT depes Te MO BiH
He 1orpedye J0JaTKOBUX MareplajJbHUX BUTPAT, JO3BOJMUTL OLILIIEC HONIMOUTUCD Y
poboty npotokony HTTPS Ta maxmouensst CT 1o ceprepy.

Jist  cTBOpeHmHS  JoJAaTKy  Ha  BLIJZaleHoMYy  BeO-cepBepl  IOTPIOHO
IpoaHaI3yBaTH Ta 00paTH MOjeNh IS ToOyI0BH BeO-cepBiciB Ta API.

[cHYIOTL HACTYIIHI MO /IS 1TOOY10BH BeO-cepBiciB Ta API:

- SOAP (Simmple Object Access Protocol) e mporokorom oOMIHY
CTPYKTYPOBAHHMH TIOBI TOMICHHSIMH B Mepeki. Horo ocHOBHa 0coGIHBICTh TTONATAE B
TOMY, IO BiH OazyeThed Ha XML 171d mepepadl JaHHX Ta Mae CTPOTY cHeltudikario
cramjapris. SOAP 3a3BuuYail BUKOPHCTOBYETLCS JUIS  B3acMOIL MK  PI3HUMH
MPOTPAaMHUMHK  KOMIIOHEHTaMH Uepe3 Mepexky, TakuMH sK Beb-cepBicH. BiH
pukopucropye HTTP abo 1Hmn nporokolld il Hepejadl  HOBLIOMIICHb, a
CTPYKTYPOBaHi JaHi IPeACTaBIIOThe Y BULsi XML 7],

- GraphQL - 11e mora 3ammTiB A7s1 API, sika 1o3BoIsIe KIl€HTaM BH3HaAYaTH, K1
caMe Jami iM 1orpibmi 3 oxmici ToUKH Bxoay. BoHa najgae OUIbIN I'HYUKHHR Ta
e(peKTUBHUM CcTIOC1O OTPUMaHHS JJaHUX, OCKIIBKH KIIEHTH MOKYTH 3allUTYBaTH ITHITE
T1 OIS, K1 iM HeoOX1jH1, V 3pyunoMy 11 Hux gopmari. GraphQL Takox J103BOJBIE

BUKOHYBaTH CKJIQ/IHI 3aIlUTH Ta OTPUMYBATH 3BOPOTHI JIaH1 B OJJHOMY 3aIuTi [ 8];
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- gRPC (Google Remote Procedure Call) - ne cywacua rtexuonoris RPC
(BITaIeHOTO BHKIMKY IIPOIeAyp), po3podneHa Google. BoHa BUKOPHCTORYE
OlHapHHIT TIPOTOKON Ml Tepefadl JaHuxX, IO JO3BOISIE 3MEHIIHTH PO3MIP
MOBIJIOMIICHD Ta MOKPAITUTH IIPOAYKTUBHICTL Iiepeaadl ganux. gRPC no3Bomsie jnerko
BIM3HAYATH CIYKOHM Ta 1X METOAH 3a JOIOMOTOI0 (haiimB 3 omHucoM 1HTepdeiiciB, 1Mo
CLIpoIHIy € PO3poOKY Ta poOUTDH Ko OLILIT unTadenbauM |9];

- WebSockets - 11e IpoTOKOI ABOCTOPOHHLOTO 3B'S3Ky moBepx TCP, sakuii
3abesledye I[OBHMI JYIUIGKCHHI 3B'S30K MK KIEHTOM 1 cepBepoM. Moro
BUKOPHCTAHHS JIO3BOJIIE I1IOOYJYBaTH 1HTEPAKTHBHI BeO-JI0JaTKH, K1 MOKYThb
OOMIHIOBATHCS JIAHUMH B PSKUMI1 peallbHOro yacy. Hanpukiaa, Bed-dyary, owiaiH-1rpu
a00 BeO-IPWIOKECHHI 3 IIOTOKOBOIO lepeadeio jJanux. WebSockels 103BOISIOTDH
eeKTUBHO BUKOPHUCTOBYBATH CEPBEPHI pecypcH Ta MiITPUMYBaTH aKTHRHE 3'¢ THAHHS
MK KIeHTOM 1 cepBepoM 0e3 HeoOXIIHOCTI HOCTIRHOI IIOBTOPHOI 1HiIiaii3alii
3'emHanHs [10];

- REST API (Representational State Transfer) - ne apxiTekTypHHUH CTHIL IS
CTBOpEHHS BeG-cepBICIB, SAkuii BukopucToBYe HTTP-nipoTokon 1y niepeadi JaHUX 1
onepamiii. REST API Buxopucropye crangaprui HTTP-metonu, taki sk GET, POST,
PUT, DELETE, nns BuxoHaHHS ollepamiii 3 pecypcamMu ceprepa. REST API
BUKOpHCTOBRY€E pecypcH (URL) 1 iXHI cTaHA (cTaH pecypcy ) A B3aeMOJII 3 KIIeHTaMHA
[11].

REST API 3a3Buuaiil BBaxkacThcd HAaHKpauM BUOOPOM 3 KIILKOX IIPUYMH:

- REST API puxopuctorye 3Buduaiini HTTP-meromu (GET, POST, PUT,
DELETE), mo poOurh HOro 1HTY iTUBHO 3pO3YMLUIMM Ta JICTKHM Y BUBYCHHI.

3aBraxu Oescranopiit apxitekrypt REST API ayxe no0pe Macmraldyerhest s
oOCTYTORYBaHHS BEINKOI KITLKOCT1 KITIEHTIR;

- REST API gobpe tpamoe 3 pizuuMu opMaraMu ganux, TakuMu sk JSON abo
XML, 1 Terko 1THTETPYETHCS 3 OUIBIMICTIO BeO-TeXHOIOTIIH;

- BratoByil REST API mokHa kenryBaTy Ha ¢TOPOH1 Kinenra ado Ha HPOMIKHHX

cepBepax, o MOKPAaILy € POy KTUBHICTD;
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- REST APl He upuB'd3aHdil J0 KOHKPETHOI MOBU IIPOIpaMyBaHHS, IO
3ade3neuye THyUKICTh Y BUOOP1 TEXHOIOTIIA.

Sk 3a3HavaeThCA ¥ cTarTl [12] € pexoMeHA0BaHNM CIIOCOOOM TIepeaul JTaHux
apreuTudikaiii Ta apropusamii MK KICHTOM 1 cepBepoM y Bed-gojaTkax €
JWT(JSON Web Tokens), mo macth 3Mory 3ade3leuuTH OUIRIT BEIHKY Ta
KOHTPOJIBOBaHY OC3IICKY.

[Teperaru BUKOPUCTAHHS:

- JWT - ne xoMuakTHuUE posmip ganux y ¢opmari JSON, mo 3adesiedaye
edexrupny nepejpauy uepes H1'TP-3aronopku ado URL-napameTpu;

- JWT MoxyTh OyTH Ijmmcan 3a A0IOMOIOIO CEKPeTHOIO Kioda abo Iapu
11y OJIHOTO/IIPUBATHOIO KIHOYIB, IO 3a0e3liedye 3aXUCT B IPOOKH Ta rapanrye
IMUTICHICTD JaHHUX,

- JWT me Bumarac 30epiraTu cTal Ha cepBepl, OCKUILKM Bcd HeoOXiana
1iHGopMaIst 30epiraeThess B caMOMY TOKeH1, IO POOUTH CHCTEMY  OLIBII
MacITadoBaHOIO,

- JWT wmoxyTs OyTH BHKOPHCTaHI Ha Pi3HEX IDaTdopMax 1 MoBax
[POrpaMyBaHHS, OCKUILKH 0a3yIOThCs Ha BLIKPUTHX CTAHAAPTaX;

- JWT MoxyTh OyTH JeKoJ0BaHI Ha CTOPOHI KIIEHTa ISl OTPUMAaHHS IIeBHOI
1H(GOopMaITii, HallpuKIa, PO KOPUCTYRada, 0e3 JOJATKOBHX 3allUTIB Ha CepRep;

- JWT MoXyTb MICTHTH JOBUIBHI AaHl B 3ammdppoBaHoMy ¢dopmari, IO
JO3BOJIE IIEpeAaBaTh J0JaTKOBY 1HGOPMAIIIO MK KJIICHTOM 1 CEPBEPOM,

- JWT moxyTh Oy TH KellloBaH1 Ha CTOPOHI KI1€HTa abo Ha MPOMIKHHX cepBepax,
HOKPAITyIOUH IIPOJY KTUBHICTD,

- JWT e Bigkpurum cramgaprom (RFC 7519), mo cupusic IMAPOKOMY
BHUKOPHUCTAHHIO Ta MATPHAMIT PI3HAMHA O10110TeKaMHu Ta (ppeiMBOpKaMH.

3aBky  CcBOIM Oesneni, MacinTabOBAHOCTI, THYYKOCTI Ta BLANOBLIAHOCTI
cragapTam, JWT cTaR IpoB1THOIO TEXHOIOTIEIO IS TIepejadl JaHuX aRTeHTHIKaIli

Ta aBTopu3allii y cyyacHux BeO-oarkax.



23

Jst ocoBHoro yHKIIOHANY 110 OOMIHY (pailiiaMu yepes JIOKAILHHUNA cepBep
JOIITBHUM OyJle BHKopHUcTaHHA Socket, uepe3 Te 1o BIH HaJiae HACTYIHI MepeRaru
MIOPIBHSHO 3 THIMAMH METOaMH KOMY HIKaIlli y MepeKeBUX JoJAaTKax :

- HU3BKOPIBHEBUI JOCTYII JIO MEPEKEBOIO PIBHA, JO3BOISIIOUH PO3POOHUKAM
3MIMCHIOBATH TOYHE VIIPABTIHHS Iepefavueio JaHuX, BKIIOYAIOUM KepyBaHHS
Oydepamu, 0OpoOKOIO MOMHIOK, BLIHOBIICHHSM 3'¢IHAHHS Ta 1HIIUMU aclleKTaMu
MepeKeBOTO B3aeMO/IIT;

- JO3BOIISIE BUKOPUCTOBYBATH Pi3HI Mepexkenl poTokoin, Takl sk TCP, UDP, IP
1T ., [1{o poOurk Horo yHiBepcallbHUM 1 THYUYKHM JUISL PI3HUX OTPEO MEpPekeBoro
HPOrpaMy BaHHS,

- 3alesmeuye  eeKkTUBHY — Ilepejady  JaHUX, OCKUIBKH  JIO3BOIIE
BHUKOPHCTOBYBaTH Oy(pepH3alliio JaHUX, ONTHMI3AITIIO TIEepe/iadi MakeTiB 1 1HIT METOIH
JUBSL 3MEHIICHHS 3aTPUMOK 1 I ABUITCHHS IIPOIY KTUBHOCTI,

- JIO3BOJISIE peaNi3yBaTH 3axucT JIaHUX 3a JIOTIOMOTOIO0 MHQpyBaHHS,
ayTeHTHu(DIKAIIi Ta 1HIIMX METOIIB 3aXUCTY MEPEKeBOi KOMYHIKaITi,

- Socket moxe OyTH BHUKOPHCTAHMM IS peamizaiiii acHHXpPOHHOI MOJETl
HPOTrpaMyBaHH, 110 A03BOJBIE 0OpOoOIMTH Oararo3aadHicTh 1 3aiuT 0e3 OlI0Ky BaHHs
OCHOBHOTO TIOTOKY BUKOHAHHS TIPOTPaMH,

- Hajlae PO3MIUPEeHI MOKIHUBOCTI HaNTaMTYBaHHS 1 KOHTPOIMIO MepeKeBOTO
3'eTHAHHS, TakKl SK TaiMayTH, posmip Oydepin, MapmpyTuzaiid 1 T. 1., ITlo go3Boase
OIITHUMI3yBaTH Ta KEPYBATH MEPEIKEBOIO KOMY HIKAITIEIO;,

- OUIBITICTH MOB MporpaMyBaHHA, BKIodaroun C#, mATpUMYIOTH Socket, 1Mo
poOUTh HOro Kpoc-1arOpMEHHUM 1 J03BOJISE BUKOPUCTOBYBATH OJHH 1 TOH 7K€ KOA
JUBSL PI3HKUX OlIepalllfiHIX CUCTEM 1 IUIaT(hOPM.

Yei m meperard poOmsITh Socket TMOTY:KHMM 1HCTPYMEHTOM JIST PO3POOKH
MEPEIKEBUX JIOAATKIB, OCOOIMBO KOJM IOTPIOHO TOYHE YIPABIIHHS MEPEKEBOIO

B3a€MOJTIEIO 1 BUCOKA IIPOTYKTHUBHI
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2.2. BucnHoBok jio niepioro posiaury. [locranoBka 3ajadi

Y ApyromMy po3il PO3MISHYTO MPOTpaMHy peaizaliisi CUHCTeMH 1eHTH]IKaImi
Ta aBreHTU(IKAII 3 BHKOPUCTAHISIM KPUIITOAITOPUTMIB 3axXUINICHUX KaHaIiB.
OCHOBHMMH aclleKTaMH € OpIeHTaIlsl Ha OCTaHHI cTaHJAapTH O€3MeKH, peam3aliisi
CHUCTEMH 3 JOJATKOBUM (DY HKIOHAIOM JUI OIITUMAILHOTO BUKOPUCTAHHA, 1 0OOpaHHs
Mofen1 ody 0B BeO-cepriciB Ta APIL.

Just edexruBHOl peamsanii CHCTEMH, PO3IISHYTE BUKOPUCTAHHH CYYaCHUX
METO/IB PO3pOOKKM Ta OPIEHTYBaHHS Ha craHjaprd Oesleku. 3a3HauyeHO IIpo
BaK/IMBICTDL peajizalii CUCTeMH 3 J0AaTKOBUM by HKITIOHAIOM /11 BUBYCHHS CIILILHOT
poOOTH Py HKITIOHATY JOAATKY 1 CUCTEMHU BEICHHS KOPUCTYBAYiB.

[Ipoanamzorano BukopucTanusa HTTPS s zabezreuennst Oe3neku Tpadiky 3
ypaxypanus Certificate Transparency (CT) ta SSL/TLS s ayrenrudikanii cepsepa.

Omnmcanuif 1 apryMeHTORaHHM BHOOP1 Mojienl nodyaoBH BeO-cepBiciB Ta API.
O6pano mojeib REST api wepes #fioro mpocrTory, HyUKICTh, MacIradoBaHIiCTh Ta
He3aJIeKHICTh Bl MOB IIporpaMyBaHHS. JIISI mepemadl JaHUX aBTeHTH(DIKAITI Ta
aBTOpH3AIli 3a3HAYCHO 1IPO JCMUIBHICTH BUKOpUCTOBYBaHHA JW'T, 110 3a0e31eunrsh

OUIBIT BENIMKY Ta KOHTPOIBOBaHY Oe3IeKy.
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PO3JILJI 3. BUPIIIEHHA 3AJAUL PEAJIIBAIIL CUCTEMM IJIEHTUDIKALIIL
TA ABTEHTU®IKAITI 3 BAKOPUCTAHHSIM KPUIITOAJT OPUTMIB
SAXHUITIEHUX KAHAJIIB

3.1. Omuc nporpaMHoOro 3adesredeis 1 po3poOKka apXITEKTYPH J0AAarKy Bed-

cepBepy

JI71s1 cTROpEHHS TIPOTrpaMHOTO 3abe3leueHHs ake Oyjle MpaIioBaTh 3aX UIMEeHUMH
KaHaJaMH VIPAaBIIHH Ta JO3BOJIMTL IPOBOAUTH 1SHTH(DIKALIIO Ta aBTeHTH(DIKALIIIO
Oyio oOpano Moy tporpamyeaHss Kotlin 1 ¢pefiMBopku Spring, Spring Security. e
JO3BOIIO po3po0OUTH IHYUKUH 1 Oe31Ieunuil BeO-cepnep.

Spring Security Hajgac piIeHHY JUIAL  VIPaBIHES  aBTeHTU(DIKAIICIO,
aBTOPH3AIIEIO, 3aXMCTOM BiJl aTak Ta 1HITAMH aclekTamMd Oe3nekd. BiH 1o3Bomse
HAJIAIITOBYBATH PIBHI JOCTYILY, BUKOPHUCTOBYBATH Pi3Hl METOAW ayTeHTH(IKaIli Ta
3ade3reuye 1HTErpaIo 3 1HIMUMHA KOMIIOHEHTaMA Spring. Takoxk maHAM PpeliMBOpK
BHUKOPHUCTOBYE CydacH1 KpuIirrorpadiuml ajJropurMu st 30epexeHus Ta oO0poOKku
MapoIiB, a TAKOXK A 3ade3TeueHHs Oe3IeKH Tepeadl JaHuX.

Jst 30epekents JaHux KopUcTyBada oOpano peJpiiiiiny Oazy ganux My SQL.
MySQL € ogHMM 13 HAWITONMHPEHINX pelsIIHHNX 0a3 JaHuX, BIJIOMHX CBROEIO
HaJ1HHICTIO Ta cTabUTBHICTIO, IO POOUTH il BIAMIHHUM BHOOPOM TSI CHCTEM, K1
o0po0IsOTH  BaKIMBI  JaHI KOPHCTYBadiB. BoHa MITPUMYE MOKIHBICTH
MacIITadyBaHHA, JO3BOJBIIOUH PO3IIMPIOBATH OOCAT JAHHUX 1 KUIBKICTh OJHOYACHUX
3’eHaAHL 1 OOCIYTOBRYBaHHs OUTBIIOI KITBKOCTI KOPHCTYBadiB. OINTHMI30OBaHMIA
JABUrYH Oa3u JaHux zadesiedye go0py MBUIAKOIIO, IO OCOOIHUBO BaXKIUBO I BEO-
CepBepIB, dKi OOpOOIIOTh BelIMKI 00CIIM 3allUTIB Bl KopucTyBadiB. MySQL nHaxae
MeXaHI3MH Oe3NleKHu, Takl K ayTeHTH(IKaIlsd Ta aBTOpH3aIlisl KOPHCTYBadiB, IO
JO3BOJBIIOTH 3aXUIATH JOCTYIL JO JAHUX 1 3a1001raTH HECAHKIIIOHOBAHOMY JOCTYILY.

JIns onrruMizatii, MONETTIEeHHS 1 TIPUCKOPEeHHS BIPORaKeHH 0a3H JaHUX OyIIo
Bukopucrano JPA(Java Persistence API). Buxopucranns JPA s izenrudikami Ta
apreHTH(dIKaIli KOpUCTYBaUYIB dyepe3 Bed-cepBep Mac KiIbKa BaKIUBHX Iepenar. 1lo-

neprie, JPA zabesmeuye ORM (Object-Relational Mapping), mo J03BOISIE JIETKO
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HIEPETBOPIOBATH 00 eKTH Java B 3anucy 0a3u JaHUX 1 HABIIAKY, CIPOILYIOUH POOOTY 3
0az010 TaHWUX 1 3MEHITYIOUH KITBKICTE KoY. [lo-apyre, ockinsku JPA € cTangapToM,
1€ JTO3BOIUTH IIEPeHOCHTH KOJl MK peamizaiisiMu JPA 3a HeoOX1THOCTI, TAKUMH K
Hibernate abo EclipseLink, mo 3abesledye JerkicTh 3MiHA 0a3 Janux 0e3 3HauYHUX
3MIH vy kojl. [To-Tpete, JPA mobpe 1HTErpyeThed 3 Spring Framework, 3oxpema Spring
Security, IO CHPOIYE HAJIAIITY BaHHS ay TeHTH]iKalii Ta aBropusalii KOpHUCTY BayiB.
Buxopucropytounm Spring Data JPA, MoOXHa CTBOPIOBaTH PEHO3UTOPIi IS
KCpYBaHHS KOPHUCTYBa4aMH 3 MIHIMAILHOK KUIBKICTIO Kkoay. Kpim Toro, JPA
IJITPUMY€ KENIyBaHHS JIAHUX, IO IOKPAITye IPOYKTHUBHICTH IPOTPaMH, 1 HaJlae
MEXaHI3MH JUIS OIITUMI3ALIL] 3alIATIB, TaKl K JKaIHe 1 I1HABE 3aBaHTAKCHHS acOIAalllii.
JPA 3abe3mieuy ¢ BOyioBaHy IIATPUMKY TpaH3aKIH, 10 A03BOJBIE 1 ATPUMYBaTH
MUNCHICTh JaHWX I dYac oIllepaliliii CcTBOpPeHHS, OHORIEHHS Ta BHaJICHHS
kopuctTyBauiB. Bukopucranust JPA jporiomarae 30epirari KOHCUCTSHTHICTD JAHUX MK
00’exramu Kotlin 1 6a3010 janmx. Kpim Toro, JPA maTpuMye BelTHKl HaBaHTaKeHHS 1
MoKe OYTH HaJalIroBaHa JIJIl pOOOTH B KIIACTEPU3OBAHUX CCPEIOBUINEAX, IO POOUTH

i MacImraboBaHOIO.
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Client

h A

Controller

Repository(JPA)

PHcyHOK 3.1 — ApxiTeKTYpa BeD-ceppepy

Ha pHc.3.1 mnokazaHa 3aranbHa apxiTektypa REST API peb-cepeepHOro
JOJATKY:

Client: mporpamMHHH KOMITOHEHT AKHH Bianpapisie HTTPS-zarmHTH Ha peO-
CEpPBEpP 3 METO OTPHMAHHA pecypciE abo BHKOHAHHA [MeBHHX oOMepaliiH Haj
pecypcadi. Y pospia JaHoi podoTH — 1ie Android qomarok.

Controller: xomrioHeHT AoAaTEY AKHH o0poQrsie HTTPS-3arHTH 1 BH3HAYAE, 5K
Jii IOTpidHO BHKOHATH ¥ BIATIORIAL Ha Il 3alTHTH. KoHTpomep CTy;KHTb TOYKO BXOTY
arsi kmeHTie REST APL, 3R s3vIOMH IX 3alMTH 3 BiAIOBIAHHMH MeTOJaMH, SKi
peamyioTh 013HeC-TIOTIKY ¥ CePRiCHOMY Iapi apxi TeKTYPH.

Service: Mp oM KHHE piBHeM Mik KoHTpanepamH (Controllers) i mapom gocryiry

Jo naHHx (Repository). ()CHOBHa MeTa IIapy CepBicy IOJIATae ¥ BHKOHaHHI 0i3Hec-
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JIOTIKH, O0poOIl JaHWX 1 KOOPAMHAINI PI3HMX ONepalil, IKI MOXYThb BKIFOYaTH
B3AEMOIIIO 3 KIIBKOMA PEIIO3HTOPLSIME a00 30BHIIIHIME CEPBICAMIL.

[TTap ceppicy OO3BOIAE PO3MUMTH O13HEC-TOTIKY BiJl Joriku oopobxu HTTPS-
3alHTIB, IO CTIPUE KPaIii CTPYKTYPOBAHOCTI KOAY, CITPOITYE TECTYBaHHA 1 IIOJNIET Y€
MATPUMKY Ta PO3BUTOK JTOIMATKY.

Repository(JPA): BuCTyIIae B POML APy HaOaHHA 1 OCTYITY JaHuX. Lleil 1map
BLIIIOBLIIAE 38 B3aEMOMIIO 3 D300 JaHUX 1 BUKOHAHHS OIIepaliil 3 JaHHMH, TaKHUMI SIK
30epeKeHHd, OTPUMAHHS, OHOBJIGHHS Ta BUIANICHHA.

OcHoBHa MeTa Iapy Repository momarae y Tomy, 100 130I0BaTH O13HEC-TIOTIKY
BLI AeTaneil poboTu 3 6a3010 gJaHuX. Lle cripige MoKpaleHHIO CTPYKTYPOBaHOCTL KOAY,
MIATPUMIN PO3OUIEHHS 000B’ I3KIB.

My SQL: pendiiiHa 6a3a 1aHHX 9Ka BUKOPHCTOBYETHCH IS 30epeKeHH JaHIX
KOPHCTYBaYiB, JOCTYITHICTh OO HUX, SQL 3amiTH Ha OTPUMAHHA JaHUX.

Posrmanemo apxitektypy Controllers mpencrapneHy Ha puc. 3.2.

! ! !

fapifviiadmin/isLoggedin fapifvifuserfisLoggedin itest

JapifvifadminRegister

Mapping fapinvtfadminLogin

fapiivliuserRegisier
fapifv1/userLogin

Controller AuthController AdminController UserController TestController

PucyHok 3.2 — Mapping moctyty po 1rapy Controller

Mapping — BcraHoBIOE 3B’ 230K MK URL-IUmaxom Ta MeTomoM KOHTpOIepa,
KU Oye BUKOHYBATHCA IIPH 3amu Tl Ha Hell URL-ix ped-ceppepy.

KomrioHeHTH 3 prc.3.2:
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AuthController: Controller sikuii BiaoBigac 3a Mapping i inenTudikanii ta
BTeHTH(]IKAI{ KOpHCTYRaya.
[Ipuxinaau opMaTy JaHUX IS 3aIIATIB 1 B1IIIOBIICH:
/api/v1/userLogin
Request POST json:
{
“email”: “test@gmail.com”,
“password”: “123456™
§

Response json:
{
“success’: true,
“message”: “login successful 17,
“token™:
“eyJhbGe1O1IUZIIN1J9.ey Jzd WIO1J0ZXNOQgdt Y WIsLmNvbSIsImlhd CI6 M TexNj
kwMzYzMywi1Z. XhwljoxNzE2OTAzNzAzL CJ1¢2 VydHIwZ SIGIIVTRVIITQ.cQw4S
Bsx{FEhlaFoBCbqTOPKkkFW3vig44Z1Uh9WDKgQ™,
“user”: {
“username’: “user’,

“email”: “test(@gmail.com”,

“1d”: 1

b

/api/v]/userRegister

Request POST json:

{
“username’: “user’,
“email”: “test@gmail.com™,

“password™: “123456”



Response json:
{
“success’: false,
“message”: “Email is already registered !!”
i
/api/v1/adminLogin
Request POST json:
{
“usemame’: “adminl23”,
“password™: “123456”
H

Response json:
“success’: true,
“message”: “login successful 7,

“token™:

“user™: {
“username”: “userl23”,

“d”: 1

b

/api/vl/userRegister
Request POST json:
{

“usermame™: “userl23”,

“password™: “123456”

30

“eyJhbGe1O1IUZzIIN1J9.ey JzdWIIO1J0ZXNOQgdt Y WIsLmNvbSIsImlhd CI6 M TexNj
kwMzYzMywi1Z XhwljoxNzE20OTAzZNzAzL CI1c2 VydHIwZ STOITVTRVIITQ.cQw4S
BsxtFEhlaFoBCbqTOPKkkFW3viq44Z1Uh9WDK gQ™,
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Response text:

“User Register successful !! «

AdminController: Controller skmit BiinioBiae 3a Mapping 11 QyHKITIOHATY
repeadadyBaHOMY JIMIIEe KOPUCTYBady 3 poiuno Admin.

/api/v1l/admin/isLoggedIn

Request GET:

Header:» Authorization» :» Bearer
eyJhbGciOUIUZIIN1I9.eyJzd WO 1 2 VM TTzLiwia WEOLjoxNzE3MTEyMjEzLCIJ1
eHAIOIE3MTexMTTyODMsInVzZ X J0eXBljoiQURNSU41fQ.wK QRecMoOoQt7As
ZWglfqmdMgbfbr YK AHAtOx1 7gztHXM>»

Response:

«true»

UserController: Controller axuit Bianosigac 3a Mapping st dyHKIOHATY
nependady BaHOMY JIHITIE KOPUCTYRady 3 ponno User.

/api/v1/user/isLoggedin

Request GET:

Header:» Authorization» :» Bearer
ey JhbGe1iOUJTUZIIN1I9.eyJzd WO 1 c2 VM TTzIiwiaWEFOljoxNzE3MTEyMEzL CJ1
eHA1O1E3MTexMTIyODMsInVzZ X J0eXBI[joiQURNSU41{Q. wK QRcMoOoQt7 As
ZWegtfqmdMgbfbr YK 4AHdtOxI7gztHXM>»

Response:

“true”

TestController: Controller saxuii BijoBigac 3a Mapping sl TecTyBaHHS BeO-
cepBepy.

/test

Request GET:

“test”

Posrstnemo apxitekrypy Service + Repository 1pecrapieny Ha puc. 3.3.



Service CustomUserDetailsService

T

Repository AdminRepo UserRepo

A A

Models AdminEntity UserEntity

PucyHoK 3.3 — KitacH 1 cepPicH BraeMoaii Service, Repository mapie apxi TeKTypH

CustomUserDetailsService  piarioeifae 2a  peamizaliio  iHTepidieHcy
UserDetailsService B Spring  Security. ITed  iHTepdedic Mae  MeTof[
loadUserByUsername, sSIKHH PHKTHKA€TECS U1 3aBaHTA KeHHST KOPHCTYRAda 2a Horo
1M’°sIM KOPHCTYEAYA I1,]] Yac day TeHTH]iKaiii.

Meton loadUserByUsername PHKOHY € Ha CTYITHE!

- Mepepipsie, Y4 BCTAaHORJIEeHO 3HadeHH: UserType. Ile 2HaudeHHS Ipe/CTaRIIsE
THIT KopHCTyBada (UserType), Takui sk ADMIN abo USER;

- B 3aJIe3KHOCTI BiJ] THITY KOPHCTYBA4a, MeTO[ BHKOHYE 32allHT JO BiJIIOB1JHOIO
pertozHTopito (adminRepo abo userRepo) A1 OTPHMAHHA JaHHX PO KOPHCTYRa4Ya 3a
iM*sIM a0 0 eIeKTPOHHOIO [TOLITOH;

- cTeOoproe 00°e¢kT UsgerDetails, sIKH mpeacTaRnae KOPHCTYBada ¥ CHCTeMi
Spring Security. 1 IIbOoro BHKOPHCTORYIOTECA KilacH SimpleGrantedAuthority amns
pori KopHeTyRada Ta User A1 nIpeAcT aRJIEHHS KOPHCTYRa4a;

- noeeprae 00°ekT UserDetails;

- Kmac CustomUserDetailsService pimmorifae 3a o00poOKy 3alHTIE Ha
3aBAHTAKEHHA KOPHCTYRadip 3 0asH JaHHX Ta IX MpeACTaRJIeHHA V (opmari,
MPHAATHOMY JJIA aBTeHTH(IKalli1 1 aBTOpPH3aLll ¥ cHeTeMl Spring Securify.

IITap Repozitory MicTHTE iHTepdeficH AdminRepo i UserRepo, sKi HaCTAYIOTE
eijg JpaRepository.
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AdminRepo:

findByUsername(username: String): Optional<AdminEntity>: Tleit wmeTof
BHKOHY€E 3amuT Mo Oa3m JaHuMX 1 moBepTae o0 ekT AdminEntity 3a ioro 1M sMm
KopucTyBada (username). SIKIIO KopucTyBada 3 TakuM IM’SM HE 3HakJIeHO,
TIoORepTaeThes mycTruit Optional.

existsByUsername(username: String): Boolean: et MeTo LIepeBipsie, Uu 1CHYE
KOPHUCTYBAY 3 BKa3aHMM 1M M KOpUCTYBada (username) v 6asi janux. [loeprae true,
SKIIO KOPUCTYBad icHye, 1 false B 1HIIOMY BHIIAIKY.

UserRepo:

findByEmail(email: String): Optional<UserEntity>: I{e#t MeTox aHaI0TTHHUIEA 10
findByUsemame, alie mykae kopucTyBada 3a HOro elleKTpoHHOIO ajpecoro (email).

existsByEmail(email: String): Boolean: Ileii weroj aHamoTidHHR 10
existsByUsername, ajie nepeBipse HASBHICTH KOPUCTYBaua 3a €JICKTPOHHOIO &JIPecoro
(email).

[Tap Models micturs aBi cytnocri (Entity) — AdmmEntity 1 UserEntity, sxi
MpeCTaBIIIOTE TaOMuIl Oa3d JaHWX, 1 SIKI BHKOPHUCTOBYIOTHCS i1 CTBOPEHHS
TabauIb 1 CyTHOCTEH v 0a3l JaHux.

Jna makmouenass CT aua zadeszneuennss HTTPS 3’eqnannsa 3 BeO-cepBepoM
HaJaITOBY €ThCS KOH]ITYparts y daitm MIPOEKTY 3a MUTTXOM

src/main/resourses/application.yml sk mokasaHo Ha puc. 3.4.
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org.hibernate.dialect. My

PrcyHoK 3.4 — ®aiin koHpirypaiii ped-cepeepy

OnHc OCHOBHHX IMapaMeTpie KoH(irypaiii Bed-cepeepa HaBeqeHO ¥ Talimin
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Tabmung 3.1

Omrc 0CHOBHUX MapaMeTpiB KOHPITyparllli BeO-cepBepa

[Tapamerp 3HadeHHA

port Bxazye 1oprt, Ha skoMy Oyjie IpaIfoBaTH BeO-
ceprep. Y IbOMY BHIAJKY, JTOJAaTOK OyJe
JOCTY ITHUH 3a aJIpecoro http://ip-
cepsepy: 8181/

key-store Bxasye nuisix jjo daiiny 3 xmouamu jurst SSL,

y IBbOMY BHIIAAKY, keystore.pl2

key-store-password

[lapois goctyiry g0 keystore

key-store-type

Tun keystore, y npoMy Bunajgky, PKCS12

key-alias

IIceBmoHIM Kimtova B keystore

url

URL s moctymy o 6a3u ganux MySQL

driver-class-name

Hazssa ppatisepa JDBC it B3aeMouii 3 6a3010

JTAHHAX.

Ddl-auto

PexxuM  aBTOMATHYHOTO ~ CTBOPEeHHS  /
OHOBJIEHHA TaOIMIL 0a3y JaHux Ha OCHOBIL

cyTHOCTEH JPA

Jng Toro mo0 3reHepyBatH camomanmcanuit CT, moTpiOHO BHKOpHCTaTH

KOMaHJy y TepMIHAJI OlepallifHol CUCTEMU:

keytool -genkeypair -alias mylocalcert -keyalg RSA -keysize 2048 -storetype
PKCS12 -keystore keystore.pl 2 -validity 3650 -ext SAN=[P:127.0.0.1

IIpu npomy v mapamerp SAN norpidbno sminutu IP-aapecy 127.0.0.1 na IP-

ajpecy 30BHINMMHLOTO Beb-cepBepy SIKMM BUKOPHUCTOBYETHCS i1 XOCTUHTY Bel-

cepBepy Ui pienTrdikanii Ta apreHTudikanii KopucTyBadis.

ITeperipuTH 3reHeporannid SSI, cepTudikar MoKHA HACTYITHOIO KOMaHIo10 [13],

SIKY BIITBOPEHO Ha puc. 3.5:

keytool -list -keystore keystore.pl 2 -storetype PKCS12
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Pucynok 3.5 — SHA-256 sreHepopaHoro cepTH(IKATy 3 IPUKIaTy

3reHepoBaHui cepTHdikaT TOTPIOHO PO3MICTHTH Yy TIPOEKTI Ha IIIgXy
sre/main/resourses/

Sk pesynbrar CTBOPEHHI Bel-cepBepy MOXKHA OTpUMATH Bed-cepBep IO
1meH TH(IKaIi 1 aBTeH TH(IKalli KOPHCTYBadIB, 13 BUKOPHCTAHHAM 3aXUIIEHHX KaHAIB
yipapmuag HTTPS, SSL/TLS, Ta il BHKOPHCTOBYE HACTYIIHI KPHIITOTpaidHi
AT OPU TMH:

- AITOPUTM OOMIHY KiFoUami: RSA;

Buxopucranug amroputsy RSA BKasyeThed M Yac TeHepyBaHHA cepTH(iIKaTa
KOMaH OO 3a JOIIOMOTOr0 ol -keyalg RSA.

Posmip xkimoua RSA: 2048 611

Y komaH cTBOpeHHd cepTHbiKaTa BKazaHO -keysize 2048, 1m0 o3Hadae
BHKOpPHCTaHHA Kiroua RSA posmipom 2048 01T

- QITOPUTM CHMEeTpHYHOro I pypaHHa: AES.

Y xoHpirypami application.yml He BKazaHO KOHKPETHHH alITOpHTM
CHMETPUYHOTO KU (pPYBaHH 1 HOTO PO3MLp, TOMY BUKOPHCTOBYBATUMETLCS alllOPUTM
3a yMoBuaHHaM Ui TLS Spring. 3a 3aMoBUyBaHHSIM SPring BHKOPHCTOBYE alTOPHTM
AES nnmg cumerpuuHoro mm¢pysanag TLS.

Posmip kmova AES: 256 6it
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3.2, Onmc amapaTHOro 1 IpOrpaMHOro 3a0e3leUeHHS UL CTBOPCHHA

30BHINTHROTO cepBepy

Jst Toro mo6 peanizyBaru cepnep 3 Mogewno REST AP no igentudikari
KopHcTyRauiR Oyno BukopucTaHo ceppic Friend Hosting 1 xymeno Progressive SSD
VDS ceppep 1o Tapudy Micro NVMe, skuif Mac HACTYIIHI XapaKTCPUCTHUKU:

vCPU: 1 core - Ile o3Hauae, 1Mo y Bac € ojfHe BipTyallbHe MPOIIeCOPHE PO IS
0o0pobxu 3aBiaHb Ha cepBepl. lle Moxke OYTH JOCTarHbO M [OYATKOBOIO €Tally
po3poOKHM Ta TECTYBaHHS, ajle MOKe BHMarard MaciuraOyBaHHS HpH 30LILIIEHH]
HABaHTa)KCHHSL.

RAM: 512 MB - OOGcsar oneparuBHoi mam'sTi Ha cepBepi. Jliss HeBEIMKHUX
JIOIaTKIB THOTO MOKe Oy TH JTOCTaTHRO, aje IS OUTBI CKIIaHUX CHCTeM, 0COOIHNBO 3
GararbMa KOpHUCTYBadaMu, IOTPIOHO Oyjie po3MIsLIaTh 30UILITCHHS O0CITY ITaM'sTi.

Disk: 10 GB NVMe - O0car TUCKoBOTO TIpocTopy A 30epiranns (aiimin, Oa3
Janux Ta 1Hmoei indgopmarii Ha ceppepi. 10 I'b Moxke OyTH A0CTaTHLO UL HOYATKOBOA
po3po0KH, aile 3 YacoM MoOKe 3HAJoOUTHUCA PO3IIAPEHHS, OcOOIMBO SKITIO BHU
30epiracre BeJIMKY KUILKICTD JaHuX.

IPv4: 1 mr - Opna [Pv4-anpeca st TOCTYIy JIO BaIlloNo CEpBEpa 4epes
[aTepuet. Ile HeoOx1HO NS 3a0e3TeUeHHS 3B'SI3KY 3 BATINM JIO/IATKOM.

Port: 1o 1 Gbps - Ile mBHUIKICTE Mepekl, IKa BUMIPIOETheA B rirabiTax Ha
cekyHay. llel Tapud a03BOIBIE BaM BHKOPHUCTOBYBATH MOPTH 31 MBUIKICTIO 10 1
['6it/c, mo 3abe3miedye MBUIKUH TOCTYII IO BAIOTO AOaTKy depe3 MepeKy.

Turn TBepAoTLIMI HaKOIMUyBaY s aM ™ saTi; SSD

Takox ciaig 3aspmaumtu me cepsic Friend Hosting najgae marpuMky Ta
MOKITHBICTE MacIiTadyBaHHS cepBepa B MalOy THROMY, SKINO Tie Oyie HeoOxiaHo [14].

Burisiy intepdeiicy ceppicy ta tapudy HaBeicHl Ha puc. 3.6.
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PucyHoK 3.6 — TapHiHi rnaHH 1a inTepidieiic cepeicy Frient Hosting

IIpH eHOOpi MapaMeIpie cepeepy Gy/IH BCTAHORNIEHI IapaMeTpH IIOKazaHi Ha

pHC. 3.7.
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MeCTOpaC]'IOJ'IO}KeHMB cepBepa CpOK 3aKaza
Bulgaria © 1 wmec
Latvia 3 MecC.
Netherlands & mec.
Poland 12 mec.
Czech
Romania
Switzerland

© Ukraine, Kyiv
USA, Los Angeles
USA, MIAMI
USA, New York

Japan ( BpeMEHHO HEQOCTYNHAE ANA 338Ka308 )

OnepauvoHHada cuctema MpenycraHoeneHHoe 10

Debian 12 64 bit ; © Bea nasenu ynpasneHus
Debian 11 64 bit

© Ubuntu 24.04 64 bit
Ubuntu 22 04 64 bit

Ubuntu 20.04 64 bit

Pucynok 3.7 — [lapamerpu HanamrtyBanHda OC ceppepy

VDS (Virtual Dedicated Server), abo BipTyanmbHIM BIAAUICHNN cepBEP, BIIOMUIMA
TaKOX 4K BIPTyaJbHE BIABEJEHE XOCTUHI, MPOMOHYe OUIBIT BIIUIICHE CEPEIOBUIIE
nmopiBHAHO 3 VPS. Bin Hajjae BIpTYaIbHUN cepBep, SKUH IMITYE JOCBL BIABEICHOTO
cepBepa, 3ade3meuyroun Mo CTIHHY POy KTHUBHICTE. []e cxode Ha BIACHUM MTOBEpX B
CTIUTbHOMY OyJIMHKY, 3 BIJIBeAeHUMU pecypcamu [15].

[Ticna odopmieHHa 3aMOBIeHHA OylIo OTpUMAaHO AaHl ANA MIKIFOUSHHS O

VDS ceprepy, gKi1 mokazano y Tuommm 3.1.
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Tabmung 3.1

Jani 1mg miakmodeHHs 10 VDS

Hazsa napamerpy 3HadeHHA
[P-agpeca 185.253.44.51
Jlorin root

[Tapoms

[Topt 3333

Tenep MarO4H 111 JlaHi, MOKIIMBO 3aBAHTAKCHHS CEPBEPHOIO JOIATKY sIKuii Oyiie
PO3TOPTATUCS HA CepBepl Ta JIO SKOTO MOXKHA IIJIKIIOUATHCS BHKOPHUCTORYIOUH [P-
agpecy 185.253.44.51 Ta unopr Ha dKOMYy Ipaioe jgoparok. Hanpuwiag, Ao
3aIlyCTHTH JojaTok Ha Topty 8181 uepez VDS cepmBep, AOCTyIl 10 HBOTO Oyje
BLAKpUTHA  3a  nocwianmaM — hitp:/ 185.253.44.51:8181/ abGo  htips:/
185.253.44.51:8181/ B 3anme:kHOCTI B1J] HANAIITYBaHb PO3TOPHEHOTO TOMATKY.

Jist Toro mod 1ma'eHaTUCH O cepBepy, HAIAINTYBATH HOIO Ta 3aBaHTaKUTH
IporpaMHe 3ade3redeHHsI Tpeda BUKOPHUCTOBYBATH JlaHl OTPHUMaHI MICIST 0PopMIIeHHS
3aMOBJICHIS Ta HIKIIOYUTHCS J0 cepBepy BUkopucroBytoun SSH (Secure Shell).

SSH (Secure Shell) - me xpumrorpadiuHuii TPOTOKON ISl Oe3MeUHOTO
BIITAIEHOTO 3'€THAHHS 3 KOMITIOTEpOM ado cepBEpOM Uepe3 HEe3axHITICHY MEpPEKY,
taky sk Iarepuer. OcuoBHa Meta SSH - 3aleslieuuTd 3axuineHe  3'cIHAHHS,
3amudporane 1 ayTeHTH(]IKOBaHe, MK KIIEHTOM 1 cepBepoM [16].

OcHoBHI ocoOmBocT1 SSH BKIOYAIOTE:

- BCl JlaHl, SIK1 TepefaloThesd MIEK KIIEHTOM 1 CEpBEpPOM, IMHPPYIOTHCA, IO
YV HEMOKITUBIIIOE TIPOCITYXOBYBaHHS a00 3MIHY JaHUX TPETHOK CTOPOHOIO;

- SSH BuKOpHCTOBRY€E MeXaHI3MH ayTeHTH]IKaIlli, Takl K Tapom, KIodal adbo
ceprudikaTy, Moo MePeKOHATHUCS, IO TUILKH IIPABOMIPHI KOPUCTYBAYl MAIOTh JOCTYII
JIO CUCTEMH,

- SSH g03BoIsie cTBOpIOBaTH Oe3IIeUH1 TyHe1 JITIS Iepe/Iadul 1HITTHX IPOTOKOIIB,

takux sk FTP, HTTP abo VNC, "epes 3axuinieHe 3'e THaHHS,
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- IATPUMKa PI3HUX onepamiiinux cucteM: SSH 1marpuMyerbes Ha OaraTbox
mmaTdopMax, Takux sk Unix, Linux, Windows, MacOS 1 1H1mi.

Y BUIIQJKY BIJJaleHOro MAKIIOUEeHHS a0 ceppBepa depe3 SSH, BU MoxkeTe
BUKOHYBaTH KOMaHU Ha cepBepi, KepyBaru ¢ailllaMu Ta HaJIAlITYBAHHAMH, & TAKOXK
BHKOHYBAaTH 1HIN aJMIHICTPATHBHI 3aBJaHHS, 3HAXOMIYHUCh Ha BiJaIeHOMY
KOMII'IOTEp1 ab0 HPUCTPOI.

PuTTY - 11e Oe3komToRHUH 1 BIIKPUTHMN TepMIHAT IS BlIaIeHOTO YIIPaRIIHHS
KOMITIOTEepaMu, SIKMil IIpaltoe i) olepaiiinumy cucreMamMu Windows 1 Unix. Bin
MMUPOKO BUKOPUCTOBYETHCS JIUISI 3'€IHAHHS 3 CePBEpaMH 3a JIOIOMOTOK IPOTOKOIIB
SSH. Telnet, Rlogin ta RAW. PuTTY xo3Boisie aaMiticTpaTtopaM BLIIAJICHO KEPYBaTh
1 KOH(pITYpYBaTH CEPBCPU Uepe3 KOMAHIHUHA PSIOK, HaJaloud AOCTYI A0 (aims,
BHUKOHAaHHS KOMaH]I Ta poOOTY 3 CUCTEMHHUMH HalamTyBaHHIMH [ 17].

[licog maxmodeHns HeoOX1JIHO 3aBaHTAXUTH IIporpaMHe 3ade3ledeHs 1
1THCTPYMEHTH HeOoOX1/TH1 I poOOTH BeO cepBepy:

BeranoBnenns Java:

sudo apt nstall openjdk-11-jdk

Beranopienns Gradle:

Gradle:

apt install zip

curl -s "https://get.sdkman.i0" | bash

sdk install gradle 7.6.1

[Ticnga 1boro MOTPIOHO 3aBaHTAKUTH AOAATOK. JUIS IThOTO PEKOMEHJY€EThCS
BUKOPUCTOBYBalrd CHCTEMY KOHTpOJO Bepcld  Git, $Ka  JO3BOIUTL  JICTKO
3aBaHTaXyBaTH 1 OHOBIIOBATH KOJI JOIATKY Ha BIIJAICHOMY.

"CHcTeMa KOHTPOIIO Bepeii” - 1e cucteMa, 1Mo (pikcye 3M1HA B daiim ado rpyI
(haliliB 3 4acoM, JO3BOJBIIONH BaM OTPUMATH JOCTYII 10 KOHKPETHUX BEPCIH MI3HIIIE.
ITe 0codIHUBO KOPUCHO B pO3pOOIT MPOrpaMHOTO 3ade3TedeHHs, Ae dalimd BHX1THOTO
KOJY 3a3BHYal IAJAI0Thes BepclHHOMY KOHTPOI0. OHAK IIe MOKHA 3aCTOCOBYBATH

JIO PI3HUX THINB (alIiB Ha KOMIT IOTEPI.
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"Git" - me cucreMa KepyBaHHS BEPCIAMH, SKa JO3BOJIAEC BaM BlICTEKYBATH 3M1HU
B (haiinax Ta CITHHO MPAIFOBATH HaJl HAMH 3 KOMaHI0k0. Moro ocHOBHa iest momsrae
B TOMY, ITIO BiH 30epirae MoBHUM Halip JTaHUX PO KOKHY BEPCIIO IIPOEKTY, a HE TIThKH
3MIHHM MK BepcissMu. Lle j03Boise BaM JICTKO IIOBEPTATUCH JIO IOIEPEIHIX BEPCIH,
3HAXO/IUTH TIOMHUTIKHN Ta BUPIITYBAaTH KOH(MIMKTH y BammoMy Kol [18].

Ilici 3aBaHTa)KeHHS JMOJATKY Ha BLJAICHHUNA CepBEp, MOCTATHBO IIEPeHTH y
TIPOEKT, 1 BBECTH KOMaH/Ty

gradle run --no-daemon --max-workers=1

Jlist  apromarwzami 1poriecy po3ropraHHs JIOJarKy Ha  CEpBepl  CINJY
BHUKOPHUCTOBYBaTH systemctl - e iHCTpYMEHT YIIpaBIIHHS ¢JIyKOaMHu Y cucTeml Linux,
KU BUKOPHUCTOBYETBCH I KEPYBAHIS 1HIIIAII3AI1€I0 Ta VIIPABIIHHAM [POLCCAMU.
BiH mo3Bomnse 3amyckaTy, TPUNWHITH, ITepe3alry cKaTH, BITHORITIOBATH Ta TEPeRIpATH
CTaTyC PI3HUX CIyKO, TAKHX K CepBEpH, HporpaMu, (GOHOBI IIPOICCH TOIIQ.

Komanm systemctl 103BONSIOTH KEPYBATH CUCTEMHUMHE CITYKOaMH, TAKAMH SIK
CIyKOHM 1HIIai3ami (K1 3aIy CKaloThed 111 4ac 3aBaHTAXKCHHS CUCTEMU), CIyKOu,
IO MPAITOIOTH B (hOH1 (HaIIpHKIa, BeO-ceprepr ado Oazu TaHuX ) Ta 1HI KOMIIOHEHTH
CHUCTEMH, SKI MOKYTH Oy TH YIIPaBIAIOTLCH MK CIIy:K0u [19].

Jlst Toro o6 aRTOMaTH3YBaTH 3allyck IporpaMu Tpeda BUKOHATH HACTY ITHI JIii:

CtBoputH aiin 3 pO3NMMPEHHAM .Service Io TUIIXy /etc/systemd/system/,
HaTIpUKIa] remote-control-server.service 1 3aITOBHUTH HOTO HACTYITHAM THHOM:

Description=My Kotlin Web Server

After=network target

[Service]

ExecStart=/root/.sdkman/candidates/gradle/current/bin/gradle P
/root/web/remote-control-server/ run --no-daemon --max-workers=1

WorkingDirectory=/root/web/remote-control-server

User=root

Restart=always

RestartSec=10

[Install]
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WantedBy=multi-user.target

Jlam moTpiOHO Tlepe3aBaHTakUTH MPOTIECH YTHIITH KoMaH1010: sudo systemctl
daemon-reload.

Tenep 11 Toro MOG 3allyCTUTH CepBEp AOCTATHRO CKOPUCTATHUCS KOMAaHIOIO!
sudo systemctl start remote-control-server.service.

MosknRa MOMMIIKa TIPYA BUKOHAHHI KOMaH/TH 3B’ S3aHa 3 THM 10 Ha HaHIKINT
Tapu(HUX IIaHAX XOCTUHIY Ha CEPBEPl BHKOPHUCTOBYETHLCS HE BEIHKA KIIBKICTD
11aM’ SIT1, y TAKOMY BHIIQJIKY JOIILHO CTBOPUTH SWOP Ha Unix 110/ (10HUX ollepaliiiHIX
cHCTEMax.

Swap (TakoK BIIOMUH SK swap space, OOMIHHUN 1pocTip ado IIiKally BaHHs) -
Tie 00IacTh Ha TBEPJIOMY JTHCKY, SIKa BUKOPHUCTOBYETHCS OIEPaIliiHOI0 CHCTEMOO JIIS
po3IMpeHHs 00CIry TOCTYImoi oneparuBHoi mam'sti (RAM). Koim Bech (pizudanuii
o0csar mam'saTi (RAM) BHKOPHCTORYeThCS ado ONMM3BKHIT 10 MaKCHMMalbHOTO PIBHS,
olepaliiiHa CUCTEMa MOXKE BHUKOPHCTOBYBATH OOMIHHUEM HpoCTIp MM 30epiraHHs
HeaKTHUBHUX YacTHH HaM'sTi. [{e Jo3Bose cucTeMl eeKTUBHO KepyBaTH pecypcaMu
Ham'dT1 1 3ano0irac 36010 IporpaM 4epe3 HecTady Ham'sTi.

ITTo6 cTBOpHUTH sWop 3 po3MipoM | rirabaiiT BUKOHaMTE HaCcTyITH1 KOMaH M

sudo fallocate -1 1G /swapfile

sudo chmod 600 /swapfile

sudo mkswap /swaplfile

sudo swapon /swapfile

Takox y BHIIAJKY HEJOCTATHBOIO PO3MIPY ONCPATUBHOI IaM STl BLAJAICHOIO
CepBepY PEKOMEHIYETLCS J0JaTH HacTylHl Hapamerpu y gradle.properties daitn
MIPOSKTY:

org.gradle.dacmon=false

org.gradle parallel=false

org.gradle.configureondemand=false

org.gradle.jvmargs=-Xmx256m -Xms128m
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3.3. CrBopeHHs 1 OIUC apXITCKTYPU MOOLIBHOIO JIOAATKY

Jlns cTRopeHHST MOOUIBHOTO JAoJarky Oyiao oOpaHO oIepaliifHy cHucTeMy
Android 1 mMoBy nporpamypamist Kotlin, O6uparoun Android Kotlin cepen iHmmx
PIZHORHIIBR TEXHONOTIH AN po3poOKM MOOITBHHX JOJATKIB, € JAeKiIbKa BaroMIX
npuauni: Kotlin craB jayxke nony/spuuM B Android-ciiibHoTi, 1 HOro BUKOPHUCTAHHS
HaOyBae IMHPOKOTO PO3MOBCIOMKEeHHS. Benmka KiTbKICTh po3poOHHMKIB BHOHMPAIOThH
Kotlin gepes Horo ¢y4acHICTb, HPOCTOTY BUKOPHCTAHHS 1 IMMPOKI MOMKIHMBOCTI. Llst
MOBa HPOIpaMyBaHHs Takoxk odiiiHo marpumyerbes Google st po3pooku Android
JOJATKIB, Mo poOUTh HOTO IIepeBary sl THX, XTO lpaioc v cepegonuii Android.
Takox BiH HponoHye Gararo KOpUCHUX (PYHKINH, TAKUX SK PO3MMPCHHS (yHKIIH,
TsMOla-BApazH, KOPYTHHH (coroutines) sl aCHHXPOHHOTO MporpaMyBaHHSI Ta 1HIIII.
{1 MOXKIMBOCTI AO3BOJBIOTL IMCATH OUILIT 3pO3yMUIMH, ¢(hEeKTUBHUI Ta JICTKO
30epekeHu KO/,

biGmorexy st peasizammii yienrudikanii ta arearudikaiii depe3 Bed-ceppep

HaBejleH1 y Tadauim 3.3.

Tabmumg 3.3

Android Kotlin 616moTtexn A peamizarii 3aBaaHHs poOOTH

Bibmorexka 3Haue HHS

Retrofit bibmotexka mis BuxkoHanHd HTTPS-zamumie v Android-
nojparkax. Hapae spyunuii inrepdeiic st pobdotu 3 Bed-
CepRICaMH, BKIIOUAIOYH 3pydHe TMapciHr Ta oOpoOKy

B1/IITOBIIeH. BUKOPHUCTORY€ETHCS /TS 3alUTIB Ha Bed-ceprep

OkHttp BUKOpHCTORYETHCA /1711 BUKOHAHHS MEPEKEBHX 3allMTIB Y
Android-gogarkax. Aje y gaHoMy JoJaTKy BOHA BIIAIIOBIIAEC
3a MIKITIOYEHHT 1 KoHpIrypyBaHHs 010morekn Retrofit, mimst

KOPEKTHHX 3alIUTIB 13 BUKOPUCTOBYBaHHAM SSL ceprudikary
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Hilt Dagger bibmotreka as peanizamnii sanexuocrelt y Android-gogarkax
3a JIOIIOMOTOIO TIATTEPHY BHEAPEHHS 3anekHocTel (1DI). Bona
CHIPOIIYE CTBOPEHHS Ta YIPABIIHHS 3aICKHOCTIMH Y

JOJaTKY.

Navigation biGmoTeka BUKOPHCTORYETRCS JIISI HaBITaIlli MK eKpaHaMHu
(pparmenTamu) v Android-gomaTtkax. BoHa Hamae 3pydHHH
CIIOC1O KepyBaTH IepexojlaMi MK eKpaHaMU Ta Iepeadcto

JTAaHUX MI1K HAMH.

Glide bibmoreka s 3aBaHTaXCHHS Ta BLAOOpaXeHHs 300pakeHb
y Android-nomarkax. BoHa a03BoIs€E 3pyUHO Ta €(PeKTHRHO
HpaIoBaTH 3 300paKeHHAMHM, BKJIIOUAIOUM 3aBaHTOKCHHS 3

[HTEpHETY Ta KEeTTyBaHHSI.

CyuacHa po3podka Android JojaTkiB OpIEHTYETbCd Ha  PO3poOKY 3
BHUKOPHUCTAHHAM apXiTeKTypH jfoaaTky Clean Architecture.

Clean Architecture - me miaxig g0 po3poOKH IIPOIPaMHOIO 3a0e3IICUCHHS,
3anporioHoBaHuil PobGeprom Maprinom. BoHa IIponOHYE CTPYKTYPY, SKa CIPUSE
po3po0lIll THYYKOTO, TECTOBAHOTO Ta MiATpuMyBaHoro koay. Clean Architecture
(hoKycyeThes Ha 3a0e3IeueHHI He3aleKHOCT1 KOMIIOHEHTIB Bijl 30BHINIHIX CYTHOCTEH,
Takux Sk PppedMBopkr, O10mMoTekn 9u 1HTepdeiicn. OcHOBHA 17esl TOJISTae B TOMY,
o0 HOMICTHTH JIOTIKY OI3HEC-IIPpaBWI Yy LEHTP apXITeKTypH, 130/I0BaTH il BiJ
30BHIITHIX BIUIMBIB 1 3ajekHocTei. Ile mo3Bomsge merko MoaudikyBaTH 30BHIIIHI
KOMIIOHCHTH, Takl K 1HTepdelicn kopucTyBada abo jpKepelia JaHux, He TOPKAIOUHUCh
OCHOBHOI O13Hec-ToTikH. Buxopucranus Clean Architecture mae Kidbka Tepear,
BKJIIOYAIOUH Kpally TeCTOBAHICTh, JETKICTh IIATPUMKHA Ta PO3IIAPCHHS, a TaKOX
MOKIIMBICTh IIOBTOPHOIO BUKOPHUCTAHHS KOMIIOHCHTIB Yy PI3HUX IIpoekrax. Bona
3ale3rneuye TiTKe PO3AUISHHS BIANIOBITATRHOCTEH MIK IIapaMH apXiTeKTypH, IO
clipusie OUILIMH ruyukocTi Ta MoayibHocTl. Clean Architecture ocoOmuBo kopucHa
JUISL BEIIMKUX [POCSKTIB, OCKUILKM BOHA JolioMarac 30epiratu Koj OpraHi3oBaHUM 1

KePOBaHUM Y MIPY 3pOCTaHHs JoAarky. 3aranoM, Bukopuctants Clean Architecture
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J03BQITAE po3po0OHHKAM CTBOPIOBATH CTiHKHH, TeCTOBAHHH 1 MaciiTadoBaHHH Ko, 110
TIQIETTITY € HOTO MATPHMKY Ta PO3ITHPeHH A B MaHOyTHEOMY [20].
JliarpamMa BapiaHTIE BHKOPHCTAaHHA HaBeJeHa Ha pHc. 3.8. BoHa chyrye

Opl EHTHPOM Ha SIKHH OIMHPaeThes MTo0y/10Ba apxi TEKTYPH JA0AaTEY.

RegisterUserUseCase

LoginUserlseCase ]1.\ /[ IsLoggedinlseCase
/USer\
E |

SaveAuthTokenllseCase GetAuthTokenUseCase

PHcyHOK 3.8 — [liarpaMa PapiaHTiE BHKOPHCTAHHS

BepydH [0 VyBarH Yyce PpO3DSIHYTe PHIle: Bel-cephep, HAIAlITYBaHHS
S0BHIIIHEOIO CepRepy, IIOCTAHOBY 2ajadi, apXTeKTypy 1 JiarpaMH, CTEOpPeHO
apxiTeKTYpy BiaroeigHo monerm Clean Architecture.

3araybHY CXeMy KOHLIeINi MOTWIiE rporpamMH 3 Clean Architecture zasHadeHo

Ha pHC. 3.9.
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PHCyHOK 3.9 — 3arankbHa cxeMa KOHL[eITlil MOIWIiE nporpamMH 2 Clean Architecture

V Clean Architecture icHye 49iTKHH r1ojin Ha mapH ado KOMITOHEeHTH, KOKeH 3
SIKITE Mae CEOI0 PIMIORIAATLHICTE Ta crIocid B2aeMoJil 2 iHITHMH KOMITOHEHT AMH.

Domain:

IMTeli KOMIIOHEHT 2HAXOJHTLCS B LeHTPi apXiTeKTypH Ta MICTHTL OizHec-TOTIKY
nporpaMH. TYT BHHAYAIOTLCA CYTHOCTI (MOJeN AaHHX ), IHTepheHcH peltosHTOpiE Ta
BHKOPHCTOEYRaHI OizHec-TIpapHTa. Domain He 3T HIL BiJ 1HIIIX KOMITOHEHTIE i He
MICTHTB GKOAHHX 20BHIIIHIX samexkHocTeH. Ile sapo nporpamH, 5Ky MOXKHA
BHKOPHCTOEYBATH ¥ Oy/b-SKOMY KOHTEKCTI.

Data:

KomrmioHeHt Data piJroeifae 3a OTpHMaHHA Ta 00poOKy AaHHX i3 Pi3HHX
JoKepen, TakHx K 0asH AaHHxX, API ado dafinopi cHerenmi. BiH peamizye iHTepd eficH
PEOsHTOPIIE, BH3HaHeHI B Domain, Ta BI/MIORI/1ae 3a IIEPETEOPEHHA AaHHX ¥ MOJE,
3posyMim st Domain. Data Modke MICTHTH KNacH, AKI B3a€MO/JIHOTE 13 30BHIIIHI MH
3ATEKHOCTAMH, TaKHMH SIK 0i0moTekH AmA poOoTH 3 DazaMH AaHHx ado sarmHTaMH

MepesK.
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Presentation:

[Te#t KOMIIOHEHT € KOPHUCTYBAJILHHUITLKMM 1HTepdeiicoM mporpaMu, Takow SIK
akTHURITH, PpparmeHTH ado ViewModels B Android. BiH B3aeMo/iie 3 KOMIIOHEHTOM
Domain depe3 inrepdeiicu Ta BHKOPUCTOBYBaHI B HbOMY Ol3Hec-IpaBuia I
BiToOpakeHHI JaHWUX KOopHCTyBada. Presentation Takok MoOXe MICTHTH JOTIKY
dhopmaryBaHHs JaHUX I/ BiaoOpaxeHHs Ta 0OpoOKHU IIOAIH KOpUCTYBaya.

Infrastructure:

Kommonenr Infrastructure MiCTHTH JOIIOMIKHI KJIAcH Ta YTHIITH, SK1 MOKYTh
BUKOPHUCTOBYBaTUCh THITIMMHU KOMIIOHeHTaMU. Harnpukinai, TyT MOXyTh OYTH Kilacu
UL POOOTH 3 MEepeKero, DazaMu JaHux, O10J10TSKH I BLIoOpake HH 300pakeHb Ta
1HIII CILILHI G10/moTekn ado PpeMBOPKH, IO BUKOPUCTOBYIOTHCH B IIPOIPaMi.

3B'30K MK KOMIIOHEHTaMH 3/1HCHIOETHCSl HACTY ITHUM YMHOM

Domain He 3aleiKUTh Bl 1HIIMX KOMIIOHCHTIB Ta BH3Hadac inrepdeiicu
PETIO3UTOPIIB.

Data peanizye inrepdeiic perio3uTopiis, Bu3HadeH B Domain, Ta Hajac jami i3
30BHIITHIX JKEPET.

Presentation BukopucroBye 0i3Hec-Joriky 3 Domain 1 orpumye gani 3 Data aist
B100pakeHHs 1HTepdeicy KopHUCTyRava.

Infrastructure Hagae TOTMOMIKHI KJTacH Ta YTHIITH A BUKOPUCTAHHS 1HITTHMHA
KOMIIOHEHTaMH.

Taknii 110111 HA KOMIIOHCHTH JJO3BOJIIE CTBOPIOBATH MOIYJILHUM, TeCTOBAHUN
KOJI, IO JIETKO MATPUMYETHCI. 3MIHM B OTHOMY KOMIIOHEHTI He BIUIMBAIOThH Ha 1HIMI,
IO TOJIETIITY € BHECCHHS 3MiH Ta JojlaBaHHd HOBOI )y HKIIOHAILHOCTL 0 IPOTrPaMHU.

Clean Architecture ne xonuemmi 110 SKHUM BHOYIOBYETBHCS [POrPAMHE
3ade3nevueHHsI 1 BIITIOBITHO JI0 IKUX IIOBUHHA B1JITIORIIATH apXiTeKTypa JoIaTKy.

Jrst moOyioBH apXiTeKTrypH ¢liijl BukopucToByBatu madiaon MVVM (Model-
View-ViewModel) - 11e apxiTekTypHHM IMalloH, MO TMHPOKO BHKOPUCTOBYETHCS B
po3podII AogaTKIB, ocobimBo Ha mwiatdopmi Android. Bin nogise 1ogarox Ha Tpu
ocHoBHl KoMmroHeHntH: Model, View ta ViewModel. Posmmmemo kokeH 13 HHX

TTOKJIATHITIE
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Model:

Mogens € TapoM JaHuX Bammoi IporpaMu. BoHa MICTUTE KIIAcH, IO OTIUCYIOTh
CTPYKTYpPY AaHMX, Ol3HEC-JOTIKY Ta IIpaBmia Bamjaalii. Mojens He Mae 3ale:KHOCTI
B iHIMX KoMIOHEHTIB MV VM 1 yacTo B3acMoie 3 perno3uropisMu ganux ado APIL.

View:

View BLINOBLAAC 3a BLIoOpaxeHus inrepdeiicy KopucTyBada Ta B3acMOMIIO 3
HuM. B Android mie MmoxyTs OyTH Activity, Fragment abo View kopuctyBaua. [TomanHs
HE MICTHTb KOJHOI OI3HEC-IOIIKH 1 CIIYKUTh BUKIIOUHO IS BIJOOPAKCHHS JaHMX 1
o0poOKH IO/ (HATUCKAHb, BBEJICHHS TEKCTY 1 T.11.).

ViewModel:

ViewModel ¢ croaydnoro Jankoo Mixk Mogelnbio ta logamsiM. Bin orpumye
JaHi 3 Mojien, epeTROpIoe iX y ToTpiOHmit opMat 1 Hajae [Toganasa. ViewModel
TakoxK oOpodisie oAl BBeACHIN KopucTyBada 3 1loganms Ta BUKOHY € BIALOBLIHI Jii,
Tak1 SIK BUKJIHK O13Hec-ToTikH B Mojieni abo oHOBIEHHs JaHuX Yy [lomamHHI.

Bzaemois Mk KOMIIOHEHTaMH B110YBacThes Tak:

View mor'szani 3 ViewModel depes mexaHi3M IIpUR'sI3KH JaHux Data Binding
yy crocrepiradin Observers.

ViewModel orpumye a1 3 Model 1 mepeTropioe ixX y dopmar, 3pydHHi It
BioOpakeHusa y [TomaHHi.

Komm kopucTyBau B3aeMoie 3 View, BoHo croblimae ViewModel mpo momii
(HAaTUCKAHHS KHOIIOK, BBEJICHHSA TEKCTY 1 T.1L. ).

ViewModel oGpo0isie mi moli, BUKIAKAIOTH BiIIOB1THI MeTo I B Mogem abo
OHOBJIIOIOUH JaHi y 1loxammi.

Moyueib (Model) Buxonye ©O13HeC-JIONKY Ta HpaBwiIa Bajjaimii, a IoTiM
TIOBepTae OHOBIIEHI JlaHl Hazay ViewModel.

ViewModel nepepac onopieni gamni 1o [loganmst it B0 OpaKeHIs.

Takuii maX11 TO3BOJSIE TITKO PO3TIIATH BIIIORIIATLHOCTI MI3K KOMIIOHEHTaMH
Ta 3a0e31euye IpocTy TECTOBAHICTh KOKHOIO 3 HuX. Iloganms BIALIOBIIAC TUILKH 34
inrepdeiic kopucryBada, ViewModel 3a noriky nogamnmst, a Mojenb 3a 613HeC-JIOrKY

Ta TIpaBHIIa BaIiarii JaHUX.
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Ha pucynky 3.10 pinTeopeHa zarambHa apxiTeKIypa MA0MAarKy BIIIOBIIHO
MV VM.

Ul nogig » £ [100iA 3IMIHK Moaeni
: Monia sMiHK OaHux - i O H BHHX
View ::—lﬂﬂlﬁ SMIHW OaHMX ViewModel OHOBNEHHR OaHWX,, Model
< [aHi ;.GTDL‘-MEIHHH OaHME

Pucynok 3.10 — SaranbHa apxiTekTypa Aodarky eigmnoeigHo MV VM

Sxmro 00’ equaru MVVM i Clean Architecture i mpoekTyBaHHi 3 MepexoqoM Ha
OUTbIN HH3LKI PIBHI abcTpakiii, OTPHMAEMO HHCTY apXiTeKIYPy, HapeleHY Ha pPHC.

3.11.
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s data .
— 7 models |

i | TokenRepositoryimpl :

; e
= - storage ;

P :

UserApiRepositorylm i

! press e TokenStorage SharedPrefTokenStorage '

! . A \

_,"*dnmain _

models :
ko TokenRepository UserApiRepository

Infrastructure
ViewhModel LoginFragment
> : Activity MainFragment

PrcyHok 3.11 — ApxiTektypa Android gogatky

Jna apTopusanii depes Beb-ceppep, Android goparok 30epirae mame JWT
TOKeH, AKHH HajaeThCs HOMY ITCTS TpoxXoKeHHA imeHTHdikaili 1 apTopH3aLiii.
ITomTa 1 Maposb Hi B AKOMY pasi He 30epiraeThcs JOKATRHO Ha MPHCTPoi, 30epiracThea
JHIIe THMYacoBHH JWT TokeH JOCTYITY, AKHE TTep eBipACThCA TIPH BIJTIPHTTI TOMATKY.

Jna 30epiradnda JWT BuropHcToBYeTheAa SharedPreferences - 1ie mexaHizsm
30ep exkKeHHA MPUBATHHUX JlaHHX B Android gomatkax v BHIMAAL Map KTHOY-3HAYEHHA.

Llefi MexaHisM Ao3BoNAe 30epiraTd HalmalllTyBaHHA, ¢TaH AoJaTka Ta IHIIL flaHi, AKi



52

HOTPIOHI U1 ojaibinoro Bukopucranms. SharedPreferences MaloTh MexaHi3Mu
3axXHUCTY, SIK1 TO3BOJLIFOTH 30€pIiraTH JaHl Y BUITIT1 MMTAQPPOBAHOTO TEKCTY. 1 e BaKINBO
JUIst 30epiranHs KoHp1eHIHOT 1HpopMaIii, Takoi K TOKEHH JTOCTYITY.

Jist peamizamii MepeBipKHU NPH BIAKPUTTI JOAATKY, 1 IIJI 4ac PO3rOPHEHH
JIOIaTKy 3 HEeJaBHIX JOJaTKIB, BHKOPHCTaHAa (PYHKITIOHATBHICTH KUTTEBOTO ITHAKIY
KOMIIOHEHTY Activity.

Ileperm3HaueHHsT MeToAy onResume(...) mae 3MOTY BIJUTOBIIOBATH IIOMIIO
BIAKPHTTS 1 pO3TOPTaHHs JIOIATKY.

JL1st acHHXPOHHUX ollepalliii OyJio IPUHHITO PiIIEHHS BUKOPUCTOBYBaTH sealed
class cunrakcucy Kotlin, sxmii cxokuil Ha CHIHATYpYy enum BIJOMHX MOB
[POrpaMyBaHHs, alle¢ Ja€ MOKIHMBICTL BHYEPIIHO BHJUIMTU THII CYTHOCTI Ta
1leHTA]IKyRaTH {i.

Kox BBoauts sealed class AsyncResult, axuii 103BOJESIE PEACTABISITH PE3YIILTaT
acMHXPOHHOI onepalni ofHAM 13 TphoX cTaHIB: PendingResult (omreparms B mmporieci),
SuccessResult (onepartis 3apepiiena yeuinmo) ado ErrorResult (oniepanis 3apepiiena
3 MOMHIKO). Takui MaXid JgoIroMarae CTPYKTYpyBaTH OOpoOOKY acHHXPOHHHX
ollepalliil Ta OKpaIly € YUTaHICTh KOJIY.

Buxopuctanss THM30BaHUX (PYyHKITIOHATFHHAX THITIB:

Buznauenns typealias Mapper<Input, Output> = (Input) -> Output BROIUTH
TICEBIOHIM JUIS THIY (DYHKITII, IO TIpHiiMae oMH apryMeHT Tumy Input 1 moBepTae
3HaueHHs Tuiy Output. Ile xo3Bomse OUIBIT KOMIIAKTHO Ta YITKO BHPAXKaTH
TIEPETBOPEHHS JJAHWX 3a JIOTIOMOTOIO (PYHKITIH BUITIOTO TIOPSITKY.

DOyHKINA map B IEPETBOPEHHS PE3YJIbTaTiB:

OyHkIg map BH3HAYeHa K posmmpeHHd AsyncResult 1 go3Boinie
3acTOCORYBATH MepeTRopeHHs (Mapper) /1o pe3ynsraTy acMHXpOoHHOI ontepartii. Ile qae
MO)KJIMBICTD IIEPETBOPIOBATH JJaHl, 1110 IIOBEPTAIOTHCS Y CIIITHOKO OIICPAINIEIO, Iepej 1X
TIO/TANTBEITTAM BUKOPHUCTAHHSIM.

besnieuna o6podxa null:

V¥ peamzami SuccessResult BukopucToByerbed Oe3ieunuid Bukiuk ?.1et { ... }

a1t oOpoOkm  Bumajaky, koau data € null. Tle 3amobirae  BHHHKHEHHIO
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NullPointerException 1pu cpo0i 3acTocyBaTH IEPETBOPSHH (mapper) A0 3HAYCHIS
null.

Oyukrig TakeData g 6e31eTHOTO BIUIYUeHHS TaHNX:

Oyuxmig takeData po3Boisie Oe3leyno oTpuMaTu gami 3 SuccessResult. Skmmo
noTouHnH o0'ekT He € SuccessResult, pyHKIS mopepHe null, mo gfomoMarae yHUKHYTH
HOMUJIOK 1111 9ac poOOTH 3 Pe3yILraToOM Olepaliii.

BuxopucTaHHS Takoro koay 3adesnedye OUIBIT CTPYKTYpPOBaHY Ta Oe3NedHy
00po0KY ACHHXPOHHHX OICpalliid, MO3BOIMIONM YITKO PO3ALUIMTH PI3HI CTaHU
pesyibrary Ta 3acTocoByBaTH HEOOX1/IHI IIEPETBOPEHHS JaHUX 3a JOIOMOIOK (DyHKITH
BUILOIO HOPIAKY. 1le moxpaniye 4uTaHicTh, HIATPUMYBAHICT Ta OC3MEKY KOy, IO
IPAIIOE 3 ACUHXPOHHUMHU OIEPAITISIMH.

Bignpaska memia daitmin 1 komyHikarmsa Mizk Android Ta Windows fogaTkaMu 31
croponu MOOUILHOTO 113 B1AOyBacThes HACTYITHUM TUHOM:

3aBaHTakeHHS CIIUCKY QoTorpadiii 3 ranepei IMpUcTpoIoO:

-y knact MainkFragment ¢ ¢yukimga getAllPhotos(), sika BHKOPUCTOBYE
MediaStore. Images Media EXTERNAL CONTENT _URI a5t oTpuMaHHS MUIIXIB JIO
cdhotorpadiii 3 rajepei HpUCTPOIO;

- 1 PyHKINS mopepTae cUcok o0'ekTiB Photo, Sk1 MICTATh TUBIX M0 (aiimy
300paKeHHS,

- cmucok dortorpadiit 3aBaHTaxkyeThed B RecyclerView uepes amamnrep
PhotoAdapter.

ITepenaBanns BuOpaHoi gotorpadii Ha ceppep:

- upu HatuckanHi Ha Koouky "Send" y dparmenti PhotoDetailsFragment
BukiukacThes  yukmig  FileTransferTask().execute() 3 mnapamerpamu [P-aupecu
cepBepa, TIOPTY cepBepa Ta MuEXy Jo (aitny gororpadii;,

- Beepeauni FileTransferTask BiaOyBaeTnest 3'e JHAHIS 3 CCPBEPOM HEPE3 COKET
3a BKazaHowo [P-ajpecoro Ta mopToM;

- gani dainy (iM's Qainy, posMip daitiry Ta BMICT aiiiny) HeperaioThes Ha

cepBep Hepes BUXIHUAM MTOTIK COKETA.
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3.4. CrBopeHHs 1 OIMC apXITEKTYPH JOAATKY IS KOMIL I0Tepa

JIIst cTROpeHHS IOJIaTKy /T KOMIT 1oTepa kUi Oyjle npuiiMaTi Metia (daimm
Oyiao obpano Moy lporpamysanus C# 1 texuonorito Win Forms. Taxuii Bubip
3YMOBJIEHUI HACTY ITHUMH TTepeBaramMmu:

- .NET Framework, na saxifi Oasyernes C#, € KpociuargopMeHHUM
cepeIOBUITIEM BUKOHAHHS, O JO3BOIIIE 3aIly CKaTH JIOJaTKH Ha PI3HUX ollepalfiitHux
cucTeMax, Bmodaroan Windows, Linux ta macOS (3a jgoromMoror Mono). Xoda
Windows Forms opieHTOBaHa Ha po3podKy AoJaTKIB Jis Windows, iX Takok MOKHa
3ally CKaTH Ha 1HINHUX Ir1aTdopMax 3a JOIOMOIOIO BLIIOBLIHUX IHCTPYMEHTIB,

- C# € cyvacHO O0'€KTHO-OPIEHTOBAHOK MOBOIO IIPOIpaMyBaHHS, IO
zabesneuye Oaratwit HaOlp QYHKINH, TakuxX K CHagKyBaHHS, 1HKaIICYISITS,
nommopdizM Ta OGararo immoro. Lle gosBoisie ¢TBOPIOBATH MOAY/ILHUMA, JICTKO
MATPUMYBaHHUH Ta PO3MTHPIOBAHHI KO/T.

- takok NET Framework najac Oararto BOymoBanux O10miotek Ta AP s
BUPIIICHHS HaWpI3HOMaHITHIINHNX 3aBJiaHb, TAKUX K podoTa 3 Mepexkero, gainamu,
Oazamu janux, rpadikoro Tome. lle crpoinye po3poOKy Ta 3MEHIIYE HAIIUCAHIS
CTaHAPTHOTO HI3BKOPIBHEROTO KOMY,

- Windows Forms e wuactmHoro NET Framework 1 mHajgae roToBy
1HGPACTPYKTYPY JUISI CTBOpPEHHS TpadluHMX KOPHUCTYBAIlFKUX 1HTepdelciB A
JgoparkiB Ha Windows. Lle g03BosIc Ierko po3poOisTH HACTIIbHI JIOAaTKy 3 GararuM
(h)YHKITIOHAIIOM Ta 3pYUYHUM 1HTepheticom,

- NET Framework Bxmodae BOy1oBaHi MeXaHI3MU OS3IICKH, TaKl SK KepOBAHUH
KOJI, aproMarduHe kepyBamms 1laM'stTio (Garbage Collector) Ta zaxucr Bif
HeOe3neuHoTo Koy. 1le 3MeHTye pu3uKy Oe3IeKH Ta MOJeTIye po3poOKy HaliHNIX
JOJATKIB,

- [0 HaWTOJIOBHINIE, OINTHMI3OBICTh /IS BHCOKOI TIPOJAYKTHBHOCTI Ta
MOXIUBICTE BUkonyBaTd Just-In-Time (JI'T) KOMIUISIIIO KOAY IS IHABHIICHIS

IIBYJIKOII.
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Jlist iepeiadl JaHux y JA0aTKy peali3oBaHuil 3airyck JiokainsHoro TCP cepiepy,
SKHI TIpaIfioe Y Ha KOMITIOTepl 1 JI0 SKOTO MOKYTH INJTe€QHyBaTHCSA TIPUCTPOL K1
3HAXOIATHCS ¥ CHUTBHIM JTOKaTbHIM MEpeKi.

TCP cokerd € JOCHTL IPOCTUM 1 HPSIMHM CIIOCOOOM lepeaadl JAaHux Mixk
KIeHTOM 1 cepBepoM. Ile Gaz0BHH piReHb Mepe:keBHUX IIPOTOKOIIB, SKHH JO3BOIIE
repeaapaTu Oyb-9K1 THIIM JaHuX, BKOodaiodd Qaitm. Ase, B cBowo ueprnay, TCP
3abesneuye HaJIHHY Mepeaady JaHuX, TapaHTyIOUH JTOCTARKY TAKEeTIB Ta iX IpaBUIbHY
HOCHLAOBHICTD. e BaxkiuBo 1 mepeadl (aims, mod KoJH1 JaHl He Brpadajlucs Ta
HE I[epeMilnyBaiucs. Tako, HasBHICTH BOYJOBaHHH MexaHI3M KOHTPOIIO IIOTOKY,
SIKWH 3a11001rae epeBaHTaKeHHIO cepBepa adbo KIIeHTa JaHUMH J03BOIIIE IIepelaBaTh

BeJIUK1 (hafinm, He pU3HKYIOUM BIPATUTH JaH1 a0 IepeBaHTaKUTU CUCTEMY.

3.4. BUCHOBKH /IO TPETHOI'O PO3ALILY

Bylto po3nsHYTO ONMC HPOrPpaMHOIO 3a0e3[CUCHHH, METOAM 1 po3podka
apxiTekTypu  BeO-cepBepy. PosnmHyTHH Ta  aprymMeHTOBaHMit BIOIp MOB
HporpaMyBaHHA I JoAarKiB. BiaTBopeHl MoJAeI Ta AlarpaMH apXiTeKIypu s
ToOYOBH IKICHOTO Ta O€3IETHOTO MPOrPaMHOTO 3a0e3IeUeHHS.

BuokpeMITIOIOMH TOTTUHI PO3/I1UIH MOKHa BU3HAYUTH HACTYITHI BUCHOBKH:

CtBopeHHs BebG-ceprepy:

- PO3NBIHYTI IPUUHATI PIICHHS IIOAO  3alpOBaRKCHHS  OC3IIeUHOl
1leHTrAdiKarii Ta aBTeHTH(DIKaI KOPHUCTYBATIR;

- JOCIIKCHHS 1IHCTPYMEHTIB 1 O1010TeK 3alpoBaKeHHs Oe31IedHol 1Iepeaadi
JaHUX;

- PO3DISTHYTa pealnizariis BeO-cepBepy 13 3aCTOCYBAHHIM KPHIITOAIITOPHTMIB,

- aHa3 CY4YacHHX INJIXOAIB M0 po3poOKH IporpaMHoro sabesliedeHns BeO-
cepBepy Ta ix BHOIp IS peaizaiti.

CTBOpEHHS BIJIAIICHOTO CepBEpY

- PO3DIHYTI PECypcH 1 XOCTHHI NOCTaYaIbHUKH, IIPOBEJCHUN aHall3 Ta

oOpaHuit HalOIITUMAa THLHITTTHI;,
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- apryMeHranis Bubopy XOCTHHI IIpoBalaepy, Tapudy Ta lapaMeTpiB cepBepa

- 3a3Ha4eHO MEeTOIN BCTaHOBIICHHS, 3aBaHTaKeHHS Ta PO3TOPTaHHS I0AaTKy Ha
ceprepi;

- POBNBIHYTO MOMKIIMBI IIOMHJIKHM 1 CKIQJHOII 111 4ac poOOTH 3 BLIIAICHUM
CepBEepOM Ta iX BUPINICHHS.

CrBopeHs MOOLILHOIO JOAaTKY:

- PO3DISTHYT1 CY9acT1 METOIH Ta TIPHUHITUITA TTOOYI0BH apXITeKTYPH,

- PO3IVIIHYTI BUKOPHCTAHL JUIL peaiizanii 010/1oTexH Ta iX pojb v pealiizalii
3aBJIaHHS

- BUABJICHI METO/IH 30¢PeIKSHIS JIOKAILHO Ta Blapaienns janux yepes HTTPS,
Socket.

CTBOpPEHHS JOaTKy /I KOMII IOTepa:

- PO3LIHYTO OITUMAILHICTDL BUOOPY METOAY CTBOPCHHS JAOJATKY ;

- apTyMeHTOBaHO BUOIP MAXOTY 0 YTBOPEHHS JTOKaILHOTO CepBepy

- nepenidgeno nepeBard Bukopucrannd TCP s odMminy Memia JaHuMH MK

MOOITEHHM JOAaTKOM Ta JOJATKOM KOMIT FOTepa.
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BHUCHOBOK

Merta poboTn, 1o CKIaaeTHCS 3 CTBOPEHHS CUCTEeMH 3a0e3TeueH S Bl TaleHol
KOMY HIKAITli 3 BAKOPUCTAHHSAM KPUIITOAITOPUTMIB 3aXHICHUX KAHAIIB JOCATHYTA.

IIpoBeaeHo AoCTIKEHHS CYYaCHAX METO/IB 3aXHINEeHHS KaHallB YIIPaBIIHHS,
Ta 00paHo OUTHUMAaJIbHI METOAM peaynsali mporpaMuoro zadesredeHs 1aeTudikalii
Ta aBTeHTH(IKAIi AN JOoAaTKy Mepejadl Meala JaHWuX, IO J03BOISIE €(peKTHRHO
3a0e31ednTH Oe3leKky Ta KOHGIACHIIAHICTL KOPHUCTYBalbKoi 1H(opMarii.

3acrocyBaHH KpUHITOrpaiaHUX METOAIB Ta aBTopH3allli AOCTYIy 3a POIBSIMH
KOPHUCTYBAUIB 3HAYHO 3HUKY € PU3NKH HECAHKITIOHOBAHOTO JOCTYILY T4 BUTOKY JAHUX.
Boanouac peaii3oBaHa cucTeMa Hajae MOKIMBICTh 3PYYHOIO BiAIPaBICHHSI Mejia
JIAHUX 3aBIKH BUKOPHUCTAHHIO JIOKATHHUX Mepesk, IO MOKe IMIJBHITUTH 3PYyUHICTh
KOMY HIKaI[ii MOOLILHOTO Teieony Ta KOMII IOTEpY.

Kpamdikamitna poOora BHKOHaHa Y  BIAMOBITHOCTI IO CTaHAapTy
criemanbuoctt 121 — «lmkenepis uporpaMHoro 3a0e3ICUeHHS» 1 JIEMOHCTPYE
BOJIOJTIHHST TAKUMH KOMIIETEHTHOCTSIMH 1K

- 3JIaTHICTL PO3poOKH cHEHUPIIHIX MOACIeH HporpaMHOro 3ade3leyeHHs Ha
OCHOBI1 ICHYIOUHX TIapaJlUrM ITpoTpaMyBaHHS, MAXOMIB 10 po3poOKH 1HGopMaIiHHIX
CHCTEM, a TaKoK Oe3IIeKH 1 3pYUHOCTI1 KIHIIEROTO KOPHUCTYBaya;

- 3JJaTHICTH CaMOCTIHHO BHBUATH 1 aHaTI3yBaTH BaplaHTH peajizallil CHCTEMH, a
TaKOXK BIPOBAKYBATH 1 BUKOPUCTOBY BATH IICPEIOBI HAYKOB1 BLIKPUTTH Y po3po0Iii;

- 3JaTHICTH peamizyBaTH ©OaraTopiBHEBY MOJeNh KOMYHIKAIlli MK
KOMIIOHEHTaMH CHCTEMH, IOOYJAYBATH Ta HAJIArOJUTH iX IUICHICTL Ta CIHLIbHY
KOMY HiKaITiIo.

Cepeq pe3ynbTaTiB HaB9aHHS, BU3HAUeHHUX CTaHAapTOM KBamidikaliiita pobdora
pealn3oBye HACTYIIHI:

- OyfyBaTH apXITeKTypHOI MOJAEI IPOTPaMHOTO 3a0e3IedeHHs BiJIIIOBITHO
palllOHATBHOCTI YacOBUX Ta PECYPCHUX BHUTPAT, 3 NePeAOauCHHSM II0JAJIBIIOTO
PO3BUTKY CHCTEMU,

- 3aCTOCOBYBaTH KOHIIEMIiH ToSyI0BH Ta MOACTIOBaHHS 0a3 JaHuX



58

- BHKOPHCTOBYBAaTH CEPBICH Ta 1HCTPYMEHTAlIbHI 3aco0u Ui HOOYJIOBH
MepeKeBUX CepBepHUX HUacTHH, IX 3aXMCTy Ta 3B’S3KY 3 1HIIAM TIPOTpaMHIM
3a0e3IeUeHHSIM,

- BHUKOPHCTOBYBAaTH Ta OyJyBaTh aJlOPUTMH KPUITOTPA(PIUHHUX aJITOPUTMIB
3axucTy 1HGopMaIi,

- BHUKODUCTOBYBaTHM IIAPAJAUIMH  [POrpaMyBaHHA Uil 3a0e3leUcHHS
OTITUMAaTBHOTO TIOOYTyBaHHS 1H(OPMAITIHHAX CHCTEM.

PozpobiieHe 1mporpamMHe pillleHHS BIAIIOBLIAE BUMOraM OE3IIeKH B Iajly3sx, JIe¢
HPAIOKTh 3 KOHMDIJIeHIIHHOK 1HGOPMAITIE), 3aBJISIKM BUKOPHCTAHHIO HaJiHHHUX
KpUOTOAITOpUTIMIB  Takux sk RAS, AES 1 Bukopucrammo Ttoxeny JWT.
BupoapKeHHS JaHOI CUCTEMU JO3BOJIIE CIPOCTUTH Ta BOJHOUAC ITOCKIUTH 3aXUCT
IpoTIeciB Tiepeaadi Ta oOpoOKH TaHWUX, HeOoOX1THUAX IS 1IeHTH(IKaIl KOPHUCTYBadiRB.
PoGota kianacd 3 TpLOX KOMIIOHSHTIB: BeO-cepBepy, MOOLILHOIO JOJATKY Ta JOJATKY
Ha koM 'toTep. BeG’ceprep OyB po3poblieHni 3a JOTIOMOTOIO MOBH MPOTpaMyBaHHS
Kotlin 1 ¢ppeiimBopkis Spring, Spring Security 3a JOHOMOIOIO SKUX OYJIO peai3oBaHo
1IeHTAPIKAIo Ta aBTEHTH(IKAINIO KOPUCTYRaIIB BUKOPHUCTOBYIOUH PENAIitHy Oazy
Janux My Sql komyHiKalis 3 skolo BiadyBaigach uepes 010moreky JPA. Takox y BeO-
cepBepl HaBejeHa IIporpaMHa peamzaisd MIKIOUYeHHST 3TeHeporaHoro  SSL
ceprudikary 1 Bukopuctanas JWT namsa 3abesneuenHs Oesnexkn. Ha moOimpHOMY
JOJaTKy Y CBOIO uepry Oyna pospoOleHa KIeHTChKa YacTHHA SKa BiIIOBIIAla 3a
HaJICHIaHHd 3alluTiB Ha BeO-cepBep, 30epiranmd JWT TokeHy, BHKOPHUCTAHHS
JOKAaIBbHOTO  CEPBepY IS BIAUOpaRIEeHHS Memia ¢almB Ha  KOMIT IOTEp
Bukopucrosyioun TCP cepep peanizoBanuti na C#.

OrpuMaHi pe3yJIbTaTd MaroTh [PaKTUYHE 3HAYCHHSA, OCKUIBKM METOIU Ta
alTOPUTMH 1IeHTADIKAIli Ta arTeHTH]IKaIi MOXKYTh OYTH BIPOBaKEeH1 Vv OYIb K1
JOJaTKU, HeoOXIHUM Yy poOOTl 3 JaHUMH KopHcTyBada. Takoxk jJaHa podora MOKe
CIYTYBaTH TIPUKIANAOM 1 PO3SICHEHHAM TOTO $IK peallizoBYEThCS BUKOPHUCTAHHS
KPHUITOAITOPUTMIB 1 3aXHUINCHI KaHalu YIIpaBiiHms, a Takok migkmodenns CT ra

CTBOPEHHS H0JarKy 3 JWT TOKeHOM.
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3 MOKIMBOCTCH IOKpallleHHS MOKHA BIAMITHTH BIPOBAJKESHHS OLIbII
THYYKOTO 1 3pyUHOTO 1HTEpdeiicy IO BIIMPaRIeHHIO Me/la JaHHuX, a TAaKOK ToAaBaHHs
refresh JWT toxeHy jnns 3abe3nedeHHS JIOJATKOBOTO 3aXMCTY 1 KOHTPONIO JIAHUX
KOPHUCTYBaviB.

OTiKe, CTROpPEHa CUCTEMAa € aKTyaIhHUM Ta MPaKTHIHO KOPUCHUM DPITTIEHHSM,
o MoXe 3a0e3leduTH HaJCKHUH piBeHb Oe3lekd Hpu poOOTl 3 HepCOHAILHUMU

JJAaHUMH B PI3HOMAaHITHHX JIoJaTKaxX BiIIOBITHO A0 CYyUaCHHUX BHMOT.
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